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Abstract. Personal information is generated by many information systems around people. Online data trans-
fer has become a research focus across a number of fields, including scientific research, government trans-
parency and open data. The privacy requirements of OECD Guidelines, APEC Framework and EU Directives
did influence the privacy legislation on Taiwan, Canada, and Australia. This paper describes Taiwan legisla-
tion on personal information protection, and sets out the ground rules for how an organization may collect,
process, use or transmit information about any data subjects. This paper also proposes an ICT governance
framework in online data privacy management. These privacy requirements are further explored from three
categories: primary activities of manageable facets, secondary activities of relational stakeholders, and ter-
tiary activities of positional concerns. These activities are explored from life cycle stage, data privacy issue,
and privacy requirements. This framework supplements the existing conceptions of international privacy
principles and their privacy requirements for personal information. Within the framework of this study, fur-
ther studies may concentrate on big data and case study in online management strategies.
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1 Introduction

1.1 ICT and Personal Information

Information and Communications Technology (ICT) has a direct effect on data governance. ICT developments
have enabled vast amounts of personal information process [13]. Personal information identifies one as an indi-
vidual rather than one member of a group [11]. Personal information means information about an identifiable
individual, including [14, 16]: individual data, contact information, social activities, medical health, and finan-
cial conditions. Organizations collect data from various sources or devices, and try to have benefits form inde-
pendent applications. Every organization wants to use maximum of personal information than before. It has been
labeled as the currency of digital economy. Therefore, organizations make huge investments in the controls of
internal process to promote good data governance [4]. However, many executives have not paid sufficient atten-
tion to its critical role.

Users entrust social networks such as Facebook and LinkedIn with a wealth of personal information such as
their age, address, current location or political orientation. They use Internet tools to build their identity. Digital
identities are masks that people wear online to distort their identity [6]. Internet users present themselves online
as they are in real life. They use avatars in online games to adopt behaviors which are different from their real
personality. Such information systems have been widely adopted in our daily life from traffic services to online
shopping platforms. Personal information is vulnerable to partners, adversary, and competitors. Organizations
need to provide safe and secure services to citizens. The rapid growth of personal information has raised far-
reaching problems about the future of online privacy [11]. Main challenges in organizations involve [4, 9, 10]:
(1) Governance: avoid increased financial penalties and reputational damage;

(2) People: implement adequate training for staffs with sufficient expertise;
(3) Process: embed privacy requirements into operational processes;
(4) Technology: adapt an information system in order to comply with relevant laws and regulations.

To combat these challenges, organizations should take some proper actions to avoid heavy sanctions. The
ICT advancement plays an effective role in organizations to reach the desired level of reliability and productivity
through ensuring integrity, availability and confidentiality. To establish a comprehensive framework practice
that addresses the range of privacy issues, organizations can take steps to establish procedures that address all of
the fair information practices.
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1.2 Motivation

Since the ICT market is rapidly growing, new ICT forms tend to be employed in ways that primarily serve the
interests of organizational elites. Online privacy has become an international issue, which is followed by the e-
commerce development [7]. Personal information is increasingly regarded as a valuable resource in itself. In
order to foster care for information systems, organizations should be readily consistent with maintaining security
of them. Organizations should act in a timely manner to respond to the security breaches of information systems.
The concern to improve performance efficiency has been primarily important to intensify its utilization. This
study tries to [4, 10, 11]:

(1) clarify the logic understanding of privacy principles;

(2) explore the life cycle stage of personal information protection;

(3) outline the obligation of organizations;

(4) propose an ICT governance framework;

(5) emphasize the psychical control through data governance.

The literature reviews of privacy principles and their comparison are discussed in Section 2. Section 3 de-
scribes Taiwan legislation on personal information protection, privacy concerns from Taiwan legislation, and
online managements for meeting privacy requirements. In Section 4, a proposed ICT governance framework in
online data privacy management is divided into three categories: primary activities of manageable facets, sec-
ondary activities of relational stakeholders, and tertiary activities of positional concerns. This framework further
points out data governance, capable people, efficient process and effective technology. Our conclusions are
given in Section 5.

2 Literature Reviews

To implement online privacy protection, it is helpful to know some of the history behind privacy principles and
associated developments in legislation [11]. Privacy principles and their comparison are introduced in this sec-
tion. Associated developments of Taiwan legislation are discussed and analyzed later.

2.1 Privacy Principles for Personal Information

More issues are emerged in personal information protection perspective. How can we prevent harm to an indi-
vidual whose personal information is at stake? Existing privacy principles associated with the collection, pro-
cessing, use and transmission of personal data have formed the basis of personal information protection legisla-
tion around the world. A version of these principles was internationally agreed in 1980 in the form of the Organ-
ization for Economic Co-operation and Development (OECD) Privacy Principles: protection and security, ac-
countability, individual participation, data quality, openness, collection limitation, purpose specification, and use
limitation [12]. OECD Privacy Principles have been a core part of online privacy managements, but the manner
in which they are implemented needs to be revisited or updated to reflect current practices or address changed
circumstances in an Internet world [20]. The World Economic Forum held a global dialogue on personal infor-
mation. In 2012, the World Economic Forum’s dialogue clustered existing OECD principles into three broad
categories [21]: “Protection and security,” “Accountability and enforcement,” and “Rights and responsibilities
for using data.” This initial clustering exercise has carefully enabled insight into the OECD principles (Fig. 1).

2.2 International Comparison of Privacy Requirements

Privacy requirements have become critical in all aspects. It is also important to increase the performance of
information system, follow security policy, and meet privacy requirements. Organizations around the world have
differently defined their privacy requirements for personal information protection. Table 1 represents the deriva-
tion of privacy requirements as articulated by the principles and acts [15, 20]. These principles and acts map
legal obligations for implementing the privacy requirements.

(1) Principle

®  Organization for Economic Co-operation and Development (OECD) Privacy Guidelines in 1980 (Amend-
ed in 2010) [12];

®  Asia-Pacific Economic Cooperation (APEC) Privacy Framework in 2005 [1];

®  FEuropean Union (EU) Data Protection Directives in 2012 [8].
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(2) Act

®  Taiwan Personal Information Protection Act (PIPA) in 1995 (Amended in 2010) [17];

®  (Canada Personal Information Protection and Electronic Documents Act (PIPEDA) in 2000 (Amended in
2011) [3];

®  Australia Privacy Law (APL) in 2008 (Amended in 2013) [2].

AREAS TO ADDRESS

ANCHORING
PRINCIPLES

Accountability Accountability

Accountability and enforcement

Individual partcipaton
Empowered role of individual
Data quality

Openness Transparency and understanding

Rights and responsibilitios
for using data

Collection limitation

Purpose specification Respect for context

Usea limitation

Fig. 1. OECD Privacy Principles for Personal Information (Source: World Economic Forum, 2013)

The following privacy principles are discussed (Table 1): such as Notice, Consent, Collection Limitation,
Sensitivity, Access & Corrections, Data Quality, Anonymity, Accountability, Use, Limitation, Security & Safe-
guards, Enforcement, Disclosures, Openness, and Transborder Data Flow. Privacy requirements give us control
over personal information by requiring organizations to obtain the consent to handle personal information about
any individuals.

Table 1. International Comparison of Privacy Requirements

Principle Act
First Adoption/ 1980/ 2010 2005 2012 1995/2010 2000/ 2011 2008/ 2013
Last Modification Quality
Privacy Requirements Guiiﬁfg Fram‘:\i Eri EU Directives Taiwan PIPA PIPCE‘BT"’ Australia APL
Notice Yes Yes Yes Yes Yes Yes 6
Consent Yes Yes Yes Yes Yes Yes 6
Collection Limitation Yes Yes Yes Yes Yes Yes 6
Sensitivity N/A N/A Yes Yes N/A Yes 3
Access & Corrections Yes Yes Yes Yes Yes Yes 6
Data Quality Yes Yes Yes Yes Yes Yes 6
Anonymity N/A N/A N/A N/A N/A Yes 1
Accountability Yes Yes Yes Yes Yes N/A 5
Use Limitation Yes Yes Yes Yes Yes Yes 6
Security & Safeguards Yes Yes Yes Yes Yes Yes 6
Enforcement N/A Yes Yes Yes Yes N/A 4
Disclosures N/A Yes N/A Yes Yes Yes 4
Openness Yes Yes Yes Yes Yes Yes 6
Tran;}joo‘;der Data Yes Yes Yes Yes N/A Yes 5

Note: 1. Privacy requirements are divided into the following two types: Principle and Act. 2. ‘Yes’ does match that statement, and others are ‘N/A’.

Brief comments on these privacy principles or acts are listed below [2, 17].
The logic is ambiguous;

The order of provisions is confusing;

The key concepts are not clearly defined or fully clarified,;
The contents of right to information privacy have not been unambiguously announced;
The obligations of organizations are not well articulated.
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3 Discussions and Analyses

This section describes Taiwan legislation and privacy concerns on personal information protection, and further
focuses on online management requirements.

3.1 Taiwan Legislation on Personal Information Protection

The public issues of privacy protection attract some attention in the years ahead. There is a shift trend from indi-
vidual theft to organization theft. Hackers no longer steal our individual identities once at a time, but they steal
large sets of customer or employee information from compromised organizations. For example, in 1998, the U.S.
Congress enacted the Children’s Online Privacy Protection Act to regulate the online collection and use of chil-
dren’s personal information [16]. Taiwan is one of the pioneering states in adopting statues for protecting per-
sonal information. More and more countries are either implementing or considering laws that heighten data
security, breach notice, and general notice/choice obligations.

In 1995, the Legislative Yuan of Republic of China in Taiwan enacted the Computer-processed Personal In-
formation Protection Act (CPIPA) to regulate the collection and use of digital personal information. Further, in
2010, this CPIPA is amended as Personal Information Protection Act (PIPA) to govern the collection, process,
use and transmission of personal information. The PIPA provides comprehensive regulation of personal data for
all data users. The previous CPIPA legislation only covered public agencies and specific industry sectors, and
only in relation to the processing of data in electronic form. The PIPA scope is also broadened, and the defini-
tion of data will no longer be limited to "computer-processed data" [17].

Personal information protection act has gone into effect. Penalties for the unlawful disclosure of personal in-
formation are increased. Individuals or enterprises who profit from the collection, process, use or transmission
of personal information will be fined no more than NT$1 million (up from NT$40,000) or face a term of impris-
onment of up to five years (up from two years). Finally, the filing of legal proceedings is permissible under the
new PIPA.

3.2 Privacy Concerns from Taiwan Legislation

Since information systems collect personal information, they are also subject to privacy laws and regulations if
the respective individuals are identifiable. Due to the proliferation of innovative information technologies, vari-
ous privacy issues have been raised and have attracted substantive attention in society [9]. The technical devel-
opments in information processing can be summed up in terms of increasing electronic interpenetration of or-
ganizational spheres. This process involves greater utilization of information processing across organizational
boundaries. It both diminishes and enhances the personal privacy by automated control mechanisms. Much of
contemporary, economic activity is based on the production and exchange of information [21]. Privacy concerns
are raised when the personal information of individuals is obtained. Governments worldwide have promulgated
legislation to protect individual privacy. The PIPA provides a boost to the protection of privacy and personality
rights. This study tries to formalize how to follow the information security guidance on the quantity of personal
information. Organizations have better to at least take certain measures in response to privacy protection.

With technological advancements, information may be collected, processed, used and transmitted more effi-
ciently than ever before. Figure 2 illustrates some data privacy requirements in the life cycle stage of personal
information protection [14]: collect, process, use and transmit. It increasingly becomes a part of organization
assets [18]. Organizations should make personal information policies clear, understandable and readily available.
To support proper privacy protection, certain properties must be ensured from each life cycle stage of personal
information. These activities are explored from life cycle stage, data privacy issue, and privacy requirements
(Table 2) [3, 17, 19].

(1) Collect: Individual Choice

The term "collect" means to obtain the individual notice or consent when organizations handle personal infor-
mation by any direct or indirect means. An organization should notify all identified data subjects about the pur-
poses for which personal information is collected and used. If the information is collected, it is essential to have
the consent of the individual. The collection of personal information must be reduced to a minimum.
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Fig. 2. Data Privacy Requirements in the Life Cycle Stage of Personal Information Protection

Table 2. Online Managements for Meeting Privacy Requirements

Online Personal Information Managements — Privacy Requirements
Principle Act
Life Data First Adoption/ Last Modification 12%81%/ 2005 2012 12%91%/ 22(())01(;/ 22%(12/ Quality
Cycle Privac APEC . Canada .
Styage Issuey Privacy Requirements OECD Framewor |__. EU Taiwan PIPED Australia
Guidelines Kk Directives| PIPA A APL

Notice Yes Yes Yes Yes Yes Yes 6
Collect Indivifiual Consent Yes Yes Yes Yes Yes Yes 6
Choice Collection Limitation Yes Yes Yes Yes Yes Yes 6
Sensitivity N/A N/A Yes Yes N/A Yes 3
. Access & Corrections Yes Yes Yes Yes Yes Yes 6
Process Aut]}))o:lzed Data Quality Yes Yes Yes Yes Yes Yes 6
ata Anonymity N/A N/A NA | NA | NA | Yes 1
Accountability Yes Yes Yes Yes Yes N/A 5
Use Purpose Use Limitation Yes Yes Yes Yes Yes Yes 6
Specification Security & Safeguards Yes Yes Yes Yes Yes Yes 6
Enforcement N/A Yes Yes Yes Yes N/A 4
. Proper Disclosures N/A Yes N/A Yes Yes Yes 4
Transmit Regulation Openness Yes Yes Yes Yes Yes Yes 6
Transborder data flow Yes Yes Yes Yes N/A Yes 5

Note: 1. Privacy requirements are divided into the following two types: Principle and Act. 2. ‘Yes’ does match that state-
ment, and others are ‘N/A’. 3. Online managements are explored into the following four types: data governance,
capable people, efficient process, and effective technology.

(2) Process: Authorized Data

The term "process" means to deal with the authorized data. An individual can request an organization to provide
the individual with access to personal information. The personal information is provided to persons who are
authorized to record, input, store, correct, duplicate, retrieve, delete, or output information for the process pur-
pose.

(3) Use: Purpose Specification

The use of personal information should be disclosed for specific purposes. Right of use includes the right to
obtain a copy of personal data by the relevant application form [3, 8]. Inquiries and requests regarding access
and correction can be directed to the organization. An organization must make a reasonable effort to ensure that
any personal information collected, used, processed or transmitted on behalf of an organization. The use right
should be reasonable for the organization’s purposes in dealing with the data.

(4) Transmit: Proper Regulation
Data transmission is the physical transfer of an electromagnetic signal over a point-to-point or point-to-
multipoint communication channel. Special care should be taken due to the legal and administrative rules. Some
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information might be easily linked to a particular individual, and could be readily available to the public by
proper regulation. An organization must protect personal information under its control and make reasonable
security arrangements against some risks (e.g. unauthorized access, copying, modification or disposal).

3.3 Online Managements for Meeting Privacy Requirements

Taiwan’s PIPA sets out the ground rules for how a government or non-government organization may collect,
process, use or transmit information about any person. It strikes a balance relationship among data stakeholders.
For non-government organizations, the main end of increased efficiency is typically economic gains. For gov-
ernment organizations, improved efficiency serves other goals as well. Personal information can be collected,
processed, used or transmitted by information systems explicitly and implicitly [17]. Information security is
increasingly recognized a crucial concern in organization management for risk handling operation. Internal audit
activities are often funded to tackle high risk areas of individual choice, authorized data, purpose specification,
and proper regulation. Privacy has been recognized as a fundamental human right. Despite its importance, the
concept of privacy is difficult to grasp. This win-win situation is undermined by privacy concerns. It is im-
portant to reconsider how these requirements can be appropriately practiced in nowadays framework [20]. Exist-
ing and emerging legislation, practices, and procedures should be brought into compliance with the above priva-
Cy requirements.

4 A Proposed ICT Governance Framework in Online Data Privacy Management

The proposed ICT governance framework in online data privacy management is divided into three categories
(Fig. 3): primary activities of manageable facets, secondary activities of relational stakeholders, and tertiary
activities of positional concerns. Primary activities of manageable facets include: data governance, capable peo-
ple, efficient process, and effective technology. Those facets contribute to bridging the gap between online pri-
vacy management and legal framework from research and development [3, 7, 10]. It provides a basis for proper
understanding of the current state of privacy requirement with a focus on the online management.

Tertiary Activities of

Positional Concerns Security Policy, Team Spirit,

Good Performance, and
Privacy Assurance

Secondary Activities
of Relational
Stakeholders

Data Subjects, Data Managers,
Data Auditors, and Data
ontrollers

Data Governance, Capable
People, Efficient Process and
Effective Technology

Primary Activities of

Manageable Facets

Fig. 3. Three Key ICT Activities in Online Management Framework

Secondary activities of relational stakeholders include data subjects, data managers, data auditors, and data
controllers. The ICT governance framework is discussed to analyze online privacy management within an or-
ganization strategy development. It draws upon organizational management policies to derive four stakeholders
that determine the privacy requirements and online managements of an organization.

Tertiary activities of positional concerns provide structure to governance deployment in the virtual workplace,
which can be further explored by the following positional concerns: security policy, team spirit, good perfor-
mance, and privacy assurance. This framework is vertical and horizontal integration in Fig. 4. This framework
supplements the existing conceptions of people, process, technology and governance in vertical integration. It
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also incorporates manageable, relational and positional issues in horizontal integration. Organizations can use
this framework as a reference of privacy requirement and online management.

Primary o _
Wianageabie Data — Capable E Efficient E Effective
Facets Governance——  People Process Technology

Secondary Data Data Data Data

Relational Subjects Managers itOrs Controllers

Stakeholders

Tertiary

Security Good Privacy

Policy EErIEIre e Assurance

Positional
Concerns

Fig. 4. A Proposed ICT Governance Framework in Online Data Privacy Management

4.1 Primary Activities of Manageable Facets

The manageable facet of data governance is implemented by capable people, efficient process and effective
technology (Fig. 5). Every organization may face some problems. No single people, technology or process
change can remove all of the constraints that prevent organizations from optimizing their performance and effi-
ciency. Capable people, efficient process and effective technology can be addressed through a systematic review
of data governance (Fig. 5). Data governance requires tighter integration between the above three core facets.
These are critical to an organization’s success [5]. Data governance, capable people, efficient process and effec-
tive technology play effective roles in information security but they require a balance among them. Their man-
agement activities are discussed below [1, 5, 7].

Capable
Peaople

Data
Governance

Effective
Technology

Efficient
Process

Fig. 5. Data Governance in ICT Framework
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(1) Data Governance

Data governance is a process of planning to implement the use of information technology. It has become crucial
for risk mitigation action. The activity of protecting data must be the first and foremost of achievement in any
security programs. The pressure to secure personal information seems to demand tight controls. Data governance
is not simply about managing an organization’s data but also describing processes to handle information. It may
be trusted, secured, and utilized by an entire organization.

(2) Capable People

Capable people are accountable for organization performance and consider how information systems work to-
gether to support performance objectives. This can only be achieved to minimize ongoing operating problems
when efficient process and effective technology are in place to achieve the efficiency, availability and agility in
an organization. Electronic access to personal information should be enabled. Operators of information systems
have to ensure that data subjects are sufficiently informed about any incidental events. It is necessary to secure
information systems in a way that only authorized entities have access to personal information.

The support for organizational process and policy changes requires significant training and proper communi-
cation with a carrot-and-stick performance practices. To accomplish a governance state, significant behavioral
change will likely be required across workforce ecosystems. These following essentials help us find a proper
way to handle capable people [11, 19].

Help organization achieve success through the motive staff;
Look for ways to enhance staff productivity;

Write a staff handbook, and establish a streamline processes;
Prioritize specific requirements;

Meet the critical organization needs;

Deliver exceptional outcomes.

(3) Efficient Process

Online privacy management and data handling are important issues for an organization. Information systems
should be designed in accordance with the aim of processing as little personal information as possible. When
concerns or questions are raised about online management, privacy requirements seek to establish an appropriate
electronic process. The effectiveness of online management should be aligned with organization strategy
through a well-defined process. The management requires the efficient process element to identify, measure,
manage, and handle risk as well as to ensure integrity, availability, confidentiality and accountability.

(4) Effective Technology

There have been decades of debate on how personal data values and legal obligations can be embedded into
information systems. An information system should provide data subjects with effective means of controlling
their personal data. The effective technology is composed of tools, applications and infrastructure for process
efficiency. The possibilities regarding consent and objection should be supported by technological means. While
capable people and efficient process are critical to an organization’s success, advanced collaboration technology
can be truly transformational.

Techniques can provide guarantees that the implementations of ICT governance framework are sound. Effec-
tive technology provides individuals with new possibilities to collect data with the requirement of little human
interaction from a technological perspective. The security of information systems should be reassessed periodi-
cally, as the requirements of cyber security vary over time. This raises serious concerns on personal privacy
protection. Right technology utilization creates a foundation for continuous return on capital and cost-effective
growth [7]. The technology facet is covered as an essential part of the online environment. This leads to a situa-
tion where computer programmers try to improve the application software in order to comply with the existing
law.

4.2 Secondary Activities of Relational Stakeholders

Many security and privacy-protecting technologies have a plethora of different features. The complexity of these
technologies needs to be reduced and analyzed from various stakeholders [13]. ICT governance in this context
refers to the following four stakeholders in personal information management (Fig. 6): data subjects, data man-
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agers, data auditors, and data controllers. Personal information management is an important emerging area of
study on how people store, handle, manage and re-find personal information to support their needs and tasks.
Four-stakeholder analysis is a critical component to the successful delivery of online privacy management ac-
tivity. Four stakeholders are affected below [1, 2, 8].

Data Subject

Personal Data
Data Auditor Information

Management

Controller

Data
Manager

Fig. 6. Four Stakeholders in Personal Information Management

(1) Data Subjects

Data subjects are the individuals who are the subject of personal information. An organization needs a frame-
work in information technology to obtain reliable data from data subjects, and to develop high quality of system
information performance for data subjects [10]. Data subjects should be allowed to access their data and make
corrections to any inaccurate data.

(2) Data Managers

Data managers must lead, inspire, and encourage staffs. Sometimes they have to hire, fire, or evaluate them.
Making personal information an organization asset is almost a major culture shift for most organizations. Data
managers have to set up their teams, and build the sense of team spirit within an organization to function effec-
tively as a whole.

(3) Data Auditors

Data auditors may review the origin, creation or format of data to assess its value and utility. To ensure the reuse
of organizational knowledge, adequate recordkeeping is essential. A data audit refers to the auditing of data to
assess its quality or utility for the purpose of privacy management.

(4) Data Controllers

Data controllers decide the manner in which personal information gets processed. They determine the purposes
and means of data processing. Online applications, services and processes are increasingly carried out in a digi-
tal working environment. Data controllers must have a lawful basis or legitimate interest in information man-
agement as it affects the organization operations. They are also responsible for implementing appropriate
measures to protect the personal information against unauthorized disclosure.
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4.3 Tertiary Activities of Positional Concerns

Personal information is supposed to be circulated between and modified by different users within an organiza-
tion. Organizations should adjust developing strategies and evaluation focus timely. All privacy-intrusive
breaches must be subject to controls or sanctions, because privacy protection is a key factor of success operation.
The personal information issues in online management should periodically introduce new concepts and termi-
nology to respond to emerging issues and to keep its message fresh [18, 19]. It guarantees that personal data are
handled in such a manner as to ensure that they are safe from unforeseen, unintended, unwanted or malevolent
use.

(1) Security Policy

A security policy is a legal statement that declares an organization's policy on how it gathers, discloses, and
manages personal information. It fulfills a legal requirement to protect data privacy. The content of a security
policy depends upon the applicable law. The development of security policy is believed to [14, 15]:

®  Understand the privacy requirements;

Ensure about the legality of a decision;

Transform security policy into an efficient application;

Deliver a data governance solution within organizations;

Reduce ICT costs of maintaining personal information protection.

(2) Team Spirit

Having a good support team in place is an important step in online privacy management. Building team spirit is
always one of the major objectives in an organization to achieve as a data manager. Team spirit is about support-
ing a team. Organizations should assess the ICT internal staff’s abilities to perform tasks. ICT staffs should
efficiently support future organization growth. Yet the problems of the past incapable people, inefficient process
and ineffective technology hold many organizations back from keeping forward [7]. Organizations must ensure
that their ICT support teams work as one to maintain consistent quality of service at a consistent quality level.
ICT support teams must follow repeatable steps for each event, and ensure that critical functionality is main-
tained in efficient process. The following is useful for data managers and team spirit [15, 20].

®  (Create and maintain an understanding for team spirit;

®  Realize the need of continuous change for data subjects;

®  Use social networks to encourage clear communication;

®  Ensure an enabling support culture.

(3) Good Performance

Good performance is always followed by some efficient processes. Poor process management has created many
problems. Process inefficiencies can rob an IT organization of its agility, divert human resources from strategic
pursuits, and introduce vulnerabilities that lead to downtime [7]. Data auditors conduct a data examination to
assess the performance of standard operation process. The audit process is a willingness to improve operating
activities. This involves profiling the data and analyzing the impact of poor quality data. In efficient process
facet, the development of standard operation process for data auditors includes [2, 7]:

Ensure data integrity;

Create a help desk support;

Support the end-to-end stewardship processes;

Determine a mature, sustainable operation process;

Provide a solution to maximize the competitive advantage.

(4) Privacy Assurance

Privacy deals with personal information that identifies the preferences of a person. The identity of an individual
plays a role if it influences his or her choice. The choices reveal personal preferences [6]. It represents some
unique essences in the virtual workplace. Privacy requirements are dedicated to protecting organizations and
individuals against data loss or identity theft [16]. Any collected personal details are available to that organiza-
tion. Data subjects are worried about how their information is handled, how privacy is assured, and what infor-
mation is provided to others. The need for network accessibility and the use of social networks were identified
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as a requirement. The follow-up controls must be subject to review periodically in effective technology facet [13,
14].

Identify the enabling technologies;

Develop skilled resources;

Determine standardized integrated tools;

Maintain streamlined network accessibility.

Evaluate the dependent systems which must be governed.

5 Conclusions and Future Works

An increasing number of users utilize Internet services as an essential part of their daily lives. Users increasingly
store, collect, and exchange data on the Internet. The area of personal information is fast-evolving. Identifying
the potential privacy violation is almost a difficult problem as any security breaches of personal information
might have unexpected consequences. According to the analysis of privacy concerns from Taiwan legislation,
this paper explores privacy requirements of personal information (Table 1), explores the life cycle stage of per-
sonal information protection (Fig. 2), and proposes an ICT governance framework (Fig. 4). If the proposed ICT
governance framework is effectively implemented and maintained, the following benefits will be realized: (1)
Improved achievement of organization goals; (2) Appropriate security measures to protect personal information;
(3) Improved data governance trust between people, process, and technology; (4) Continuous improvement of
stakeholder communication; (5) Improved effective processes through ICT-enabled access; (6) Improved return
on effective technology investment.

Due to the decrease in calculation and storage costs, new challenges to big data have emerged. Big data refers
to datasets whose size is beyond the ability of typical database software tools to capture, store, manage, and
analyze. Both government and non-government organizations are making increasing use of big data analytics.
Within the framework of this study, further studies may concentrate on big data and case study in online man-
agement strategies.
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