Sharing Large Secret Messages Using Two AMBTC Shadows
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Abstract. To date, several reversible secret sharing methods have been proposed based on absolute moment
block truncation coding (AMBTC). These methods can losslessly recover the AMBTC compression codes af-
ter revealing the secret data from shadows. However, in these reported methods, one set of AMBTC com-
pression codes, consisting of two quantification values and a bit-plane, is used to share only one secret mes-
sage. In other words, the embedding capacity of the reported methods can be further improved. In order to
share more secret data, we proposed a substitution and mapping method to embed more secret data into a pair
of quantification values. In addition, all of the bits in the bit-plane can be used to share secret data. Experi-
mental results showed that the embedding capacity of the proposed method is higher than that of the
AMBTC-based secret sharing methods.
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1 Introduction

On the Internet, there are three kinds of methods used to protect the transmitted data, i.e., cryptography [1-3],
data hiding [4-8], and secret sharing [9-15]. Cryptography encrypts the secret data into the meaningless cipher-
text. Although a third party cannot efficiently obtain the secret data, he or she can destroy the ciphertext. In
order to solve this problem, the data hiding method was proposed for embedding secret data into a cover medi-
um to obtain the stego medium. Since the stego medium is very similar to the cover medium, the third party
cannot efficiently detect the presence of secret messages on the stego medium. However, in the data hiding
method, only one user can possess the secret data. Therefore, the secret sharing method was proposed that can
decompose the secret data and share them with many participants. Each participant cannot determine all of the
secret data from the data that he or she holds. However, by using the data held by all of the participants, the
original secret data can be recovered completely, which indicates the high practicality of the secret sharing
method.

In 1979, Naor and Shamir [9] proposed a (z, n)-threshold secret sharing method that used a linear polynomial
function to share the secret image into n shadows. After collecting the ¢ shadows, the secret image can be ob-
tained by the function of Lagrange basis polynomials. However, there is a significant computational cost associ-
ated with the function.

In order to reduce the computational cost, Naor and Shamir [10] proposed a visual cryptography to share the
secret image. In the sharing phase, one secret image was encoded as n disorderly and meaningless shadows.
Different from the polynomial-based secret sharing method, the secret image can be obtained directly by stack-
ing the ¢ shadows without any computation. However, the secret image cannot be obtained when the number of
shadows was less than . In order to solve the problem, Chao and Lin [11] proposed a progressive secret sharing
method. As the number of shadows increases, the visual quality of the secret image was enhanced. However, in
the phase of generating the n shadows, the secret image was enlarged, which decreases the visual quality of the
secret image.

In 2010, Lin and Chan [12] skillfully shared secret messages by hiding them in meaningful images, thereby
protecting the secret data by thwarting the third party’s effort to obtain the data. In other words, only the intend-
ed participants know that there are some secret messages in the meaningful images. In addition, the original
images can be losslessly recovered after extracting the secret data. However, embedding the secret data into
meaningful images invokes serious image distortion. In order to solve this problem, Chang et al. combined Lin
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and Chan’s scheme and the optimal pixel adjustment process (OPAP) method [13]. In the OPAP method, each
pixel was increased or decreased by 2"*! to reduce the distortion of the image, where n denotes the number of
secret bits. However, in this kind of method, using meaningful images as the cover media needs more storage
spaces.

In order to reduce the storage spaces, Ou and Sun used absolute moment block truncation coding (AMBTC)
compression codes as the cover medium, the size of which was smaller than that of the meaningful image. Each
set of AMBTC compression codes consists of two quantification values Q; and a bit-plane BP. The trio {Qi, O,
BP} was duplicated to share one secret message. If the secret message s was equal to 0, the two AMBTC com-
pression trios do not need any modification. In other words, the compression codes remain unchanged. Other-
wise, if s = 1, one of the two trios was flipped by the NOT operator. An example was used to explain the NOT
operator. Assume that one bit » in the AMBTC compression codes was 0. After the NOT operator was used, b
was inverted as 1. The embedding capacity of the flipping method is equal to the number of sets of AMBTC
compression codes.

In order to share more secret messages into the AMBTC compression codes, Chang and Sun proposed a pol-
ynomial-based secret sharing scheme [15]. Fig. 1 presents the flowchart of the method. In their method, a pair of
quantification values can be used to share one secret message. In addition, the bit-plane was duplicated accord-
ing to the number of participants, which was denoted by n. After that, the n bits located at the same position of
the n bit-planes can be used to share one secret bit. The sharing procedure was to calculate the exclusive-OR
(XOR) result of the » bits. If the XOR result was equal to the secret message, the » bits do not need any modifi-
cation. Otherwise, one of the n bits was flipped, such that the XOR result was equal to the secret message.

Share secret data by the|

™  Bit-plane | —»Duplicate the bit-plane —> XOR operator

AMBTC

compression code

.| Share a secret bit by the
polynomial equation

Shadows

\ 4

» Two quantification values

Fig. 1. Flowchart of Chang and Sun’s method

In order to share more secret messages into the quantification values, we proposed a substitution and mapping
method. Before the sharing phase, the permutations and combinations of the two pairs of quantification values
were calculated. According to the secret message and the permutations and combinations, the order between the
two pairs of quantification values is rearranged to embed at least two secret bits. The method of embedding the
two secret bits has higher embedding capacity than Chang and Sun’s method [15]. In addition, the bits in one of
the two bit-planes are substituted by the secret bits. The bits in the other bit-plane remain unchanged, and they
will be used as the reference for recovering the original AMBTC compression codes.

This paper is organized into five sections. Section 2 introduces two AMBTC-based secret sharing methods.
Section 3 describes the proposed method. Section 4 compares the related methods with the proposed method.
Our conclusions are given in Section 5.

2 Related Work

2.1 Chang and Sun’s method

In Chang and Sun’s method [15], one bit-plane with the size of / X w was duplicated as n bit-planes, where n
denotes the number of participants. The » bits b; (i = 1, 2, ..., n) located at the same position of the n bit-planes
were used to share one secret bit s by the equation

b,, ifb®b®.®b, =5,
; (1)

;T |bj —1|, otherwise,
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where b; denotes the bit of the % bit-plane, and j was determined by a random seed. After the modification pro-
cedure, the XOR result was equal to the secret bit. The above procedure shows that the / X w secret bits can be
embedded into the bit-planes.
Both the high mean value HV and the low mean value LV in the AMBTC compression codes were used to
share one secret bit by the polynomial
o HV+LV><r+a1><r2+...+a[_2xri,ifs=1,
1G) ={ i | , @)
LV +HV Xr+a, xr°+..+a,_, xr', otherwise,
where 7 is a random number. The polynomial can effectively share one secret bit into {HV, LV}. Consequently,
in Chang and Sun’s method, one set of the AMBTC compression codes {HV, LV, BP} can be duplicated and
used to share / X w + 1 secret bits.

2.2 Ou and Sun’s method

Ou and Sun proposed an AMBTC-based data hiding method in 2014 [8]. Fig. 2 shows the flowchart of the
method. The traditional AMBTC compression method was used first to encode the compressed block as a bit-
plane BP and two quantification values, i.e., the high mean value HV and low mean value LV. Afterwards, the
difference d between HV and LV was calculated to determine how many secret bits can be embedded into the
compression codes {HV, LV, BP}. If the difference d was higher than the pre-determined threshold 7, one secret
bit s was embedded by the following rules.

Rule 1: If s = 0, the compression codes remain unchanged, i.e., {HV, LV, BP}.

Rule 2: If s = 1, the compression codes was adjusted as {LV, HV, inversed BP}, where the inversed BP was
delivered by the NOT operator. Assume that one bit b in BP was 0. By using the NOT operator, b was
inverted as 1.

Conversely, if d < T, all of the bits in BP were directly replaced by secret bits. The replacement does not
causes acute image distortion because HV = LV. According to the modified bit-plane, HV and LV were recalcu-
lated by the AMBTC compression method to maintain good visual quality of the decompressed image.

Original
Image

v

AMBTC compression codes
{HV, LV, BP}

Yes
¢ No

Embed secret bits into BP

l Yes

Recalculate LV and HV
l A A
{HV' LV. BP} {HV, LV, BP} {HV, LV, Inversed BP}

Fig. 2. Flowchart of Ou and Sun’s method
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3 Proposed Method

The proposed method includes three algorithms, i.e., the AMBTC, secret sharing, and revealing and recovery
xXW

Xw

length and width of the original image, respectively. The notations / and w represent the length and width of the
divided block, separately. Each block is further encoded by the AMBTC algorithm to obtain the compression
codes {HV, LV, BP}, where BP consists of / X w bits. When / and w are enlarged, the compression efficiency of
the proposed method is enhanced. However, the visual quality of the decompressed image decreases.

The compression codes {HV, LV, BP} are duplicated and used to share massive secret messages by the substi-
tution and mapping method. In the revealing and recovery phase, all of the secret data can be extracted correctly
and the original compression codes can be recovered. Fig. 3 shows the flowchart of the proposed method.

algorithms. In the proposed method, an original image is divided into L blocks, where L and W denote the

Original AMBTC Secret Revealing Secret Data and Original
Image Compression Sharing and Recovery Compression Code

Fig. 3. Flowchart of the proposed method

3.1 AMBTC Algorithm

Lxw

Xw
BP} by the following procedure. First of all, the average value AV of the / X w original pixels in the block is
used to compress the original pixel P; as one compression bit b, i.e.,

b 0.if £ < 4V, here AV ! iP 3)
= where AV =| — A
" |1, otherwise, / !

In Section 3.1, the original image is divided into blocks, each of which is further compressed as {HV, LV,

After the above procedure, the / X w compression bits form BP. The number of compression bits b;’s that have

IxXw

the value of 1 is counted to obtain the quantity of the larger pixels, i.e., n = Zbi . According to n and P;, the
=1

high mean value of the larger pixels is derived by the equation

HV{lzRJ,whem P> AV. )
hn i=1
Conversely, the low mean value of the smaller pixels is derived by the equation
1 IXw—n
LV=— P |, where P; < AV. 5
L Xw—n ; 'J ®)

The above procedure is repeated until all blocks are compressed.

3.2 Sharing Algorithm

In order to share more secret bits, the set of AMBTC compression codes {HV, LV, BP} is duplicated, e.g., {HV1,
LV\, BP,\} and {HV,, LV>, BP>}. Note that, if HV' = LV, both {HV\, LV, BP,} and {HV>, LV>, BP,} cannot be
used to embed any secret message. Conversely, if HV # LV, both {HV,, LV), BP,} and {HV>, LV, BP,} are used
to share at least / X w + 2 secret bits. The sharing procedure is as follows.

Both {HV1, LV} and {HV>, LV>} are used to share at least two secret bits by the permutations and combina-
tions. Table 1 lists the permutations and combinations of {HVi, LV} and {HV>, LV>}, which includes six com-
binations. Consequently, the proposed method can embed a six-based secret value by swapping four quantifica-
tion values {HV1, LV, HV>, LV>}. Assume that the six-based secret value is (2)s. The two pairs of quantification
values {HV1, LV1} and {HV>, LV>} are swapped as {HV1, HV>} and {LV), LV>}.

In order to further embed more secret data, both BP, and BP; are used to share / X w secret bits {sby, sb, ...,
sbpw}. The sharing procedure is as follows. Both HV and LV are converted into the / X w binary bits {bvi, bv,, ...,
bviw}. Then, the bit b; in the bv;" bit-plane is directly replaced by sb;. Meanwhile, the bit in the other bit-plane
remains unchanged, and it will be used to recover the original compression codes.
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Table 1. Permutations and combinations of {HVy, LV} and {HV>, LV>}

Quantification values
Six-based secret value First pair Second pair
1 {HV1, LV} {HV> LV>}
2 {HV\, HV»} {LV, LV3}
3 {LV, LV>} {HV\, HV 3}
4 {HV1, LV} {LV>, HV>}
5 LW, H'} {HV> LV>}
6 {LVi, HV1} {LV> HV>}

3.3 Revealing and Recovery Algorithm

In Section 3.3, the embedded secret data can be revealed correctly and the original compression codes {HV, LV,
BP} can be recovered. First of all, the six-based secret value is extracted by mapping the two pairs of quantifica-
tion values into the secret value of Table 1. For example, both {HV\, HV>} and {LV), LV>} are mapped into the
six-based secret value (2)s. Afterwards, the / X w secret bits embedded in the two bit-planes are extracted by the
following procedure. Both HV; and LV, are converted into the / X w binary bits {bvi, bv,, ..., bvix}. The bit in
the byt bit-plane is just the embedded secret bit. In addition, the bit in the other bit-plane is just the original
compression bit. After the above procedures, all of the embedded bits are extracted correctly and the entire
AMBTC compression codes {HV, LV, BP} are recovered.

4 Experimental Results

Fig. 4 shows nine grayscale images, which were used as test images. During the experimental phase, the pure
embedding capacity was used to compare the proposed method and the AMBTC-based secret sharing methods
[7, 8, 15]. Since the AMBTC compression codes of the proposed method were duplicated to share the secret
messages, the embedding capacity of the proposed method was divided by 2 to obtain the pure embedding ca-
pacity.

(2) Baboon

(i) Barbara

Fig. 4. Nine test images
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Fig. 5 presents the pure embedding capacity of the proposed method with different sizes of the block. The
pure embedding capacity increases as the size of the compressed block decreases. This is because the original
image was divided into more smaller-sized blocks. Each of the divided blocks was encoded as {HV, LV, BP},
which can be used effectively to embed / X w + 2 secret bits. Conversely, as the size of the block increases, the
number of AMBTC compression codes decreases, thereby reducing the pure embedding capacity.

Fig. 5 shows that the pure embedding capacity of the image “F-16” is significantly lower than that of the im-
age “Baboon.” This is because there is a high probability that HV is equal to LV in the smooth region of the
image “F-16.” If HV = LV, the compression codes {HV, LV, BP} cannot be used to share any secret bit. Howev-
er, for the entire image, the probability of LV = HV is low. Consequently, most compression codes can be used
to share secret data.

250000 -
2 H Lena
£ 200000 - =F-16
Z P
=]
£ 150000 - e
3 ® Goldhill
;%D 100000 - B .Toys
e Girl
£ 50000 - - T
= Baboon
0 - S T Boat
2 4 8 16 32 Barbara
Length and Width of the Divided Block

Fig. 5. Embedding capacity of the proposed method with different sizes of the block

Table 2 shows that the pure embedding capacity of the proposed method is significantly higher than that of
Ou and Sun’s method [8]. This is because their method cannot effectively embed secret data into all bit-planes in
order to recover the original compression codes. In other words, only a few bit-planes for which the differences
between HV and LV are 0 are used to embed secret data. As a result, the embedding capacity of Ou and Sun’s
method is lower than that of the proposed method.

On the other hand, the proposed method can share more secret messages than Chang and Sun’s method [15].
This is because, in Chang and Sun’s method, the pair of quantification values is used to share only one secret
message. Different from their method, the proposed method can duplicate the pair of quantification values and
share at least two secret bits into them; that is why the proposed method can achieve high embedding capacity.

Table 2. Comparison of the proposed method with those of the related methods [8, 15] in terms of pure em-
bedding capacity (bits)

Images
Methods
Lena F-16 Pepper Goldhill Toys Girl Baboon Boat Barbara
Our 150,195 150,151 150,165 150,089 150,175 150,177 150,175 150,253 150,202
[8] 16,399 16,504 16,384 16,549 16,384 16,384 16,384 16,384 16,384
[15] 139,264 139,264 139,264 139,264 139,264 139,264 139,264 139,264 139,264

Table 3 shows that the pure embedding capacity of the proposed method is higher than that of Lo ef al.’s
method [7]. This is because Lo ef al. do not embed any secret message into the bit-plane. Conversely, in the
proposed method, all of the bits in the bit-plane were used to share secret data. Therefore, the pure embedding
capacity of the proposed method is superior to that of Lo et al.’s method.
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Table 3. Comparison of pure embedding capacity between the proposed method and Lo et al.’s method [7]

Images
Methods Lena F-16 Pepper Goldhill Toys Girl Boat
Our 4,025 7,073 4,882 2,410 6,189 3,518 5,387
[7] 150,195 150,151 150,165 150,089 150,175 150,177 150,253

5 Conclusions

In this paper, we proposed a substitution and mapping method to share a large amount of secret messages into
the AMBTC compression codes. In the proposed method, all of the bits in the bit-plane can be used to share
secret data. In addition, a pair of quantification values in the AMBTC compression codes can be duplicated and
used to share at least two secret bits. In other words, the AMBTC compression codes are used effectively to
share massive secret data. After extracting the secret data, the original AMBTC compression codes can be re-
covered. Experimental results showed that the pure embedding capacity of the proposed method is significantly
higher than that of the other methods. The merits indicate the high practicality of the proposed method.
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