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Abstract. Network cascading failure is studied in this paper. We focus on robustness experiments on small
world and scale - free networks. Firstly, based on the optical redistribution principle of collapse node
according to its load is founded, and two cascading failure models are set up representing random attacks and
target attacks respectively. Then mathematical reasoning of networks load under attacks is studied. Next,
simulation experiments are performed to study the effect of network load and redundancy on network
robustness. Results show that to an increase of network redundancy and a decrease of network load do help to
the enhancement of network robust performance, which is quite consistent with mathematical analyses.
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1 Introduction

With the rise of the study of complex networks, people begin to concern the complexity of network structure and
its effects on network behavior. A large number of different functions in the real world systems could be
described as the networks. For example, human society - a network composed of a variety of social units
connected with each other; Internet and computers networks - the one made up by communications units and
media such as computers and routers which are connected to the network; the power networks, transport
networks and so on [1-2]. These networks are known as "the complex network" because all of them have a high
degree of complexity. With the continuous developments of researches of complex networks theory and
disciplines [3-9], many scholars have started to focus on some new topics in complex networks such as
cascading failure of the network and its robustness analyses by using such new theory and methods, combined
with theories from system science and the science of complexity.

Within such fields, random failure and target attacks [10-14] and their effects on network robustness are
getting to be the research hotspots. How to find a way to effectively attack the terrorist organization, to control
the spread of the disease on network and to protect primary unit such as the Internet hub in the network are all
closely related with the topic of the robustness of the network. Albert (2000) [10] and other researchers have
discussed about this issue earlier, they made conclusions that scale-free networks are robust to random attacks
but fragile to target attacks. Many other researchers made further studies in the fields of the robustness of
networks. But most of researches were mainly focused on static networks, i.e., the nodes are removed only in a
topological sense and their effects on the present of other nodes are not so much studied. So is the further topic
on the effects of network redundancy over networks robustness. However, these are the present features existed
in some complex networks examples in real world such as social networks, power networks, Internet and so on.
There is a necessity that putting more efforts in such research fields and a topic of research of dynamic
redundancy nodes and their effects on network robustness in some typical complex networks such as small-
world networks and scale-free networks are taken a try in this paper.

2 Models to Generate Network Topology

There are many types of complex networks examples.
For a better understanding and experiments control of robustness studies in complex networks, we take two
typical complex networks models-small-world networks and scale-free networks into consideration and perform
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some cascading failures experiments on them. First, we give brief introductions on how to construct such
networks models.

2.1 Small-world Network

As the transition networks from the regular network to random network, small-world networks have two
significant statistical characteristics. The first is having a high clustering coefficient which is similar to the
regular network. The second is having a small average path length which is similar to random networks. The
networks with topology having the upper properties are usually named as the small-world network [18]. In
theoretical analysis level, NW small-world model is simpler than the model of the WS small-world networks
model. So NW small-world model is used in this paper. Network generation algorithm [19] is listed as follows:

a) Consider a coupling network with N nearest neighbor nodes, lay the nodes to a ring and let each of the
nodes be connected to the K/2 neighbor nodes. K is even.

b) Select an edge between a pair of nodes with probability p. Only one edge is allowed between any two
different nodes and each node cannot have the edge connected to itself.

In NW small world model, p=0 corresponds to the original nearest neighbor coupling network and p=1
corresponds to the global coupling network. NW small world model would be essentially the same as WS small
world model when p is small enough and N is large enough.

2.2 BA Scale - Free Network

Generation of scale-free network complies with the principle of preference dependency. When a new node
appears in the network, it is more likely connected to an existed node with more links or edges. As time goes on,
the generated networks will have some nodes having much more edges than other nodes, which is also known as
the famous phenomenon of "Matthew effect”. The generation modeling algorithms [19-20] are as follows:

a) Initial state: Set my initial nodes and links between all nodes.

b) Growth: Add a new node with m links, m<=mj.

¢) Priority connection: The relations between the connection probability IT of a node to an existed node i and
the degree K;of node i is:
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After ¢ steps of generation, the networks would evolve into one with N=t+mgnodes and mt edge.

3 Mathematical Analyses

3.1 Theoretical Analysis of Network Load

Cascading failure is a phenomenon having a lot in common with the other network propagation behaviors. Our
research is focused on global dynamic properties of a network when a node is removed or failed. The global
dynamic property means that one failed node would cause failure propagations in the networks. On the initial,
each node is having a workload less than its safety threshold (capacity). We call this network to be in a stable
state. Then we remove a node i (or put this node i into failure state), the workload of node i would be assigned to
its neighbor nodes according to the coupling relationship among the nodes. The load redistribution could trigger
in a certain probability the failures of the other nodes. This failure propagation procedure would not stop until all
the affected nodes have their network load to be under their safety threshold, in which case the network reaches
its equilibrium. Or sometimes the equilibrium would never be reached, and in this chain reaction, the failure
propagation would result in failures of a considerable number of nodes or even collapse of the entire network,
i.e., Internet congestion and blackout of power networks.

For networks in real world load, there is relations between the a node’s workload and its degree in network
topology:

1) The greater the degree of a node has in the network, the higher load it would have. For any initial node j in
the network, the relations between its load and its degree are:

L,=bK*7’. )
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where b, a, f are adjustable parameters, and b is multiplier factor defaulting to be 1. a is index coefficient
indicating a node has more load capacities with greater degree. Studies found that the network system reaches

most powerful when o=1. f is a attenuation function. It indicates that the relations between the node’s load
K
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capacity and its degree is not fully proportional. Usually we set f=1/(1+e Ty
2) A failure node j would redistribute its load on to its neighbor nodes i on a probability of:
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where £ is a set comprising all the neighbors of node .
3) Then, when node i fails, its neighbor node j would receive additional load AL it
K
AL, =L <"— (4)
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Take the factors into account that the processing load capacity of a node is bound by corresponding cost, so
we give that a node’s load is defined as its betweenness centrality (BC) which indicates the number of the

shortest paths passing through this node in the network. Define node j’s capacity C ; (maximum load) to be
proportional to the initial load L iz

Cj :(1+a)L] ,j:ly 2, =N (5)
where constant «>=0 is a tolerance factor. The network runs in a free flow state under regular circumstances and
when one node fails in the network, or if its load — the sum of the received load and its initial load, is greater than
its capacity, i.e., L ;T L i > C ; » the node will fail. It could be considered that the failure node separated itself

from the maximal connected subgraph of the networks, and the redistribution of the failure node’s load would
cause a failure propagation in the networks.

3.2 Formal Specification of a Network Cascading Failure

A ratio of the maximal connected subgraph over the networks G is used to measure he degree of collapse
indicating how much the network has failed. And G is:

G=N'/N. (6)
where V is the size of the maximal connected subgraph after cascading failure propagations, and N is the size of
the initial network.

4 Simulations

4.1 Generation of Network Model

A NW small-world networks and a BA scale-free networks are generated according to above algorithms,
respectively. Set N is the size of the corresponding networks, my is size of the initial networks, m is increase of
links when a new node is generated.

In the simulation, parameters are set as:

1) Small-world networks: N=50, m=4;

2) Scale-free networks: N=50, m=3, m¢=3.

The generated two kinds of networks are illustrated in Fig. 1.

4.2 Robustness Analyses

For a better view of robustness properties of the two networks, random and target attacks on the nodes are
mainly studied and experiments are simulated. Experimental parameters are set as:

7 is attack index with value range [0 1]; ==1 indicates a complete random attack and =0 is a fully target attack
which is the kind of attack implemented directly on the nodes with the largest degree.
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 is network load index with value range [0 1]; ®=1 indicates the network is at full capacity and ®=0
indicates the network is at empty load.

6 is network redundancy index with value range [0 1]; the higher @ is, the higher the level of redundancy the
network has. The network costs of generation and maintenance, however, would largely increase with the growth
of parameter network redundancy index @ at the same time.

With the parameters set as above, we perform three kinds of experiments as follows:

(1) Set w=0.5, 6=0, and set =0 and =1 to simulate target attacks and random attacks respectively. The
experiment results are illustrated in Fig. 2 in which the red curve is for the NW small-world network and the blue
curves for BA scale-free networks.

(b) BA Scale-free networks

Fig. 1. Topology of two generated networks

10
Destructed Mode

Fig. 2. Results of NW small-world network and BA scale-free networks under random and target attacks when set ©=0.5,
6=0.

It is obvious from Fig. 2 that, a) For NW small-world networks, the difference of robustness against two
attacks is rather minor under the same conditions. Compared with NW small-world networks, BA scale-free
networks is quite different against two attacks. It expresses a better robustness against random attacks but an
extreme vulnerability under target attacks. b) The rate of the red curve in the figure declines slowly and
obviously stays on the right side of the blue one when 1=0. So the robustness of NW small-world networks is
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stronger than BA scale-free networks against target attacks. However, BA scale-free networks are better than
NW small-world networks in robustness against random attacks.

Conclusions could be made from above: degree of BA scale-free networks complies with a power-law
distribution resulting an uneven distribution of nodes in networks leading to the results of vulnerability to target
attacks and robustness against random attacks. Small-world networks, however, have a similarly uniform
distribution of nodes’ degree, and do not show a clear characteristics such as BA networks under different
attacks.

(2) Set =0, 6=0 and =1, 6=0 to research networks’ abilities against two attacks in a state of no redundancy.
The experiment results are illustrated in Fig. 3 and Fig.4 in which the red curve is for the NW small-world
network and the blue curves for BA scale-free networks.

Destructed Node

Fig. 3. Results of NW small-world network and BA scale-free networks under target attacks when set w=[0, 0.5, 1] and 6=0.

0 10 20 30 40 50 60 70 80 90 100
Destructed Mode

Fig. 4. Results of NW small-world network and BA scale-free networks under random attacks when set ®=[0, 0.5, 1] and 6=0.

From the figures we see that the larger the network load is, the faster both curves decline showing that both
networks would collapse faster with larger workloads.

a) Scale-free networks

Further observe the figures of the scale-free networks (the blue curves) we find that the networks collapse less
than 20% when random attacks killing about 20% of the total nodes in the network at ®=0. And in target attacks,
however, when nearly 20% of the network nodes fail, the network collapse index G reaches around 50%. At
®=0.5, the network to totally collapse when random attacks destroy about 35% nodes. Target attacks would
cause a complete collapse with only destroy around 10% nodes.

At w=1, only a random failure of 0.1% of the total nodes would result in a crash of the network completely.
And a complete collapse of networks only needs failures of less than 0.02% nodes under target attacks.

b) Small-world networks

Similar to the analyses of scale-free networks, it’s obvious that networks are easy to collapse when being
under a high load. A minor increase of attacks would result in a complete crash from robustness state.

The both networks, however, show a strong robustness against random attacks no matter how much the
workloads are, showing that the robustness properties of both networks are not much influenced by parameter
workload. The network load index only plays a role of a “catalyst” in failure propagations in the networks.
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(3) Set =0, ®=0.5 and =1, ©®=0.5 to research networks with the same load but different redundancy under
random and target attacks. The experiment results are illustrated in Fig. 5 and Fig. 6 in which the red curve is for
the NW small-world network and the blue curves for BA scale-free networks.
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Fig. 5. Robustness results of NW small-world network and BA scale-free networks under target attacks when set 6=[0, 0.5, 1].
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Fig. 6. Results of NW small-world network and BA scale-free networks under random attacks when set 6=[0, 0.5, 1].

From the figures we find that for both networks under both attacks with fixed workloads, the crash curves
shifts clearly to right showing that they both show a great performance of robustness when network redundancy
increases. Continue to increase 4 till it reaches 1, the networks would get into an extreme state — fully-connected
networks, and would have the best robustness performances although the maintenance cost of networks increases
sharply. Furthermore, network load also influences badly the networks robustness no matter how much the
redundancy the network has, which means that robustness of the network will also receive substantial inhibition
when the network is overloaded.

5 Conclusions and Works Next

BA scale-free networks and NW small-world networks model and their robustness against attacks are studied in
this paper. Network load index and network redundancy index would give much effect on network robustness.

The experiments performed in this paper are focused mainly on the failures and failures propagations of nodes,
those of edges in networks are not involved yet. How to assign weights to links so as to improve the overall
ability of network robustness against attacks and failure propagations is a quite important and significant issue.
On the one hand, there is still a lack of general way to give definitions to the weights of edges in the networks.
On the other hand, even after the assignments of the weights and there is still lack of studies of how the weights
would affect the nature, topology, efficiency and robustness of networks. Therefore, the further studies on these
issues are of great significance and these would be our next work.
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