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Abstract. The attack-defense graph is a model-based network vulnerability analysis technique.
Based on the situation of electric power information network, a hierarchical network security
risk assessment framework is proposed using bottom-up analysis method. The framework di-
vided the network security risks into two parts: vulnerability security risks and attack security
risks, then assessed network security risk layer by layer in accordance with the network’s hierar-
chy. Firstly, using vulnerability scanning tool to detect the vulnerability information in the net-
work nodes, as well as associating the vulnerability information which attacks relying on with
vulnerability information of the node itself to build the state attack-defense graph, further calcu-
lating the vulnerability reliability vector and attack reliability vector of the node. Combined with
each vulnerability’s hazard index and the attack hazard index, we calculate the vulnerability se-
curity risk and the attack security risk of the node, then assess the security risk value of a single
node; Secondly, we quantify the security risk from the single node to the whole network com-
bined with the weight of each node in the network itself. In order to exclude the own uncertain-
ties of vulnerability scanning tools and the unity of the data source, this assessment method
fuses several test results of scan tool, and constitutes the data source when calculating the vul-
nerability reliability. Eventually, based on the Dempster-shafer theory and the European Space
Vector Projection, an attack-defense graph algorithm is proposed, which makes the evaluation
results more objective and credible.
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1 Introduction

Recent years, many researchers develop a large number of researches on network security risk, the main
methods can be divide into two classes, static assessment and dynamic assessment. Static assessment
methods use some evaluation criteria such as TCSEC ~ ITSEC ~ CC ~ IOS/IEC 17799 ~ BS 7799 ~ ISO

13335, etc. [1, 5, 7]. Since lacking of real-time performance, static assessment methods can only estimate
the security risk level of the network accurately, and lack real-time risk detection for the network suf-
fered from attacks, dynamic security risk assessment research has become a hotspot in the field [2, 6, 8].
Philip et al. proposed an alarm processing model named M-Correlator [9]. This model builds an impor-
tant connect between alarm, target and target resource based on a tree structured Bayes propagation
method, and deals with security incidents to get the threat levels of the attack to the target, then divide
them into high, medium and low three levels. But the objects involved in this method are all isolated
alarms, which means it cannot make a complete evaluation to the attack process. Stephen Boyer et al.
proposed a Stellar evaluation model [2], this model is composed of attack process reconstruction and
security risk assessment, and the risk assessment of the model is accomplished by a series of rules which
are well prepared by the experts. The shortage is that the formulation of these rules is completely de-
pendent on the expert experience, and the preparation of rules is time-consuming, laborious and subjec-
tive. Based on the real-time risk assessment of the automatic intrusion model, Gehani [3] proposed
RheoStat real-time risk management model. This model calculates the risk by multiplying threat prob-
ability, the vulnerability point of exposure rate and the impact of the assets, then assess the attack threat,
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the target assets, the target vulnerable point. But the model can only be used to evaluate the risk of a sin-
gle host, and cannot be used in network layer. Hariri et al. evaluate and analyze the impact of network
attacks on system security based on network performance metrics [4]. But this method can only be ap-
plied to the analysis of denial of service attacks, and cannot be used in other types of attacks on system
security.

Aiming at the problem of network security risk assessment in two aspects of risks, and based on the at-
tack state graph model from the point of view of the network node and the node may suffer from the at-
tack, we design a hierarchical risk assessment model by using the method of hierarchical analysis. The
model can decompose the whole risk of the network into the weighted sum of the nodes in the network,
the risks of a single node are also decomposed into the vulnerable point risks and the attack risks. Then
we calculate the risk of a single host’s vulnerability and attack risk, evaluate the security risk of the entire
network combined with the weight of each node in the network.

2 Risk Assessment Model

In the risk theory, assets represent a kind of resources, procedures, products, computers and all enter-
prises which will be protected, it is a valuable subject and also can be logical, such as information or data.
It can also be physical, such as computer systems. Assets in this paper refers to all network devices in the
network system and business data or softwares related to the network system. The value of assets can be
expressed by five factors including their own value, support and maintenance of the value and the size of
the loss after the loss of confidentiality, integrity and availability.

Threats mean the abnormal of the system traffic or the system’s attack, they can cause security risks to
the network or assets, and they are a part of the risk model.

Vulnerability is a weakness that can be exploited by an asset or asset group, also known as a hole
which includes threats to the network or a weak point of the system, such as access to enhance the denial
of service, buffer overflow, etc. The vulnerabilities make a system more vulnerable to be used by the
attacker, and damage to the assets.

Influence means the loss of the network system after the occurrence of threats. The loss can be de-
scribed by the integrity, confidentiality and availability.

Network attack is the behavior that damage the integrity, confidentiality and availability of the net-
work system. These behaviors can be classified into three basic cases: integrity damage attack, informa-
tion disclosure attack and denial of service attack.

Security risk is a potential, negative damage in the state where nothing has happened. Security risk is
composed of five aspects which includes the origin, the way, the channel, the receptor and the conse-
quences. Among them, the origin is a threat to the initiator, known as the source of danger. The way
threat source implements threat is called the threat of behavior. Channel is the weak link in the use of
dangerous sources, known as vulnerabilities. Receptor is the recipient of a threat, which is the asset. The
result is the loss caused by the dangerous source, called the impact. That is to say, one or more sources of
the security risks, through one or more channels, against one or more receptors based on one or more
ways, and have a bad consequence in the environmental assets. The model is shown in Fi. 1.
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Fig. 1. The environmental assets model

Safety control is the prevention of the threat, the reduction of vulnerability and the protection of assets.
And it limits the impact of unexpected events, becomes a practice, procedure or mechanism to reduce
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security risks. Fig. 2 shows the relationship between the above basic concepts in network security risk

assessment.

Thread Vulnerabilities
Safety Sec'urlty Assets
control risks

Safety

" Asset value
requirements

Fig. 2. Basic concepts of security risk assessment

Network security risk assessment is to identify the risks that exist in the network environment, and
make a comprehensive analysis. The principle is shown in Fig. 3, which is mainly related to assets,
threats and other basic elements of vulnerability.
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Fig. 3. Schematic diagram of network security risk assessment

Network security risk assessment is a process of analyzing and determining the risk. This paper mainly
includes the following steps:

(1) The preparation of the risk assessment is mainly to clarify the system, determine the evaluation of
the object, and provide assessment of the data object for the data analysis phase.

(2) To find out the weakness of the system, and use the vulnerable point scanner to find out the vulner-
able points of the network nodes.

(3) To find out the threat of system and the attack of the system based on the state attack graph gener-
ated by relationship of the network nodes can reach and their own vulnerability and the attack on the use
the vulnerable point.

(4) Calculating the probability of a successful attack, which is based on the reliability and ease of use
of the vulnerable points.

(5) Calculating the loss of security. Calculating the damage to the network assets according to the ex-
tent of damage of vulnerable point potential to assets and the assets loss after the attack.

(6) Quantifying security risks. We calculate the impact of the attack on the evaluation object according
to the existence of weak points, the degree of vulnerability, the probability of the occurrence of security
incidents and the loss of network assets. Then we use the impact to quantify the risk value of the node.
The risk value of the entire network is evaluated combined with the weight of each node in the network.

Fig. 4 shows the flow chart of the network security risk assessment based on the attack and defense
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state graph model.
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Fig. 4. Network security risk assessment process

In this paper, the network security risk assessment framework is designed based on the hierarchical
structure of attack and defense and the logical relationship between attack and vulnerable points.

The framework is bottom-up. Firstly, we determine the vulnerable point set by a variety of vulnerable
point scanners according to the status of attack and defense. Furthermore, we calculate the confidence of
all vulnerable points in the node and the probability of the success of atomic attacks for each node com-
bined with the hazard index of each vulnerable point and the atomic attack frequency and its risk index,
then calculate the security risk of the vulnerable points of the node and the risk of attack security. After
that, we evaluate the security risk value of a single node. At last, we quantify the security risk value of
the whole network system based on the weight of each node in the network.

The definitions are given below for the risk involved in the evaluation framework.

Due to the uncertainty of the attack and defense, this paper introduces concept of the reliability of at-
tack and defense (denoted as f) to express the degree of support or credibility of the individual vulnerable
points. The damage degree of single vulnerable points in a node denoted as E. Since the vulnerability
index is a direct expression of the severity of vulnerability, it can be used to measure the severity of the
vulnerability index. National Vulnerability Database is one of the most authoritative information database
of vulnerable points. The database gives a measure of the severity of the vulnerability which is between 0
and 10. The measure comes from several aspects, including the use of vulnerable points, the use of com-
plexity, the number of target authentication and the impact of information confidentiality, integrity and
availability. With the identification of the Common Vulnerabilities and Exposures, we query the corre-
sponding degree of severity from the National Vulnerability Database as a vulnerable point of the hazard
index.

The risk of a single vulnerable spot in a node is represented by the product of the weak point of attack
and defense and the vulnerability index.

Ro=fxE 1)

where f is the confidence level of a single point of vulnerability, the E is a single point of vulnerability to
the node’s hazard index.

At present, most of the attacks on the network are multistep combination attack, which is accom-
plished through the implementation of multiple atomic attacks. An atomic attack is carried out by an at-
tacker using a single point of vulnerability. Thus, an attack is made up of a series of atomic attacks.

Definition 1: atomic attack frequency. The number of individual atomic attacks in a node for a time,
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denoted as C. It can be obtained by attacking the log database.

Definition 2: the success probability of atomic attack. The possibility of a successful attack on a single
atom in a node, denoted as P. From the network system as a whole, the successful implementation of
atomic attacks with randomness. It is affected by the factors like the reliability of the results of vulner-
ability scanning and the ease of use of vulnerable points. In previous studies, the success probability of
atomic attack is strong subjectivity, because it is obtained by expert scoring. In order to avoid this short-
coming, this paper employs the confidence of the vulnerable points used in the attack graph of atomic
attack. Then it quantifies the value of the individual vulnerability point combined with the Common Vul-
nerability Scoring System. Finally, the probability of an attack is defined as the product of the degree of
difficulty of attack and defense, which is

p=fxexp 2

Among them, f is the reliability of the vulnerable points of attack and defense. Calculation method in
the next section will be given in detail. exp is the ease of use of vulnerable points. In order to satisfy the
probability of the calculation result is less than 1, the calculation formula of the vulnerable points in
CVSS is modified as:

exp = 2xAccessVectorxAccessComplexityx Authentication 3

In CVSS, the AccessVector reflects the way the vulnerable points are utilized, and the possible values
are Local (L), Adjacent (A) and Network (N). AccessComplexity reflects the complexity of the attack,
which may be used for High (H), Medium (M) and Low (L). Authentication reflects the times of attacks
targeted identity the attacker’s when using the vulnerable point, which may be the value of Multiple (M),
Single (S) and None (N), the corresponding quantization value is shown as follows.

0.395 L
AccessVector =< 0.646 A
1 N
0.35 H
AccessComplexity =4 0.61 M
0.71 L
0.45 M
Authentication =< 0.56 S
0.704 N

Definition 3: atomic attack hazard index. The degree of damage caused by a single atomic attack in a
node after a successful attack is recorded as r. In this paper, we describe the damage to the network sys-
tem security properties by using the vulnerable points of the network system security. Referring to the
information security property of [98], the security of vulnerable points can be classified into Conflmpact
damage, Integlmpact damage and Availlmpact damage by the calculation method of brittle weakness in
CVSS, the damage index of atomic attack is defined as:

r = px[10.41x (1-(1-Conflmpact) x (1-Integlmpact)x (1 -Availlmpact))] 4

where the success probability of the atomic attack p is calculated by the formula (2). Conflmpact, In-
teglmpact and Availlmpact reflect the confidentiality, integrity and availability of the vulnerable points,
which may be used as None (N), Partial (P) and Complete (C) in CVSS, and the corresponding quantiza-
tion values are shown as follows.

0 N
Integlmpact =<0.275 P
0.660 C

109



A Network Risk Assessment Method Based on Attack-Defense Graph Model

0 N

Conflmpact =40.275 P
0.660 C

0 N

Availlmpact =40.275 P
0.660 C

Definition 4: atomic attack security risk Ra. The risk is caused by the success of external attacks using
the vulnerable points in the network nodes. Due to the fact that the risk of a high damage index attack has
Greater risk than Low hazard index attack, we represent the security risk of an atomic attack by the prod-
uct of the atomic attack frequency and 10 atomic attack damage index Times Square in calculating the
security risk of atomic attack.

R.,=cx 10" 5)

Where c is a single atomic attack frequency, r is a hazard index for the nodes of a single atomic attack.
Definition 5: node security risk Rh. The security risk of a single node is composed of two parts. It is
the security risk of all the vulnerable points and the safety risk of atomic attack. That is:

R=YR +3R, ©)
il =

Where M is the number of vulnerable points in a single node H. N is the total number of atomic attacks
in a single node H. R, is a security risk for a single point of vulnerability in formula (1). R, is the secu-

rity risk of a single atom attack calculated from the formula (5).
Definition 6: network security risk R . The impact of external attacks through the network of all
nodes, expressed by all the weights of the nodes and the security risk weighted.

p
Ry=2 R, ™

k=1
Among them, p is the total number of nodes in the network. @, is the weight of a single node HK in the

network, it is the based on the importance of the nodes, the node’s topological connection and the num-
ber of access times. As shown in Table 1, we get it by means of domestication. In the actual operation,
the system can be adjusted according to different systems. R, is the security risk of a single node calcu-

lated from the formula (6).

Table 1. Importance of node

Level Classes Equipment importance
L1 Router or gateway 5
L2 FTP ~ Database server 4
L3 Web server 3
L4 Host workstation 2
L5 Intelligent terminal 1

According to the network security risk assessment framework in Fig. 5, if we want to evaluate the se-
curity risk value of the entire network system, we must calculate the security risk values of all vulnerable
points on a single node and the security risk value of atomic attacks firstly. However, if you want to cal-
culate the risk of a single point of vulnerability Rv and a single atomic attack security risk Ra, you must
determine the degree of confidence of the fragile F, the vulnerability index e, the success probability of
atomic attack P and atomic attack hazard index R. Among them, it is the key to calculate the reliability of
F.
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Network risk assessment
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Fig. 5. Network security risk assessment framework

3 The Network Risk Assessment Method Based on the Offensive and Defensive State
Graph Model

In the process of network security risk assessment, the vulnerability scanner is needed to find out the
weak points of the nodes. And due to the technical defects of vulnerability scanner implementation, it has
a different degree of fault rate and false alarm rate, which brings uncertainty for the results and affects
the results of network security risk assessment. In order to make the evaluation result more accurate and
reliable, this paper introduces the confidence level of the vulnerability point in the presence of attack and
defense. Based on the evidence theory and comprehensive consideration of the scanning results of multi-
ple vulnerable point scanners, a network risk assessment method is proposed to calculate the confidence
of a single weak point based on the model of attack and defense.

Evidence refers to the property and objective environment (real evidence) of the things that people
have to analyze the proposition, and to seek the basis of its basic confidence. Through the analysis of the
evidence, we get the basic m (A) of the proposition, the basic m (A) here is the true confidence in the
front that people believe that proposition A is true, as shown in Fig. 6.

Evidence support degree—» Proposition
\e /
) o
73 \yf
2 &
People

Fig. 6. Evidence and confidence credible

For a decision problem, assuming that people can know possible results set and show as the collection
®, people care about any proposition corresponds to a certain subset in the collection ®. ® is called
frame of discernment based on the offensive and defensive state graph model.

Definition 7: Assuming that set ® is defensive state graph model based on the frame of discernment ,if
the Set function m:20 — [0,1] (the 20O is the Density function of ®) meets:

(1) m()=0 (2) Y m(4)=1

AcO®
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Then we call M as basic probability assignment of frame of discernment based on offensive and defen-
sive state graph model ®; YAcO®, m(A) is called the basic number of credible of A. The function M is
called basic probability distribution function or become mass functions. If A is the subset of ®, and
m(A)>0, then A is called the focal element. If the number of elements in A is 1, which means that A at-
oms focal elements of evidence.

The basic number of trusted m (A) reflects the size of the confidence level of proposition A. But it
cannot give any further and proper subset of a trust because of insufficient evidence. In the angle of the
subject, M (A) seems to be evidence to support A, but not a proper subset. In order to calculate the atom-
ic focal elements basic trusted number by adopting the idea of Euclidean space vector projection, this
paper puts forward a kind of network risk assessment method based on the offensive and defensive state
graph model.

In the evidence theory, recognition framework is defined as the set of all possible conclusions based on
the offensive and defensive state diagram model, and all kinds of conclusions are mutually exclusive and
complementary, therefore they can be explained by the ideas of the European space and defines some
concepts of the theory of evidence.

Definition 8: Assuming that set ® is containing N different proposition for a recognition framework
based on the offensive and defensive state diagram model, then put N different proposition as two mutu-
ally perpendicular axes as containing N coordinate axis coordinate system, namely ,the N dimensional
vector space.

Definition 9: Assuming that set ® is containing N different proposition for a recognition framework
based on the offensive and defensive state graph model. M is a basic confidence distribution based on the
offensive and defensive state graph model identification. Then defining M-cosaij for M to the projection
of each coordinate axis, and aij representing focal element I and the angle between the axis j. The size of
ay1s associated with the number of elements in focal element and its elements. The angle «o; meet focal
element 7 included in the s element j1, j2...., js, focal element / and the angle between the s different axes
are equal, that ise;, =a, =---=¢, , an angle of 90 degrees between the rest of the coordinate axes,

i o
namely cosaij =0,j#]j1,]j2, ..., js.

Definition 10: Assuming that set ® is containing N different proposition for a recognition framework
based on the offensive and defensive state graph model. M is a basic confidence distribution based on the
offensive and defensive state graph model identification, mark m’ as each coordinate axis projection for
m to get an approximation of probability distribution function, m’ is the result of all focal element on
different axes of projection and normalized then.

Because the method is get evidence after projection decomposition which can be expressed in a Nd
vector through constant to each coordinate axis of focal element projection, so the above process is called
confidence defensive state vector diagram analysis. In the function »’, which is an approximate probabil-
ity distribution function after the definition 13 normalized, all focal element is focal element only con-
tains an element of atoms.

In order to reduce the uncertainty of vulnerabilities scanner when calculating a single weak point of
confidence in the compute nodes, we use a variety of vulnerabilities scanner to scan in the network node
based on the above method. Scanning result set as proposition 4, the accuracy of vulnerabilities scanner
is set as credible number of A, that is m (4). A variety of scanner results are set as recognition framework
O based on offensive and defensive state graph model. The scanning results are confidence defensive
state vector graph analysis, and then a single weak point of confidence is get.

In the case of a single node //, scanning with 7 kinds of vulnerability scanner, based on the confidence

level vector analysis method of attack and attack state graph analysis, the confidence level of a single
point of vulnerability is shown as follows:

Input: each set of vulnerabilities scanner scans

Output: each vulnerabilities in the node degree of confidence.

In the first step, using the kind of t vulnerabilities scanner to vulnerabilities scanning of nodes /1, ,

each of the tools for node vulnerabilities scans results collection, whereV,,s =1,2,---,¢ .The set of all
vulnerabilities scanner H, scan results, and as a node H, of reliability vector space, and defense figure

t
vulnerable to remember ® = Y V. ={x,,x,,"-+,x,} . Due to the elements in ® are not mutually included, so
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make one of the elements as two mutually perpendicular axes, namely, ® contains a coordinate axis co-
ordinate system.
In the second step, regarding the results of each scanning tools setV, as a confidence level of the vec-

tor v, of ®, and regarding the accuracy of each scanner as confidence after normalized vector v mode,
and set ”V\” =r,.
In the third step, establishing «, as the direction of confidence vector v and the axis an-

glex,,i=1,2,---,m, calculating the confidence of each coordinate axis in the direction cosine vector and
space. Vx, € ®, so cosv.x, =0, if x, eV, v equals to axis direction cosine. Setting Confidence vector
v, ={x,x,,"-,x,},s =1,2,---,¢, Confidence vector space.

O ={x,%,," "X, X, ., "X, } cosa,  =1/u

In the fourth step, calculating the confidence vector v, x,,i=1,2,---, mon the axis of offensive and
defensive state diagram analysis value, namely

r-cosa, (t))

In the fifth step, summing the chart analysis values of each confidence vector v_ in the same axis on
the offensive and defensive state accumulative.

1
fx, = Zr_\, -cosa, 9
s=1

Normalizing all fx’_ ,i=1,2,---,m, so

fo=a (10

Where j_‘r is a single weak point of the node /, confidence. The set of ﬁ is the offensive and defen-

sive graph vulnerabilities reliability vector of the node /.

But because the value of 7 is so big and will lead to assess cost, so the computation time is too
long.While when the value of ¢ is too small , it will make non-response rates and misstatement rate too
high. Therefore, its values generally 3 to 4 relatively appropriate based on experience.

4 Experimental Verification and Analysis

In order to verify the feasibility and effectiveness of the risk assessment model and the network risk as-
sessment method based on the model of attack and defense, this paper designs the network experiments,
and the network topology is shown in Fig. 7. In the network system, there are three servers, a Web server,
a FTP server which is used for important documents and data backup, and an Oracle database server
which is used to provide service for Web server database. Attackers can access to the three servers in the
network system directly with access permissions for user’s permissions. Three servers can also be ac-
cessed by each other with user’s permissions.
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Fig. 7. Network topology graph
The reachability relationships among the nodes are shown in Table 2.

Table 2. Reachable relation table of state attack graph

Accessible relation Source node Target node Protocol Open port
A—B 172.16.2.2 172.16.2.3 FTP 21
A—C 172.16.2.2 172.16.2.4 HTTP 80
A—D 172.16.2.2 172.16.2.5 TNS 1521
B—C 172.16.2.3 172.16.2.4 HTTP 80
B—D 172.16.2.3 172.16.2.5 TNS 1521
C-B 172.16.2.4 172.16.2.3 FTP 21
C-D 172.16.2.4 172.16.2.5 TNS 1521
D—B 172.16.2.5 172.16.2.3 FTP 21
D—-C 172.16.2.5 172.16.2.4 HTTP 80

This paper takes three kinds of vulnerable point scanners- Nessus, X-Scan and ISS to scan the three
server nodes in the network, the scan results are shown in Table 3, the accuracy of the 3 kinds of vulner-
able point scanners are 0.98, 0.90 and 0.94.

Table 3. Scan results for vulnerable points

Scanner Node
Web server FTP server Oracle server

Nessu RN CVE-2004-2111 CVE-2002-0060
CVE-2007-0066 CVE-2011-4800 CVE-2000-0800
CVE-2002-0060
X-Scan CVE-2011-1871 CVE-2004-2111 CVE-2000-0800
1SS CVE-2010-4562 CVE-2009-1439 CVE-2002-0060
CVE-2011-1871 CVE-2012-0450 CVE-2000-0800

Taking Web server node as an example, we calculate the confidence of the existence of the vulner-
abilities of the node. According to the method of network risk assessment based on the model of attack
and defense state graph, reliability vector space of attack and defense map of Web server @={CVE-2010-
4562,CVE-2011-1871,CVE-2007-0066} " {CVE-2011-1871}{CVE-2010-4562,CVE-2011-
1871}={CVE-2010-4562,CVE-2011-1871,CVE-2007-0066}.X1, X2, and X3 representing CVE-2010-
4562, CVE-2011-1871, CVE-2007-0066 as confidence degree vector space ourselves in the three coordi-
nate axes. Nessus scan results of {CVE-2010-4562, CVE-2011-1871, CVE-2007-0066}, get confidence
degree vector vi= (x1, X3, x2), ISS scan results of {CVE-2011-1871}, get confidence degree vector
v2=(x2), SARA scan results of {CVE-2010-4562,CVE-2011-1871} get confidence degree vector v3=(x1,
x2), then |[v1][=0.348 » ||v2||=0.319 > ||v3||=0.333. The direction cosines of confidence vector vl and x1,
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X2, X3 arecose,  =cosa,  =cosa, =1/ /3 ; The direction cosines of confidence vector v2 and x1, x2,

x3 are coser, =0 » coser, =1 - cose,  =0; The direction cosines of confidence vector v3 and x1,
X2, x3 are cosa, , =cosa, =1/ V2, cos a, . =0.The analysis values of attack and defense status chart

of confidence vector vl in x1, x2, x3 are all 0.348x1/ NE) =0.200; The analysis values of attack and de-
fense status chart of confidence vector v2 in x1, x2, x3 are 0 > 0.319x1=0.319, 0, respectively; The
analysis values of attack and defense status chart of confidence vector v2 in x1, x2, x3 are
0.33x1/~/2=0.235, 0.33x1/+/2=0.235, 0, respectively. The sum analysis values of attack and defense
status chart of confidence vectors v1, v2, v3 in x1 is fxl =0.200+0+0.235=0.435; The sum analysis values

of attack and defense status chart of confidence vectors v1, v2, v3 in x2 is f, =0.200+0.319+0.235=

0.754; The sum analysis values of attack and defense status chart of confidence vectors v1, v2, v3 in X2 is
fx =0.200+0+0=0.200. fx, , fx2 and fx3 normalized, get fx, =0.313, fx2 =0.543, f‘r} =0.144 . That is,

the brittle vulnerable point of the Web server CVE-2010-4562,CVE-2011-1871,CVE-2007-0066 existing
in the confidence level of 0.313, 0.543 and 0.144 respectively.

From table 3, three kinds of scanners are all detected CVE-2011-1871, so it has the highest degree of
confidence. The vulnerable point CVE-2010-4562 is detected by two kinds of scanners. And the vulner-
able point CVE-2007-0066 is detected by Nessus scanner only. Although the accuracy of Nessus is the
highest in the three scanners. Because the quantity of evidence is at least, and sufficient is lacked, so its
degree of confidence is the lowest, the above calculation results are also consistent with the real situation.

In the same way, the confidence level of the vulnerable point on FTP server node CVE-2004-2111,
CVE-2011-4800, CVE-2009-1439, CVE-2012-0450 can be calculated, and they are 0.441, 0.192, 0.1835,
0.1835 respectively. The confidence level of Oracle of CVE-2002-0060 > CVE-2000-0800 are 0.5 and
0.5 respectively.

According to the formula of the security risk of vulnerable point 1) and (3.6), the security risk of the
vulnerable points of each server node is shown in Table 4. Numerical values in parentheses indicate the
hazard index of the vulnerable point.

Table 4. Security risks for vulnerabilities

Server node Vulnerability number Affect and defense graph A single vulnerability ~ Vulnerabilities

vulnerabilities reliability value at risk total risk

CVE-2004-2111 (8.5) 0.441 3.7485
CVE-2011-4800 (9.0) 0.192 1.728

FIPserver  VE.2009-1439 (7.8) 0.1835 1.4313 7.29315
CVE-2012-0450 (2.1) 0.1835 0.38535
CVE-2010-4562 (4.3) 0.313 1.3459

Web server CVE-2011-1871 (7.8) 0.543 4.2354 6.6037
CVE-2007-0066 (7.1) 0.144 1.0224
CVE-2002-0060 (7.5) 0.5 3.75

Oracle server vk 5000-0800 (10.0) 0.5 5 875

With three time periods-8:00 to 9:00, 9:00 to 10:00, 11:00 to 10:00, we simulated hackers on the Web
server, FTP server and Oracle database server to launch denial of service attacks (Denial of Service,
DoS), FTP buffer overflow attacks and Root privilege escalation attack. The vulnerable points of the
attack are shown in Table 5.

Table 5. The use rule of vulnerable points

Pre-Condition

Atomic Attack - - - - Post-Condition
src_priv dst_priv vul id connection
Denial of service Root User CVE-2011-1871 A—-C User
ftp buffer overflow Root User CVE-2004-2111 A—B User
Root authority promoting Root User CVE-2000-0800 A—-D Root
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The first time interval: 8:00-9:00, Web server C launched DoS attacks, the status of attack and defense,
as shown in Fig. 8.

1,CVE-2011-1871,
3.731,0.543,

Update Windows or set up firewalls to prevent
the ICMP protocol
A, Root @

Fig. 8. The first time interval of state offensive and defensive diagram

The attack frequency of each server node is shown in Table 6.

Table 6. The first time interval attack detection results

node

Web server FTP server Oracle server
attack
ftp buffer overflow 0 0 0
Root authority promoting 0 0 0
DoS 5 0 0

Table 6 shows that the time DoS attack happened in only a Web server, DoS attacks by using the weak
point of CVE - 2011-2011. According to the formula 2 and 3, we can calculate the probability of the
atoms successful attack is 0.543. According to the formula 4, we can calculate the atomic attack damage
index is 3.731. By the formula 5 and Table 6 attack frequency, we can calculate the atomic attack safety
risk is 26913.48913. Combining with the Web server vulnerabilities risk, by formula 6, the Web server
security risk value is 26920.09283.

However, the FTP server and Oracle database server did not take any attack, their safety risk security
risks for its vulnerable points only 7.29315 and 8.75 respectively. According to table 1, the Web server,
FTP server, and Oracle database server weight are 0.19, 0.25 and 0.25 respectively. And the whole net-
work safety risk of the first time interval is 5189.

The second time interval: 9:00-10:00, we continue to strengthen the Web server C to DoS attack, at the
same time to the FTP server B FTP buffer overflow attack, attack and defense figure as shown in Fig. 9.

1,CVE-2004-2111,
3.01,0.301,
Tnstall Serv -u FTP Server patch

2,CVE-2011-1871,
3.731,0.543,

Update Windows or set up firewalls to prevent

the ICMP protocol

Fig. 9. The second time interval of state offensive and defensive diagram

The attack frequency of each server node is shown in Table 7.

Table 7. The second time interval attack detection results

node Web server FTP server Oracle server
attack
ftp buffer overflow 0 1 0
Root authority promoting 0 0 0
DoS 10 0 0

DoS attacks happened to the Web server, FTP buffer overflow attacks have taken place in FTP server
at this time interval. According to the above same calculation method, the vulnerabilities used by the DoS
attacks is CVE - 2011-2011. According to the formula 2 and 3, we calculated that the probability of the
atoms successful attack is 0.543. According to the formula 4, the atomic attack damage index is 3.731.
By the formula 5 and Table 7 attack frequency, the atomic attack safety risk is 53826.97825. Combining
with the web server vulnerabilities risk, the web server security risk value is 53833.58195 by formula 6.
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FTP buffer overflow vulnerabilities are used by the attack of CVE - 2004-2004. According to the for-
mula 2 and 3, the probability of the atoms successful attack is 0.301. According to the formula 4, the
atomic attack damage index is 3.01. By the formula 5 and Table 7 attack frequency, the atomic attack
safety risk is 1023.29299. Combining with the FTP server vulnerabilities risk, by formula 6, the web
server security risk value is 1030.58614.

However, the Oracle database server does not take any attack, their safety risk security risks for its
vulnerable points is 8.75. According to table 1, the Web server, FTP server, and Oracle database server
weight are 0.19, 0.25 and 0.25 respectively. And the whole network safety risk of the second time inter-
val is 10488.

The third time interval: 10:00-11:00. We continue to do FTP buffer overflow attack by FTP server B,
at the same time to the Oracle database server D take elevated privileges Root attack, Stop the DoS attack
on the Web server B, and the status of the attack and attack graph is shown in Fig. 10.

1,CVE-2011-1871,

3.731,0.543,
Update Windows or set up firewalls to prevent
the ICMP protocol

2,CVE-2000-0800,
5,05,

Update SUSE nfs-utils package

Fig. 10. The third time interval of state offensive and defensive diagram
The attack frequency of each server node is shown in Table 8.

Table 8. The second time interval attack detection results

node

Web server FTP server Oracle server
attack
ftp buffer overflow 0 1 0
Root authority promoting 0 0 1
DoS 0 0 0

FTP buffer overflow attacks took place in FTP server, Oracle server had a root privilege escalation at-
tack at this time interval. According to the above same calculation method, the vulnerabilities used by the
FTP buffer overflow attacks is CVE-2004-2111. According to the formula 2 and 3, the probability of the
atoms successful attack is 0.301. According to the formula 4, the atomic attack damage index is 3.01. By
the formula 5 and Table 8 attack frequency, the atomic attack safety risk is 1023.29299. Combining with
the Web server vulnerabilities risk, by formula 6, the web server security risk value is 1030.58614.

Root permissions to enhance the vulnerability of the attack is CVE-2000-0800. According to the for-
mula 2 and 3, the probability of the atoms successful attack is 0.5. According to the formula 4, calculate
the atomic attack damage index is 5. By the formula 5 and Table 8 attack frequency, the atomic attack
safety risk is 100000. Combining with the Oracle server vulnerabilities risk, the web server security risk
value is 100008.75 by formula 6,.

However, the web server did not take any attack, their safety risk security risks for its vulnerable
points is 6.6037. According to table 1, the web server, FTP server and Oracle database server weight are
0.19, 0.25 and 0.25 respectively. And the whole network safety risk of the third time interval is 25261.

The experimental results show that the network security risk mainly comes from the attack security
risks, vulnerabilities have not been successfully used by an attacker, the potential safety risk is relatively
small. We can see clearly from Figure 8, the network security risk is minimum in the first time interval,
in the middle for the second time interval and the third time interval has the highest security risks. Com-
pared with the first time interval, why the second time interval is less is due to the fact that web server
has an increase of number of DoS attacks and FTP buffer overflow attacks is added on the FTP server, so
the network security risk has been a significant increase compared with the first time interval. In the third
time interval, while we stopped the Web server’s DoS attack, only launched FTP server buffer overflow
attacks on an FTP and open a Root access to the Oracle server attack, the total number of attacks has an
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obvious drop comparing with the two time intervals before, but as a result of attack damage index is lar-
ger, so instead of a further increase in the risk of the third time interval, a high hazard index further veri-
fied against the security risk than many middle and low hazard index against risk. At the same time, the
experiment is also presented to verify the validity and rationality of network security risk assessment
method which is put forward in this paper.

5 Conclusion

This paper proposes a network risk assessment method based on the offensive and defensive state graph
model. This method makes the results of multiple vulnerabilities scanner as data source, the individual
vulnerabilities scanner accuracy as confidence, scanning result set as a confidence vectors, then analyzes
the offensive and defensive state graph on every confidence level vector and calculate the single offen-
sive and defensive figure vulnerable points. In three different times of the attack scenarios, the proposed
method is employed in a small local area network risk assessment. Experiments show that this risk as-
sessment method can correct the evaluating of the network security risks, and the evaluation results are
more in line with the actual situation and can give quantitative risk values directly.
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