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Abstract. Topologies with energy-efficient and strong invulnerability has become an important
issue in the development of Wireless Sensor Networks (WSNs). In this paper, we propose a
Poisson-growth model based on regulated attractiveness function to build a WSN with scale-free
topology, named PSFBRA. In the model, adjustable parameters are introduced for balancing
connectivity and energy consumption in WSNs. Then a mathematical optimization model which
based on the endurable probability and the topology structure entropy is established. Through
analyzing the values of the topologic parameters, the optimal scaling exponent of the PSFBRA
topology is obtained. Finally, simulation results show that PSFBRA topology is more in line
with the practical application of WSNs, maintains the fault tolerance of scale-free network under
random failures, improves the network invulnerability under intentional attacks and effectively
enhances the communication efficiency.

Keywords: endurable probability, invulnerability, topology evolution, topology structure en-
tropy, wireless sensor network

1 Introduction

Wireless sensor networks have gained enormous attention for their wide range of applications such as
environmental monitoring, military surveillance, health care, and disaster management [1]. However,
WSNs are vulnerable to energy depletion because of battery drain. In addition, natural disaster and delib-
erate attack will lead to WSNs being collapsed easily. Therefore, constructing the topology which has
good communication quality, high energy utilization efficiency and strong invulnerability is one of the
most important challenges for WSNs [2-5].

It is important that WSNs are able to continue functioning in the face of node failure or intrusion, a
feature known as invulnerability [6]. Hashmi presented an analytical model of cluster reliability in clus-
ter-based WSNs [7]. When the cluster head dies, backup cluster head node takes over the responsibility
and continues to work as a new cluster head and facilitates the cluster reliability. Fu, Li and Giancarlo
used two layout schemes based on super wires and super nodes for enhancing network invulnerability [8].
Both stationary and mobile relay nodes are used. Through the increase of the number of relay nodes, the
robust connectivity and the balanced traffic load can be ensured [9]. A novel energy efficiency routing
with node compromised resistance (EENC) based on Ant Colony Optimization is proposed, which has
high performance in energy-efficient and combating inside attack from the compromised nodes[10]. An
energy efficient failures-tolerant topology is constructed [11]. By building k-connectivity network, net-
work connectivity can be still maintained under k-coverage strategy even if some nodes fail. Although
the methods mentioned above which use redundancy mechanism to construct the survivability topology
have many advantages, the increase of the use of hardware and software reduces the performance of the
network. Moreover, a few studies analyze invulnerability from the perspective of topological evolution of
scale-free network.

The discovery of scale-free networks characteristic is an important breakthrough in the development of
complex network. Since scale-free networks can better exhibit the essential features of the real world and
provide a reasonable model for us to construct a robust topology for WSNs. Considering the major con-
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straints of WSNs is the limited energy sources, Zhu and Luo had proposed two scale-free models for
wireless sensor networks, named energy-aware evolution model (EAEM) and energy-balanced evolution
model (EBEM) which can organize the networks in an energy-efficient way [12]. Two topology evolu-
tions were executed among cluster heads based on scale-free theory and residual energy, node saturation
and communication radius were considered in the processes of topology evolution, which made the scale-
free topology has a good robustness against energy exhaustion, random failures [13]. Wang et al. pro-
posed a scale-free model (NLL-E) to enhance robust and energy efficiency in WSNs, using a link com-
pensation mechanism [14]. Then, Qi, Wang and Zheng proposed a network evolution model DEDA on
the basis of node degrees, residual energy and transmission distance, which had better invulnerability
under deliberate attacks, but this model did not keep the power-law strictly [15]. An indicator of measur-
ing the topological heterogeneity is obtained by utilizing the topology structure entropy [16-17]. But they
did not take into account the scaling exponent’s influence on the topological robustness. Further, there
are more constraints being added on the scale-free topology to make it according with the characteristics
of WSNs in varied applications [18-20], but these scale-free topologies don’t optimize the capability of
random failures and intentional failures simultaneously. So how to design and optimize the scale-free
topology which have the strong capability of random failures and intentional failures simultaneously is
particularly important.

Given all these considerations, an invulnerability optimization model of the Poisson-growth scale-free
topology based on the attractiveness function is proposed. The topology construction is divided into two
phases. In the first phase, a scaling exponent adjustable evolution model is proposed, and following con-
ditions are considered when we design the evolution model: (1) We employ the homogeneous Poisson
process to simulate the generation of network, which is more close to practical WSNs. (2) Considering
the node localization, links between nodes depend on the transmission range. Therefore, nodes beyond
local world cannot be directly connected. (3) Here, the attractiveness of the node is not a constant quan-
tity. The residual energy and the distance are used to adjust the attractiveness of nodes and change the
priority of connection to the new coming node. Nodes with greater e attractiveness have higher probabil-
ity to be connected. (4) Adjustable parameters are introduced into our model. They can adjust the topol-
ogy structure of the WSNs to make a balance between high connectivity and energy consumption of
nodes. In the second phase, the endurable probability and the topology structure entropy are introduced to
make quantitative measure the topological invulnerability. Through formulating and solving the multi-
goals mathematic optimization model, the optimal parameters of the PSFBRA model are derived.

The remainder of this paper is organized as follows: Section 2 reviews the related work of scale-free
network. In section 3, we show how to construct scale-free model based on the regulated attractiveness
function, PSFBRA, and make a dynamic characteristic analysis. In section 4, constructs the optimized
mathematical model about these properties of invulnerability under random failures and intentional at-
tacks, then the effect of degree distribution characteristics on topological invulnerability is discussed in
detail. In section 5, the simulation results are given and compared with the existing models. Finally, sec-
tion 6 gives the conclusions of this paper.

2 Typical Scale-Free Network Models

2.1 The BA Evolving Network Model

Barabasi and Albert have proposed a canonical BA scale-free network model [21]. By including two
evolving mechanisms, i.e., network growth and preferential attachment, the BA model makes a scale-free
network with scaling exponenty =3.

The network generation algorithm of the BA scale-free model is as follows:
Step 1. Growth. Starting with a small number of m, nodes and /, edges. At every time step, we add a new

node with m(S m, ) edges (that will be connected to the nodes already present in the network).

Step 2. Preferential attachment. When a new node comes into the network, it will choose the existing
nodes to connect. We assume that the probability I of a new node will be connected to node i depends on

the connectivity &, . And the formula ofTI is
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where Zk_ ; is the total of the nodes’ degree in the network.
~

2.2 The DMS Evolving Network Model

The DMS model is an extensional model of BA model proposed by Dorogovtsev, Mendes and Samukhin
[22]. This linear increasing model introduces the concept of attractiveness. In other words, a new node
will be connected to the existing nodei depends on the degree and the attractiveness. The probability
formula of preferential attachment is expressed as the follow:
oo k,+A4 )
i Z(k./ + A)

J

where 4 is the attractiveness of the node, and its value is a constant quantity. Z(k S+ A) is the sum of the
J

other nodes’ degrees and the attractiveness. According to the above probability formula to deduce further,
we find that the network obeys the power-law distribution with the exponent of degree ]/( y=3+4/ m) .

When a =0, the DMS model reverts to the BA evolving network model.

According to analysis on the evolutionary process of BA model and DMS model, we can find that
there are some obvious diversities which make the scale-free model can’t tally with the evolution process
of the WSNs well. (1) The BA model and DMS model consider their generation rates of nodes as con-
stant, but in practical situation, all nodes in WSNs keep changing over time. (2) In the BA model and
DMS model, when a new node is coming into the network, it must know the connect information of
every node. It’s very hard for the sensor node limited by its communication ability and energy. (3) The
degree of the node in the BA model has a close relation with the age of the node, the longer the age is,
and the greater the degree will be. The “young” node will have a low degree or even become an isolated
node. And the DMS model makes the link of node not only depends on the age of the node, but also re-
late to the node’s attractiveness used to reflect some own characters. But the attractiveness is an equiva-
lent constant, and once imported node into the network, its value won’t be changed. This neither embod-
ies the individual difference between the nodes in WSNs, nor dynamically adjusts along with the evolu-
tion of WSNs.

With these in mind, we propose a Poisson-growth model based on local-world and regulated attrac-
tiveness function, to build a WSNs scale-free topology with adjustable power exponent in the next chap-
ter.

3 Topology Evolution Model Based on Scale-Free Networks

3.1 PSFBRA Topology Evolution Mechanism

Based on these issues, we then show a novel model based on the Poisson process, which also considers
both the node degrees and attractiveness of node. The algorithm of PSFBRA model is as follows:

Step 1. Initialization. Starting with a small number(m0 - 1) of nodes and one sink node as a network, in
which each node connects to its neighbors. And initial energy value E, enters into the existing network.
Step 2. Poisson-growth. At per unit time, newly added nodes are coming by the rate at A according to the
Poisson process. For each new node, m(S m, ) edges are connected to the existing nodes.

Step 3. Selection of the local world. At per unit time, select direct neighbor nodes of new node from the
existing network as the local world Q2.
Step 4. Preferential attachment. When a new node comes into the network, it will choose m nodes in its
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local world Qto form the new edges with a probability IT proportional to their degree, residual energy
Wand)

and the distance with the new node, such that

_ k, o(E,L) .
M=ot bs e oy Pl <k) 3)

The definition of attractiveness is:

co(E“Lf)=% “@

where Q) is the local world of a new coming node j , d; is the Euclidean distance between

nodesiand j, R is the maximum communication radius of nodes. E, is the residue energy of sensor
nodei, L, is the distance between the new node and the nodei. £, is the connectivity adjustable parame-
ter, [, is the attractiveness adjustable parameter and 3, + 3, =1.

Considering the fact that every link to nodei will consume some energy of node i, we simply suppose

E =E,-ak ©)

where E, is initial energy value, k, is node degree. We define a as the ratio of &, to energy consumption.
Step 5. Termination. When the number of nodes in the network reaches the desired network size, it
stops growing.

We can find that from the Equation (4), the attractiveness of the sensor node is adjusted by £, and L, .
When the residue energy of the nodeiis more and the distance to the new node is nearer, the value
of go(E,.,Ll.)is larger, and the probability of the nodeiis connected to the new node jis greater. So the

growth of nodes degree in our mechanism is restricted and balanced.
3.2 Dynamic Characteristics Analysis of Topology Evolution Model

The network which has power law distribution can better exhibit the essential features of the real world.
In the section, in order to find whether degree distribution of the proposed model has the characteristics
of power law or not, we will make a dynamic characteristics analysis for evolution model PSFBRA with
mean-field theory [23].

Theorem 1. The degree distribution of PSFBRA model follows a power law distribution.

Proof. Assuming that the nodes were distributed uniformly, when the new node j comes into the network,

it will choose some nodes in its local world Q;to connect. So the probability that new node j connects

with the node i in its local world is associated with the proportion of area value, this can be approximated

as

TR*)2 R
7R> 2R’

P(d,.j <R) ~ (6)

where R, is the entire network radius at timef, Ris the maximum communication radius of new added
node j. And Equation (3) is approximate to Equation (7),

k- ¢)(Ei’Li) R2 k ¢)(E,'JL,')
H‘:(ﬂl l +ﬁ2 ).P(di/' <R) * 2 ﬂl lz +:32 2
i k E,L - 2R R R
j I; 1 1;:, o(E.L ) N(t) 2K <k>r 2R (p((E)j, L>/)<k>,
k- ¢(Ei:Li)

~p —+p,

' Ate2m gt.g,(( E) .{ L)/_) @
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2
In the local world of each new node, we have ZklzN(t)I; (k) and ) o(E,L)

2
IEQ/ 2 t IEQ/

R 2
2R’

distribution parameter of the Poisson process, <k>[ is the average degree of each node at time ¢ .

¢(<E>»/ ’<L>_,)<k>, , where N(t) = At is the number of nodes in entire network at timez, Ais the

<E >,- and <L>J_ are used to indicate the average of the residual energy and the average of the distance be-

tween new node and its local world nodes respectively.
By the mean-field theory, the increasing rate of k; satisfies the dynamical equation:

pa mA[(k, )1,(1>1)) ®)

after substituting Equation (7) into Equation (8), we get:

Ok, (t k. E, L
ét( ) ~mAi| p, ﬂl-lz + 5, (p( ) 9
" aro((E) (D))
solving Equation (9), we get:
aki/ (’ ) m k,
: ~—| f—— O(E,L 10
at t|:ﬂ12m+ﬂ2 ( i l):| ( )
Using the method of separation of variables can be obtained :
4 g
k;(t)=Cet? —2m<D(E,.,L,.)F2 (11)
1
where ®(E,,L,) =M
¢(<E>A/ ’<L>j)
Because the initial conditionk, (#,) = m , solving Equation (11) can obtain:
A
k(t)= {m +2m—ﬂ2¢>(E,.,L,. )}(i) 2 - 2mCD(E,.,L,.)&,(t > 1)) (12)
A f B
As the node arrival process is a Poisson process with parameter 4, so¢, is satisfied with I distribution
o (Ax !
p(tin)zl—e}“;;( l!) (13)

According to Equation (12),
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2
m+2’zﬂ2 o |
p(k()zk)=p|t,<| —=ZH—1 1].(r>1)
k+2m7'82(13
B
2y (14
m+2mﬂ2q) A
2 Al—F—"F— ¢
_{mﬁ-zzﬂzd)r ; k + 2mﬂ2 ()
k+%¢> i1 1
=l-e ! .
= !
The partial derivatives by & is
oplk (t)<k
p(k[(t)=k)zw 15)

substituting Equation (14) into Equation (15), we have

k+4

/{erA}ﬁ]t
l _ m+A %I-f k+A
_ 2 M(m+4)s y o ]

p(k (1)=* . (16)
( ) B (k+A)§IH (i-1)!
where 4 = Zm&(l) , then the steady state distribution is
1
p(k)=lim—— 3" p(k, (1) =)
= E(N(1)) 5
P i-1
+A4 |5
i m+A /il /1|:IZ+A:| !
_ 12 Amr A)R g “imy’ : (17)
At f (k_,_A);I” e (1_1)!
2
2 (m+A)a
A (k+A)I%1+1

According to Equation (17), the degree distribution derived by PSFBRA model is obeying the power-

law distribution with scaling exponent y=i+1. And the scaling exponent y can be changed within
1

[3,+oo) by adjusting the parameter . When 8, — 1, we can get p(k) ok, then the degree distribution
of PSFBRA model is closing in on the BA scale-free topology which has the good capability of invulner-
ability against random failures. When 3, — 0, the degree distribution of PSFBRA model is closing in on
the random topology which has the good capability of invulnerability against intentional attacks. So it
can be concluded that the PSFBRA model has the power-law distribution that keeps its robustness under
random failures, meanwhile, a strong invulnerability under intentional attacks can also be obtained by
adjusting the parameter £, .
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4 Mathematical Optimization Model of PSFBRA

In this section, we analyze the effect of degree distribution characteristics on topological invulnerability
under random failures or intentional attacks, then find the optimal value £, . Finally, an optimal PSFBRA

scale-free topology is derived which keeps the topological invulnerability under random failures and
maximizes the topological invulnerability under intentional attacks.

4.1 Invulnerability Index under Random Failures

In this paper, quantitative analysis is done to the network invulnerability. We introduce p, represents

random failures threshold, which can be used as the invulnerability strength criterion of the scale-free
topology. When the removal ratio of random nodes is more than p, the topology will be disrupted. It was

presented by Cohen et al. with percolation theory [24]. The critical threshold value

p=1-— (18)
K, —1
where K0=<k02 > / <k0> is calculated from the original distribution before the random failures.
Since the scale-free topology has a power-law distribution
p(k):Ckiy’(k:kmin’kmin +1""’kmax) (19)

where k;, and k, are the minimum degree and the maximum degree, respectively. The coefficientc is
obtained from (20)

© 0

[ p(k)die= [ ck7dic=1, c=(y=1)k,,"" (20)
kmm kml
J‘ p(k)dk - j Ckiydk :% 2 kmax ~ kmian/(yil) (20)
k, k,

According Equation (21) the average degree <k0>and its second moment<k02> for the power-law distri-

bution p(k) can be expressed by

Kinax 2=y
KV [ (k) ~L =1k | N7 21 Q1)
kmin

kmux
(k)= [ #* p (k)i ~
kmm

>y
3y LY [N“ —1} 22)
~7

With Equation (22), Equation (23), &, can be expressed as follows:

3—

=

2—y \N7' -1
o= (ko )/ (ko) = Ko &_—yj = (23)
INT 2
substituting Equation (24) into Equation (18)
1
— 71 _
kmm [ij/] N 27 1 - 1
TINT
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Fig. 1 displays the relationship between random failures threshold p, and y for different N whenk,, is

defined. We can see that with the increase of ¥, p, decreases, while the threshold value p, becomes
greater with the increase of network scale NV .
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Fig. 1. The random failures threshold p,

4.2 Invulnerability Index under Intentional Attacks

The heterogeneity of scale free topology leads to paralysis when the topology is confronted with the in-
tentional attacks. In this section, we introduce the topology structure entropy [25] which can well meas-
ure the heterogeneity of topologies. The topology structure entropy is defined as follows [25]:

N
E=->1Inl, (25)
i=l1

N
where /, =k, Zk,. is an important degree of nodei. k,is the node degree of nodeiand N is the total
i=1

number of nodes in the network.
. . 1 . - .
When the network is completely uniform, 7/, :W’ the invulnerability of the topology is the strongest,

the maximum value is

51,1
E . .=—-)—In—=IN (26)
pan N
When the network is a star topology, all nodes are connected with a central node. At this time the in-
1 1

vulnerability of the network is the worst. And /, =—,/, = —— ,( J# 1) , the minimal value is
2 2(N - 1)
N —
E. . = _Z 1 In 1 - llnl:w 27
A/:22(N—1) 2(N—1) 2 2 2

Assuming r; represents the serial number of the node i, the relationship between the node degree &, and

the serial number 7, is expressed by the functionk, = f (r,) , and the degree-rank function is given by [24]:

f(r)z(}/]\;clj -1 (r+ c}]/\f_1 J -1 28)

substituting Equation (20) into Equation (29), we have
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1 1

S ()=l N7 (r + kN7 ) 771 (29)

Considering that the degree distribution of PSFBRA topology meets ¥ >3, that isk,_, /' N*7 ~ 0, and
we get

f(r)=ky, (—)M 30)

With continuous approximation, the topology structure entropy £ can be expressed as follows.

Ajf(r)lnf(r)dr
E=1 +ln(

ij@dr

Now, substituting Equation (31) into Equation (32), we have

l-a l-a _
:aNl_ lnN+lnN 1_ 1 , a:L 32)
N -1 l-a 1-« y-1

A]f(r)alr] 31

1

E

In Equation (33), the topology structure entropy £ of scale-free topology can be expressed as the func-
tion of variables N and y . When N and y are constant, the topology structure entropy £ can be used as the

topology invulnerability strength criterion under intentional attacks. The greater £ is, the more uniform

the topology is, and the stronger invulnerability the topology is. This means topology structure en-

tropy E should be maximized if the stronger invulnerability of PSFBRA scale-free topology is expected.
Fig. 2 displays the relationship between entropy E and scaling exponent y for different N when the

minimal connectivity &

max

is defined. We know that with the increase of scaling exponent y , the topology

structure entropy increases, which makes the topology more uniform. So different scaling expo-
nent y brings the network a different topology of heterogeneity.
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Fig. 2. The topology structure entropy function £
4.3 Mathematical Optimization Model of PSFBRA for Invulnerability

In order to improve the invulnerability under different attacks, a mathematical optimization model based
on the random endurable probability p, and the topology structure entropy £ was proposed. By examin-

ing the relationship of random failures tolerance threshold, topology structure entropy and scaling expo-
nent, we got the optimal value p. and E' . According to the above, this optimization problem of invulner-
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ability can be transformed into the following:

max E(N,y)

F=w=*xE+w *p'
maxpr (N’j/’kmin) e WI W2 p’

s.t
s = 33
s o3 (33)
y>3 .
. Ik, SN-Lk,, €Z

1<k, <N-lLk, €Z

We convert the multi-objective problem to a single objective problem using the method of weighting
aggregation. Then range method is used to standardize £ and p, obtain E' and p! , and then entrusts with

the weight of every indicator (w,=0.3,w,=0.7) according to the actual situation and the experimental
results. Multi objective programming can be translated into right-hand of Equation (34), where F is the

comprehensive network

invulnerability.

By solving the programming problem, the optimal solutions  and F are obtained fork, ., =2 . The re-

sults are shown in Fig.

3. We can see that the topology invulnerability achieves its maximum when

k... =2,y=3.3606.Combining 7/=£+1 , we can get B, = 0.847.
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Fig. 3. The topology comprehensive invulnerability F

5 Simulation and Analysis

Under the condition ofk,,, =2, 5, =0.847, we use MATLAB to simulate the optimal PSFBRA topology

process. For the sake of comparison, we also ran the energy-aware model (EAEM), the classic scale-free
network model (BA). We compare several characteristics, i.e. degree distribution, average path length,
maximal connected subgraph size [15]. Table 1 presents the parameters used in our simulation.

Table 1. Experimental parameters

Parameter Value
Entire coverage region S 400x 400m*
The networks size N 1000
Number of nodes in the initial state m, 10
Links added in every time step m 2
Energy of nodes in the initial state £, LJ
Each additional edge of the energy consumption « 0.02J
Transmission range R 100m
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5.1 Degree Distribution

Fig. 4 represents the contrast of the theoretical value and actual value in the degree distribution of differ-
ent topologies, the straight lines are the theoretical degree distribution. As can be seen, there are some
nodes with high degree of WSNs in EAEM and BA, but the degree distribution of PSFBRA topology is
relatively uniform. This is because the attractiveness of node is introduced into the design of PSFBRA,
i.e. by control the energy of the node and the distance between the nodes, we can control degree growth
rate of nodes which have already large degree. Therefore, the topology generated by model PSFBRA is
very useful to avoid energy consumption.

0

10
L] PSFBRA
EAEM
° BA
theoretical value 1
1 0'1 L theoretical value 2
theoretical value3
- -2
< 107} 1
[oR
-3
10 eee o
-4
10 0 ‘ 1 2
10 10 10
k

Fig. 4. Degree distribution of BA, EAEM and PSFBRA
5.2 The Experiments under Random Failures

Random failures mean that nodes in the network are randomly failed and at the same time the edges con-
necting with the failure nodes are also failed. Because of the low reliable hardware, the limited battery-
power, and the harsh wilderness conditions, the sensor node failure often occurs in the practical applica-
tion. Two metrics are also used to measure the topologies’ invulnerability:

(1) Maximal connected subgraph size N'is the largest connected component remaining after the re-
moval of some nodes which reflects the ability of network connectivity. The higher the connectivity is,
the better the network invulnerability is.

(2) Average path length L is defined as the average number of distance along the shortest paths for all
possible pairs of nodes in the maximal connected subgraph. It is a measurement of the efficiency of in-
formation. The definition is shown as

1
L[=— d. 34
N’(N’—l)/21£§;‘,vr v 34)

where d;; is the Euclidean distance between nodesiand j .

Fig. 5 (a) shows the maximal connected subgraph size N' for the increasing of the number of random
failure nodes in different models. According to the simulation diagram, the PSFBRA model almost has
the same invulnerability with the EAEM model and the BA model. This reflects that the PSFBRA model
inherits the strong resistance to random failures of the scale-free topology.

Fig. 5 (b) shows average path length L of maximal connected subgraph under random failures. As the
number of the failure nodes increases, the average path length of the three networks is also increased.
The reason is that failure nodes make certain shortest paths broken. But L (PSFBRA) is shorter
than L (EAEM) and L (BA). This is showed that PSFBRA network has robust topology, which can reach
extreme efficiency in exchanging information for ubiquitous data-centric wireless sensor networks.
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Fig. 5. (b) Comparison of average path length (random attacks)
5.3 The Experiments under Intentional Attacks

Intentional attack is another kind of accident for WSNs. Based on partial information of network, enemy
can accurately attack the weakest parts and break down the whole system. So a network should have
more robust topology to resist intentional attacks.

Fig. 6 (a) presents the maximal connected subgraph size under intentional attacks with high-degree
nodes failed. From the three curves, we can observe that the BA and EAEM model can only tolerate 300
nodes and 400 nodes under intentional attacks respectively, while the PSFBRA model has more surviv-
ing nodes in the maximal connected subgraph, which means that PSFBRA model has stronger capability
of maintaining connectivity and have a good invulnerability under intentional attack.

The average path length L against nodes’ failure is shown in Fig. 6 (b). As shown in the figure,
L (PSFBRA) is roughly shorter than L (EAEM) and L (BA). Moreover, when the number of failed nodes
is more than 100 and 250, L (BA) and L (EAEM) curves present that have a rapid rise and fall, but the
network topology optimized by PSFBRA model escapes this shake, showing stronger stability. The rea-
son is that when the extent of destruction is large and the target network is distributed to many connec-
tion branches, the maximal connected subgraph will be diminished gradually and the average shortest
path length will be a trend of being larger at first and smaller then. These results indicate that PSFBRA
network has good invulnerability against nodes intentional attacks.
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6 Conclusion

Since scale-free networks can better exhibit the essential features of the real world and provide a reason-
able model for us to construct a robust topology for WSNs. Firstly, based on the concept of attractiveness,
we propose the Poisson-growth topology evolution model, which has the ability to change the power-law
scaling exponent within [3,+o0) by adjusting its parameter. Then the endurable probability and the topol-
ogy structure entropy are introduced to make quantitative measure the topological invulnerability.
Through formulating and solving the multi-goals mathematic optimization model, the optimal parameter
of the PSFBRA scale-free model is derived. Finally, both analysis and simulations reveal that the net-
work topology generated by our proposed model and optimal parameter of the PSFBRA has a good in-
vulnerability under random failures and intentional attacks, higher energy efficiency and can highly im-
prove the network performance. WSNs is an application-oriented network, which is used differently in
different environments, none topology structure can fit all conditions. It is believed that we provide some
useful guidelines for the application of WSNs through introducing the scaling exponent adjustable model
into the invulnerability of WSNs.
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