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Abstract. A quantum key transmission model based on an entanglement switch and teleportation
is proposed. When the user needs to share a quantum key, the original quantum key does not
need to go through quantum relay nodes. However, it goes through the user for the establishment
of the quantum entanglement channel and uses quantum teleportation to determine the quantum
key. Using this model of quantum key relay transmission, the proposed model can effectively
guarantee the security of the quantum relay node and the quantum information transmission
channel. Research shows that, the quantum information transmission performance of this model
increases along with an increase in the probability of success of the original quantum
entanglement. The original quantum key also has high efficiency.
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1 Introduction

In long-distance quantum communication systems, two sides need secure communication that is
generally not directly connected to the quantum channel and the relay mode must be used to transfer
quantum information in a quantum communication network. Because current large-scale quantum
networks have not yet been completed, research directions are mostly dependent on transmitting
encrypted information from a classical network channel, and the quantum channel is mainly used for only
quantum key distribution. There are two main classes of quantum key distribution schemes. One is based
on the “non-orthogonal” quantum state [1-2], while the other is based on the entanglement state [3-4].

The quantum entangled state is an important research direction for next generation secure
communications, and it is widely used in quantum teleportation, quantum key distribution, quantum
computing, and etc. The main function of the entanglement switch is that it allows two quantum
entanglements without any interaction. Thus, the entangled state is not influenced by the distance
between the two quanta. At present, many researchers have established the quantum relay system for
channel security using the special properties of the entangled state [5-6]. But, quantum entanglement
swapping can only solve the security problem of the quantum channel, but the security and the legitimacy
of the quantum relay nodes cannot be confirmed. Furthermore, the key agreement of the users cannot be
carried out in the quantum channel.

In regards to security, quantum teleportation performs well for secure delivery. But quantum
teleportation must rely on a quantum entanglement channel that is directly established between the users
who need to transmit the quantum information. If not, the shared quantum key can only reach the target
user through each relay point in the path. Therefore users that are not directly connected to the quantum
channel want security sharing for the quantum key. Furthermore, to ensure the legitimacy of safety relay
nodes, it usually requires that a comparison is made of the quantum information in the quantum channel
between each pair of relay nodes referring to BB84 protocol to ensure the security of the quantum
channel [7-8]. This ensures that not only that the efficiency of quantum key can be reduced, but also that
both the user and each relay node in the transmission process needs to be constant for classical
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information exchange, whereby there is a reduction in both the transmission efficiency of quantum key
relay transmission and the utilization of initial quantum key.

In this paper, a quantum key relay transmission scheme is proposed, which is based on the
characteristics of quantum entanglement transfer and quantum entanglement swapping. The scheme can
guarantee the security and legitimacy of the relay nodes in the quantum key transmission channel by
using the trusted control central network model. The establishment of a remote quantum entanglement
channel is adopted, which ensures the security of the original key, and that the original key will not be
transmitted directly in the quantum relay node and quantum relay channel. The characteristics of
quantum teleportation are used, so that the users remote quantum entanglement channel that are
established can directly carry out the quantum key agreement and determine the final shared quantum key.
Studies show that the two users without a directly connected quantum channel can still use this model to
carry out the quantum key security transmission, and that the performance of quantum information
transmission is promoted with an increase in the probability that the quantum entanglement is
successfully established.

2  Quantum Relay Transmission Model Based on Quantum Entanglement Swapping

2.1 Quantum Entanglement Swapping

The quantum entanglement swapping is an exchanging process where two or more pairs of quantum
entanglement which is not entangled in a super space remote transmitting manner. An EPR pair is a
double quantum system which is currently used in the maximum entangled state. The state may be
expressed in any of the following four states.

|(p+>=%(|00>+|11>) €))
|(p>:%(|00>+|11>) 2)
|\y*>:%(|01>+|10>) 3
1
—(01>—=|10>) 4)
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These four states are entangled states (Bell state). Clearly, the four states { {|¢" >,| ¢ >,|y" >, |y~ >}}

constitute a complete orthogonal basis of the double quits system, which can be used to measure the state
of the double quits system, i.e. Bell measurement. If |[H>; and |V>; represent the two entangled particles’
state in horizontal and vertical polarization, the entanglement can be expressed in the following formula:

1
|¢>ij:$(|H>i|V>j+|V>i|H>j) ®
Assume that Alice and Bob share two Bell States | ¢ >, and | ¢ >;, , where Alice has quantum 1 and 4,
and Bob has quantum 2 and 3. The tensor product state of |¢p >, and |¢>,, can be expressed as
| 0>, ®|d >, . If Alice performs the Bell measurements on quantum 1 and 4, then she obtains one result
with equal probability among |¢" >14,| ¢~ >,|y" >14,|y~ >14. If Bob performs Bell measurements on

quantum 2 and 3, he will obtain the same results as Alice. Thus, the original quantum of non -
entanglement (1, 4) and (3, 2) is the generated entanglement, respectively. That is:

1
|¢>1234:E[|H>1|V>2 +| V>, +|V>[H>, |®[|H>| V>, +|V>;|H>,] (6)
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After Alice performed the Bell measurements on quantum 1 and 4, the entanglement pair produced the
corresponding decomposition and the collapse of the entanglement. Four kinds of Bell states can be used
to re-do the equivalence decomposition for the entangled states of these 4 quanta, and are stated as the
following:

1 _ _ _ _
|¢>1234:§[|(P+ S0 >0 107 >0 >+ W > LW Sy >y >, ™

After Alice performed Bell measurements, the entanglement will collapse to formula (7) and any one
of the four sub items on the right. For example, the result of Alice in a measurement is+|y~ > ,, and
then she informs Bob of this result. So Bob knows that his quantum 2 and 3 not only have been entangled
through the association of the collapses, but have also been in the +|y™ >,; state.

The two quantum which are not together and have no entanglement can be entangled using the
quantum entanglement swapping property, resulting in and entanglement channel between these quantum.
Thus, if two users in which there is no quantum channel directly connected, need to share a quantum key
for secure communications, they can build the quantum entanglement channel between the users before
the quantum key is share, and then they are able to transfer the quantum key with quantum teleportation.
This method is not guarantees high security, but also according to the efficiency calculation method of
the QKD scheme [9], the utilization efficiency of the quantum key has nothing to do with the number of
relay nodes which will be analyzed later.

2.2 Quantum Relay Transmission Model

For the typical long-distance quantum relay communication system, the proposed method is shown in Fig.
1 [10]. It uses two sets of quantum sequences as communication resources that both the user and the
quantum relay server generate respectively. The encrypted information is transmitted in the classical
channel, and the encryption key is transmitted in the quantum channel.
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Fig. 1. The typical long-distance quanta relay communication system

At present, many scholars study this type of quantum relay communication model. Some view it
through the formation of quantum communication relay model tree network structure based on quantum
control centers [11] and some through the formation of bus network topology and quantum relay
transmission [6]. However, they all need to solve the two problems of the safe and efficient transmission
of quantum information. In this paper, a quantum relay transmission model based on the trusted control
center is proposed, which guarantees the security of the key nodes in the transmission channel of the
quantum information relay. The trusted relay network model is shown in Fig. 2.
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Fig. 2. A quantum key relay transmission model under TCC control

In the figure, TCC is the trusted control center, and the &===== Control Line represents the classic

network. Among them, the Data Line is the transmission line used to transfer encrypted data between the
user, and the Control Line is a classical channel for the trusted control center to ensure the legitimacy and
security of all the relay nodes. The quantum channel is represented by s, which is responsible for

the generation of the quantum entanglement channel and the relay transmission of the key.

In the proposed model, all relay nodes are quantum relay servers, and the following is a description of
QRS process. The relay node is used to connect with its neighboring users and other QRS’s, establishes a
quantum channel, and realizes the corresponding quantum key relay transmission function. The user in
the same relay QRS group can accomplish the quantum key sharing between the two users by using the
quantum relay communication system as shown in Fig. 1. If two users which need to secure
communication are unable to realize the sharing of a quantum relay server in the network, the relay
transmission function will be accomplished by the network based on the trusted control center (TCC) as
shown in Fig. 1. TCC guarantees the legitimacy and security of each relay exchange center node [10],
that is, all QRS’s will be built as a trusted quantum relay server (TQRS) mode. Through TQRS, the
model can achieve the indirect of any two users, such as when two users belong to TQRS; group and
TQRS,, group. When these two users secure communication, the quantum entanglement channel can be
built first, and then the security sharing of the quantum key can be carried out.

2.3 Establishment Scheme of Quantum Remote Entanglement Channel

Assume that in Fig. 2, the user A;; wants to share the quantum key with the user A,,. The process of
establishing a quantum entanglement channel between them can be described in Fig. 3.
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Fig. 3. The process of establishing the quantum entanglement

In the absence of security communication tasks, each user (including all TQRS) should be established
for their own series of entangled pairs. For example, in Fig. 3, the user A,; establishes a series of
entangled pairs ERPj,, TQRS; establishes a series of entangled pairs ERP34, TQRS,, establishes a series
of entangled pairs ERP;; (assuming that the entangled pairs at the N relay node are i=2N+1, j=2N+2), etc.
Each user (including all TQRS) should split their own entangled pairs into two quantum sequences. So,
the user A1l splits the entangled pairs ERP;, into the quantum sequence 1 and 2. Similarly, TQRS; has
the quantum sequence 3 and 4, and TQRS,, has the quantum sequence i and j, etc.
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Before the transfer of the quantum relay, there is no entanglement between each user (including all
TQRYS). In Fig. 2, the user A;; belong to the TQRS; group, and the user A,,, belongs to the TQRS,, group.
If these two users want to share quantum key K for secure communication, it is required for TQRS; to
TQRS,, to gradually establish a quantum entanglement channel, and it may go through many TQRS. If
the quantum key transfer initiator is Ay, it needs to realize quantum key shared between user A;; and A,
and build a quantum entanglement channel by following the steps outlined below:

Step 1. The user Aj; to the server TQRS; application requires the establishment of a quantum
entanglement channel with A,,,.

Step 2. The server TQRS, to the TCC application requires the establishment of a quantum entanglement
channel with A,,,.

Step 3. TCC proposes the quantum channel routing based on trusted relay networks, and notifies each
TQRS that sends the quantum front of its first quantum entanglement sequence to the next level of its
relay node (or goal) in the quantum channel routing. At this time, all sent quantum entanglement pairs
consist of system states as follows:

| >1034 ;=19 >1, B9 >3, BB P>, )
Step 4. As shown in Fig. 3, the TQRS; will have 2 and 3 quantum at a time, in which TQRS; can be 2
and 3 quantum with BELL measurements. The base measurement that it selects is:

1
|<|)>23>:5(|H>2|V>3+|V>2|H>3) 9)

After measuring, the system state is:
10> =<IP 5l >, ®|9 >3 @ B[¢>;]=¢>, QB> (10)

Step 5. With Step 4, each relay node in the quantum channel routing in turn will measure 2 quanta by
using the Bell measurement. At last, system state is:
1

|¢>lj:\/5

Formula 11 shows that although quantum 1 and j are initially independent of each other, after repeated

(H>|V>,+|V>]H>) (§8))

BELL measurements they establish a new entangled relationship and form new entangled pairs | >y;.

According to Fig. 3, at this time, quantum 1 is stored in user A;;, and quantum j is stored in user A,.
User Ay, and user A, complete the establishment of the quantum entanglement channel between the two.
Step 6. The user A}, and user A,,, realize the transfer of the quantum key based on quantum teleportation,
and is described in more detail in the next section.

Step 7. After the quantum information is transmitted, user A, sends the information to the user A;; to
confirm the receipt of quantum 1 and begin applying for the next quantum delivery.

Step 8. Repeat step 2-7 until the original quantum key is successfully shared.

3 Quantum Key Distribution Scheme Based on the Model

Quantum information security transmission can be realized based on the model in section 2.2, the
channel construction scheme in section 2.3 and quantum teleportation. First, quantum teleportation
requires that both sides secure communication sharing an EPR pair. Second, the sending user uses the
shared 1/2 EPR pair and the quantum information transmitting to conduct the Bell measurements. Then,
the receiving user’s shared 1/2 EPR pair will collapse at the moment of measurement and form another
state. As long as the sending user transmits the measurement results to the receiving user, the receiving
user can complete the corresponding unitary transformation on his own 1/2 EPR pair of the state
according to the measurement results, namely restoring the quantum information needing to be sent.

If the user Alice needs to send information 1 in an unknown quantum state to the user Bob, the
quantum state can be described as:

1p> =al0>+b|1) (12)
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If Alice prepared a quantum EPR pair, and the quantum information is 2 and 3, then the assumption of
the entangled state of this ERP pair is:

1
|¢>23—$

If Alice left quantum 2, and quantum 3 of the EPR pair is transmitted to Bob through the quantum
channel, then the mixed state of these quanta can be expressed as:

(|H>,|V>; =[V>,|H>;) 13)

1 _ _
|¢>123:5[|(P+ >, (=al0>=b>1);+ [0 >, (=al0>+b|1>);+ |y~ >, (=b[0>+al>), (14)

HY* >, (510> +a1>),]
According to the above formula, when Alice combines quantum 1 and 2 to do Bell measurements,

quantum 3 for Bob will instantly collapse to another quantum state, as shown in Table 1. As long as
Alice transmits the measurement results to Bob, then Bob can complete the corresponding unitary

transformation on quantum 3 and recover its state into quantum 1 of the initial state |@ >;. The
corresponding unitary transformation is shown in Table 1.

Table 1. The operation table of the recovery quantum state corresponding to quantum teleportation

Alice measurement results Quantum 3 state for Bob Corresponding unitary transformation
o 1, ~a|0>—b|1> [_1 Oj
0 -1
-1 0
lo™ >, -al0>+b|1> [0 J
[y >, b|0>+all> (0 lj
10
' >, -b|0>+all> {0 lj
-1 0

In the Section 2.3, there is a request to share quantum key between user A;; and user A,,. According
to steps 2-5 between user A;; and user A,,,, a quantum entanglement channel has been established, then
the following steps to the quantum key distribution are outlined as follows:

Step 1. The quantum sequence of the original key K prepared by the user A;.

K:{Kb KZ, rees Ki: sres KN} Kle {05 1} (15)

Step 2. Secure detection preparation for the quantum entanglement channel. After the establishment of
the quantum entanglement channel, user A;; randomly selects S quantum (S=N-M) in the original
quantum key as the channel detection particle, and records the number of them in the sequence. N is the
quantum number of the total quantum sequence, and M is the quantum number that is ultimately used as
the quantum key to share.

Step 3. According to the process of quantum teleportation, when user A;; combines the first quantum K1
in the quantum sequence K and quantum 1 in the quantum entanglement channel to conduct Bell
measurements, the quantum entanglement channel will instantly collapse and the quantum state of K;
will teleport to the user Ay,. The user A, only needs to restore the quantum states of K; according to
Table 1, and after a successful recovery, inform user Ay, that the quantum information transfer has been
successful.

Step 4. Following the steps in Section 2.3, user A;; reestablished the quantum entanglement channel and
user A, will repeat step 3 above. In this process, user A;; will continue to teleport all quantum states of
the quantum sequence K to user A,,,. Finally, user A;; and user A, have shared quantum sequence K.
Step 5. User A, announces the quantum information regarding the channel detection particle. Ideally,
the results of users A;; and A,,, measuring these quanta should be consistent with the relationships in
Table 1. If there is noise or other attacks in the channel, user A; and A, can detect the error rate of the
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quantum information sequences during the transfer process. If the error rate exceeds a certain threshold,
the quantum communication results will be given up. Otherwise, it can be regarded as a successful
quantum information sequence K transfer. The remaining M quantum of the original shared key can
become shared key K' as in accordance with the user agreement.

K={K', K%, ... K, ..., K'v} K'ie {0, 1} 16)

Step 6. The user A;; and A,, can adopt the information reconciliation and privacy enhancement
technology for the agreed K', which can finally get the security private key shared by the two parties.

In accordance with the above steps, users A;; and A, share quantum key K' via a quantum
entanglement channel. In the transmission process, a trusted relay network model is established under the
control of the TCC so that every quantum relay exchange center node is legitimate and secure. By using
quantum entanglement swapping, quantum relay nodes are only used to build quantum entanglement
channels. Quantum key K' needs to be transferred and negotiated directly by both the user using the
method of quantum teleportation, and by quantum relay nodes. Therefore, the common
“intercept/resend,” “middle man” and other attacks are unable to succeed [12].

4 System Performance and Efficiency Analysis

4.1 System Performance Analysis

According to the above scheme, the quantum entanglement channel with multiple relay nodes must first
be established between the two users, so the performance of the system is influenced by the time of
entanglement between each node. It is assumed that TQRS, and TQRS, are adjacent relay nodes, when
they have successfully established a quantum entanglement channel, and some scholars have already
analyzed the total time needed to transmit a quantum bit [13]. It can be expressed as:

T=Ty+Ts+Te+Thn+ T+ Ty a7

In formula 17, T, is the average time that it takes for TQRS; to notify TQRS, which is ready to receive
quantum information. Ty is the average time that the entangled light source of TQRS, and TQRS,
synchronous is established. T, is the average time that it takes for TQRS; and TQRS, to establish
entangled photon pairs. T, is the average time that is required for TQRS; to conduct the Bell
measurement. T, is the average amount of time that the measurement results are transmitted in the
classical network. And, Ty is the average time that it takes for TQRS, to detect the transmitted quantum
bits.

The following assumptions are made:

(1) P, is the probability of the successful establishment of entanglement between TQRS; and TQRS,.
P., is the probability of TQRS, successful Bell measurements. Py is the probability of a TQRS, successful
detection of the quantum bits. The three probabilities of P, P,, and P, are independent.

(2) They all obey the geometric distribution, the required number of entangled pairs that TQRS; and
TQRS, successfully established, and the required number of times that the Bell measurement was
successful, and the required transmission times that TQRS, successfully detected the quantum bits.

(3) 1. is the required time to establish an entanglement. T, is the required time to do a Bell
measurement. 14 is required time that the receiver requires to detect the quantum bits.

The probability P that TQRS; and TQRS, is able to successfully transmit a quantum bit can be
obtained by:

P=P.x P, x P4 (18)
So, the throughput rate of the quantum information between TQRS; and TQRS; can be expressed as:
To=P/T=Pex Py X Po/(Ty + Ts+ Te + Ty + Ti + Ty)
Te=1e/Pe Tii= /P To= T4/P4 19)

According to the establishment scheme of the quantum remote entanglement channel as stated above
in Section 2.3, it is assumed that the number of relay nodes between the user A;; and A,,, is N, and that
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Ty, Ts, Te, T, Tq and other times on each entanglement in the establishment of the quantum entanglement
channel will be produced. Thus, the throughput of the quantum information between user A,,, and Ay,
can be described as:

Ty= PeX P x Pa/N(Ty + Tg+ Te + T + Ta) + T 20)

The following assumptions are made:

1. Because the sender always notifies the receiver to receive the quantum bits and that they transmit all
the measurement results in the classical network, and the classical channel is currently based on
CSMA/CD Ethernet, it can be set so that the time required for transmitting a message is lus (i.e., Tiand
Ty).

2. In the quantum channel, the time of the entanglement is 2ns, the time for detecting the transmitted
quantum bits is 5ns, the synchronization time of the entangled source is 10ns, and the time of obtaining
the Bell measurement is 2ns.

3. The probability of the successful measurement of the sender and the successful detection of the
receiver is 70%.

According to formula 20, it can be calculated as:

Ty= Pex 0.49 x 10°9/[N(1020+ 2/ P¢)+1000](qubit/s) @1)

According to formula 21, the throughput rate of the quantum information transmitted by the two
parties can be obtained as shown in Fig. 4.

300
250
£ N =
x L e N =10
a 100
= The number
50 of relay node
0

Fig. 4. The relational graph among the throughput rate of the quantum information, the probability of
successful entanglement and the number of relay node

From the graph it can be seen that the information throughput of the quantum relay system clearly
increased with the increase of P. between user A;; and A, which is in accordance with the basic
features of the quantum operation system. In addition, the throughput of the quantum information is also
influenced by the number of relay nodes. When the number of relay nodes increases, the throughput of
the quantum information also decreases.

All of the assumptions are ideal. In fact, the quantum entanglement channel in free space is affected
by the noise and the particles state in the entangled state change. So, with the increase of the relay nodes
number in the quantum system, the throughput of quantum information will also decrease. However, the
noise interference of the throughput of quantum information will be reduced as P, increases.

In addition, it can be seen from formulas 20 and 21 that the throughput of the quantum information
is greatly affected by the transmission time of the classical network. The throughput rate of quantum
information can also be increased by 10 times if the time required to pass information in the classical
network can be increased by 10 times and reaches 0.lus. This shows that in the quantum relay
transmission system, the information transmission efficiency of the classical network plays an important
role in the throughput rate.

4.2 System Efficiency Analysis

In the analysis of the quantum relay transmission system, the system efficiency can be calculated using
the efficiency formula of the QKD scheme proposed by Cabello [9].

8
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€= bs/(qt+bt) (22)

In formula 22, by is the total number of quantum information bits received by Bob, and q; and by are the
total number of quantum information bits and the total number of classical information bits which are
transmitted by Alice and Bob, respectively, in the generation key process, but they do not contain
exchanged information bits for the detection of the quantum channel security. Previous studies show that
the quantum key generates no longer needs to exchange any information except for the required
information for the quantum channel security detection. Therefore, b, =M, q; =M, b, =0, and the relay
system efficiency is & = 100%.

Of course, in the quantum relay system, user Aj; and A, must spend a number of entangled quantum
pairs to complete the establishment of the quantum entanglement channel for the shared quantum. The
system efficiency can then be calculated using an improved efficiency formula proposed by Li et al. [14].

”t:bs/(q’t"f'bt) (23)

In formula 23, ', is the total quantum number of quantum entanglement channels except for the
quantum for quantum channel security detection. According to the previous relay scheme, by =M, q'=
(2N+1) M, and b, = O(here N is the number of relay nodes). So the total efficiency of the relay system can
be calculated as 5 . =1/(2N+1), and the quantum efficiency is changed by the number of relay nodes.

5 Conclusion

In this paper, a quantum key relay model by quantum entanglement swapping is proposed. In this model,
the security and legitimacy of relay nodes in quantum key relay transmission channels are guaranteed by
using a network structure based on TCC. Because of the establishment of the quantum entanglement
channel, the quantum key is not transmitted directly in the relay node and quantum channel, and therefore
the security of the quantum key is ensured. Using the characteristics of quantum teleportation, the users
can directly carry out quantum key agreement and determine the quantum shared secret key which cannot
be obtained by the quantum relay node. These methods effectively prevent common attack modes, and
ensure the security of the shared quantum key. The system performance and the efficiency of the model
are analyzed and the results are satisfactory.
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