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Abstract. According to the actual demand of artificial vote in real life, the paper proposes a
secure voting protocol based on quantum secret sharing. In the protocol, the four particles of
each group of four-GHz-state are delivered to the voter Alice, the verifier Bob, the signatory and
internal auditor Charlie and external auditor Trent respectively. Alice measures the particles of
her own to vote her message out implicitly, and then Charlie, Bob, and Trent complete the rest
signature, verification and audit work by measuring their own particles. Compared with previous
protocols, the roles in the protocol are comprehensive and they can be substantially involved in
voting related activities. In particular, the use of complex quantum fingerprint function is
avoided, so the protocol is easy to implement technically.
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1 Introduction

The main drawback of the traditional voting method is inefficient, it requires voters to the polling station
to vote, and their voting information may be seen by people nearby in this case, it will cause
psychological stress even to produce ideas of following the crowd to part of voters, because of this, the
traditional voting method should be replaced by electronic voting method.

The strict definition of electronic voting is based on cryptography, through the network to complete the
vote, and the secure electronic voting scheme should meet the following basic characteristics: legitimacy,
anonymity, fairness, integrity and non - repeatability.

The industry has done a lot of researches on electronic voting method, and put forward some classic
voting protocols [1], but most of these protocols are based on computational complexity problem such as
large number factorization problem, discrete logarithm problem, quadratic residue problem etc. [2],
however, these problems will gradually become unsafe in the background of attacker’s computing
resources increasing, so the classic electronic voting protocols will be eliminated sooner or later.
Fortunately, the application of quantum physics in the field of cryptography can overcome the problems
classic voting protocols faced, because the security of quantum cryptography is based on the inherent
physical properties of quantum state rather than computational complexity, the quantum key distribution
protocols such as BB84 and B92 have been strictly proved to be unconditionally secure [3].

The key technology used in electronic voting method is blind signature and group signature technology
[2, 4]. At present, the researches on blind signature and group signature of quantum cryptography are not
too many, there are some results such as WEN’s [5-6]. Li and Zeng introduced two kinds of quantum
voting mechanism through the use of quantum entanglement to ensure that anonymous voting can be
achieved in different situations [7]. Li and Zeng uses two non-coupling quantum links and a polling state
to transfer the votes among different votes to propose a quantum network voting mechanism with
anonymity and security [8], after the voting is over, the voting state will be sent to the authorities for
counting and publishing. Naseri, Gong, Houshmand and Matin proposed a new anonymous survey
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protocol with authentication based on the three GHz state and quantum ultra-dense coding [9]. Wen, Tian
and Niu, Wen and Cai presented a strong blind signature protocol based on the principle of quantum
secret sharing [10-11], the protocol indeed implements the signature’s blindness and the message owner’s
untraced ability, and its security is not affected by the computing resources owned by the attacker, so it
can be used in electronic voting. The main flaw of this protocol is that the audit is ex post facto, the
possible fraud cannot be found immediately. In addition, the protocol uses quantum fingerprint function
which is difficult technically to prevent fraud, so it is difficult to implement. Wen et al. aiming at the
deficiency of the literature [10], adjusted the quantum voting model, and introduced a variety of roles in
the voting, among them, Alice is the voter, Charlie is the signer (and the internal auditor), Bob is the
verifier, Trent is the external auditor, Bob and Charlie belong to the ballot management center, the
division of labor is closer to real life, so it’s easy to be adopted in reality. In addition, the audit is
immediate rather than ex post facto, accordingly, the quantum fingerprint function [12] can be discarded
so that the protocol can be implemented more easily.

2 Basic Principle

The four particle GHZ entangled state we used in this protocol is a maximally entangled state, take
B. ={0),

l>} as the basic vectors, its quantum state can be expressed as

0),10).10), +[1), 1), 1).[1),) (1)

where the subscript a, b, ¢ and t show that the corresponding particles are owned by Alice, Bob, Charlie
and Trent respectively.
Define the coordinate system H_ in the two dimensional Hilbert space, its corresponding basis vectors

)=o),

are B = {| +x>,

—x>} . Express the base vectors B_using the base vectors B_, we have

1 1 _
) =00)+ |- = 2 (0) -1 ®

On the contrary, the base vectors B, can be expressed using the base vectors B, according to the

formula 2,
0) =75 )+l 1) == )| . @
According to the formula 3, we have
0, =5 0, =) 1), = (), 10, @

Substitute formula 4 into formula 1, then GHZ four particle entangled state can be expressed
as

1),

The above formula shows that if the measurement result of Alice is |+x> , then the GHZ four-state will

)= 5l 750,10}, J0), #1190 (1), )70, 0} o), =, .00 9

collapse to the following state
o]
[v) = 5000 10).10), + 1, [1).[1)) - (©)

If the measurement result is |—x> , then the GHZ four-state will collapse to the following state
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lv) = %(I 0),10).10), =1}, 1).[1))- )

Substitute formula 3 into formula 6, then the GHZ three-state can be expressed as follows

o) =200, e 1, =)l + e =)+, el ®

It is showed that there is a quantum correlation between particle b, ¢ and t, and we can combine the
measurement results of particle ¢ and b to determine the quantum state of particle t. For example, Charlie

and Bob adopt the orthogonal measurement method ¢” ® 6 (o, = |+x> <+x| +|—x><—x| in this formula)
to measure their own particles together, if the measurement results are the same, then it indicates that the
quantum state of particle t must be |+x> . If the measurement results are opposite, then it indicates that the

quantum state of particle t must be |—x>. The quantum correlations between the particles b, ¢ and t are
shown in Table 1.

Table 1. The quantum correlations between the particles b, c and t

If |+x>a |+x>
[+x), [+x), ),

=), =), [+2),

=)
c c

Formula 8 and Chart 1 demonstrate the quantum correlation between particles b, ¢, and t when particle

a is measured as |+x> o

Similarly, substitute formula 3 into formula 7, then the GHZ three-state can be expressed as follows

) =31, )+, ), e =), +=0), ) D), ®

Formula 9 demonstrates the quantum correlation between particles b, ¢, and t when particle a is
measured as |—x> by Alice. We can combine the measurement results of particle ¢ and b to determine the

quantum state of particle t also. For example, Charlie and Bob adopt the orthogonal measurement method
o’ ® oS to measure their own particles together, if the measurement results are the same, then it

indicates that the quantum state of particle t must be |—x> . If the measurement results are opposite, then it

indicates that the quantum state of particle t must be |+x>. The quantum correlations between the
particles b, ¢ and t are shown in Table 2.

Table 2. The quantum correlations between the particles b, c and t
If | x), [+, =)
[+x), =), [+2),
|-), [+x), =),
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3 Protocol Description

3.1 Protocol Initialization

Step 1. Charlie prepares entangled particle of GHZ four-state sequences. Charlie prepares Q (Q>N)
groups GHZ four-state entangled particles whose quantum state is |'//>abc, represented as

WO} WD) WD) (D)), . im whch:

0104 )]0 )10, ) +[1. )1 ).

Step 2. Charlie distributes the GHZ particles. For each group of four particles, Charlie leaves the particle
¢, to himself, and then distributes the particlea,, b, and ¢, to Alice, Bob and Trent respectively.

Step 3. Detect the security of the quantum channel. In order to prevent intercept-resend attack or man-in-
middle attack, it is necessary to detect the security of quantum channel. First, Charlie randomly selects
QO — N particles from his own particles, and randomly selects +x direction or —x direction to measure

lv(@), = %( 1, >),i =1,2,..,0 (10)

them, then he publicly announces the number of these particles in the sequence and the measurement
results. Subsequently, Alice, Bob and Trent in turn measure the particles of the same number of their own
in +x direction or —x direction. Four people compare the measurement results publicly. If the
relationship of these results satisfy the basic principle, then there is no such situation of intercept-resend
attack or man-in-middle attack. Then, the remaining N groups of four entangled particles are shared by
communication four people, thus a secure quantum channel is established between Alice, Bob, Charlie
and Trent.

Step 4. Distribute quantum keys between Trent and Bob, as well as between Charlie and Trent securely.
Distribute and share the N —bit quantum key K, and K, respectively between Trent and Bob, as well

as between Trent and Charlie based on the famous BB84 protocol, where N is the number of bits of
information contained in each standard ballot.

3.2 Voting Stage

Voter Alice holds particle a,, i=1,2,...,N . Alice’s voting information M is a standard vote, it’s n bit
binary sequence as previously mentioned. That is:

M = {m(1),m(2),...,m(i),ym(N)},i =1,2,...,N,m(i) € {0,1} 11

Alice measures the particles in her own hand according to the value of m(7) , but she does not publish
the measurement results.
o . +x,m(i)=0
The measurement direction of Alice= )
—x,m(i)=1
Taking +x direction measurement as an example, the specific measurement tools can be used to make
the particle collapse to the |+x> state, then the measurement result is |+x>, the other direction is similar.

After completion of the voting, the GHZ four state |l//> collapses into a GHZ three state|l//>;m, the

abct
three state |l//>lbd already contains the voting information M.
3.3 Signature, Verification and Audit Stage

Step 1. Because both Bob and Charlie belong to the ballot management center, so they are qualified for
jointly measuring the particles of their own in the base B = {| +x>, —x>} . The implementation of the joint

measurement covers Charlie’s signature of the voting message. The results of this joint measurement
have four combinations, as shown in Table 3.
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Table 3. The results of this joint measurement have four combinations

The measurement result of ¢, |+x> |+x> |—x> |—X>
The measurement result of b, |+ x> |—x> |+x> |—x>
The joint measurement result cb(i) 00 01 10 11

The joint measurement results for all particles ( b,s and ¢, s ) are expressed as:
CB ={cb(1),cb(2),...,ch(i),....,cb(N)},i =1,2,...,i,...,N (12)

CB information are jointly owned by both Charlie and Bob, thus Charlie achieves the effective
supervision of Bob.
Step 2. Charlie encrypts CB information using One-Time Pad Algorithm and key K

«» then he gets
E, (CB), subsequently Charlie sends E, (CB) to the external auditor Trent.

Step 3. The external auditor Trent measures the particle #, of his own using base B = {| +x>, —x>} , the
measurement result is expressed as
0.1 =|+x)
(i) = ;
LJe) =]
The measurement result of all of particle ¢, are expressed as
T ={t(1),1(2),...,t(i),....t(N)},i=1,2,..,N . 13)

Trent encrypts T information using One-Time Pad Algorithm and key K, , then he gets E,fm ),
subsequently Trent sends E,f,b (T) to the verifier Bob.
Step 4. Bob decrypts E,f,b (T) received from Trent using key K, , then he gets the T information.

Step 5. Verifier Bob can figure out the blind vote information M of Alice’s according to T, CB and the
four particle association rules described in the basic principle, and then he can calculate the voting
information M of Alice’s easily.
Step 6. Bob announces the M and CB information publicly.
Step 7. Charlie is a signatory, and he is an internal auditor at the same time. Charlie checks the CB
information, if he finds out that the CB information announced by Bob is wrong, then he will refuse to
accept the election result M, if he finds out that the CB information announced by Bob is correct, then the
process continues.
Step 8. The external auditor Trent audits the quantum correlations between M, CB, and T information
according to quantum correlation rules described in the basic principle, if the correlation meets the rules,
then the audit result is passed, the results of the vote are accepted.

Fig. 1 as follows shows part of the interactive processes in the protocol.

4 Security Analysis and Discussion

4.1 Protocol Can Satisfy the Security of Electronic Voting

This quantum voting protocol satisfies the security requirements of the traditional electronic voting
protocol.

The legitimacy and the blindness of the signature. In this protocol, Charlie signs for the voting
information by measuring, thus ensures the legitimacy of the voting information. But he is unable to
know the details of the Alice’s vote when he signs, so Charlie's signature is blind.
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Fig. 1. The interactive processes in the protocol

Anonymity. Electronic voting must take steps to make it impossible for anyone to connect the voters
with their votes. In this protocol, Alice sends voting information out then exit immediately by measuring
a particle in the GHZ-four-state, because she did not leave any personal characteristics in voting
information, so Alice cannot be traced.

Fairness. In this protocol, Bob needs to use external auditor Trent’s measuring result to verify the voting
results, this balances the power of the Bob to ensure the fairness of the vote.

Integrity. All particles in this voting protocol will be measured, once the particle of a party has not been
measured, he immediately realizes the fault with the counting and the counting process is not complete.
Non-repeatability. In this protocol, a person who has been proved to be a legal voter can only receive a
single particle, so no one can repeat to vote.

4.2 Protocol Can Prevent Fraud

Bob, Charlie and Trent can only get part of the secret information, so their measurements are blind, they
cannot completely determine the final results of the vote. The results obtained by Bob’s verification will
be immediately subject to internal and external audit, the abnormal results of the vote will be found even
if the forgery exists.

4.3 Protocol Is Secure Against Quantum Attack
After establishing a secure quantum channel, Alice’s vote information eventually passes to the verifier
Bob through Entanglement properties between GHZ four particles, this result will not be intercepted or

tampered with by an attacker. The intermediate measurement results transferred between Trent and
Charlie and between Trent and Bob are encrypted by One-Time Pad Algorithm, they are secure, too.
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4.4 Unconditional Security of the Protocol

In order to guarantee the unconditional security of the protocol, the security of the protocol should be
independent of the computing resources owned by attacker.

Unconditional security of key distribution. In this protocol, the quantum key Ku shared by Trent and

Bob and the quantum key K shared by Trent and Charlie are distributed by BB84 protocol, this has
proved to be unconditionally secure.

Unconditional security of encryption algorithm. The One-Time Pad Algorithm used to encrypt
information between Trent and Bob as well as between Trent and Charlie has been shown to be
unconditionally secure.

Unconditional security of transmission channels. In this protocol, in the process of voting, signature,
verification and audit, the instantaneous transfer of information in the quantum channel is realized by
measuring the entangled state of GHZ four-particle. According to the principle of quantum mechanics,
the transmission is not limited by time and distance, and will not be blocked by any obstacle.

5 Conclusion

In the scene we designed, the voting activity is initiated by the ballot management center. After the voter
casts the ballot, the ballot is signed by the signer, and then verified by the verifier. In order to guarantee
the credibility of the vote, we innovatively introduce the external supervisor to take the external
supervision as a real link of the voting activity. So we introduce the quartet when the protocol is
implemented, namely, the voter Alice, the verifier Bob, the signer and internal auditor, Charlie, and the
external auditor, Trent. As the title of this paper says, this voting protocol’s participants have rich roles.
In this paper, according to the election activities depicted above, we propose a new quantum voting
model which is easy to implement. In this model, we introduce internal audit and external audit
simultaneously, and external auditor participates in the measurement. In order to achieve unconditional
security, we fulfill the protocol by using the entanglement properties of four particle GHZ state. The
protocol is secure and reliable, especially it does not require complicated quantum fingerprint function.
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