Journal of Computers Vol. 28, No. 6, 2017, pp. 100-113
doi:10.3966/199115992017122806009

Improved Algorithm for Digital Chaos Sequences
in Full Mapping

Shuai Chen!*, Shui-feng Zhang?

' School of Electronic Engineering, Huainan Normal University,
Anhui 232038, China
Chen232001(@126.com

2School of Electronic Engineering, Huainan Normal University,
Anhui 232038, China
253537334(@qq.com

Received 16 July 2016; Revised 07 February 2017; Accepted 07 February 2017

Abstract. For convenient calculation and improvement of processing speed, the calculation
method for a one-dimensional discrete chaotic sequence is improved, and an integer calculation
of fully digital chaos sequences is proposed. Logistic chaotic variable substitution and adjustable
parameters are introduced. Calculation results are achieved through a digital chaotic equation.
Analysis shows that the method for calculating the resulting sequence is chaotic, whereas the
method that employs an integer and avoids floating-point arithmetic is convenient and increases
speed. The integer chaos is easy to identify in digital circuits.
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1 Introduction

Chaotic sequences have numerous applications [1-3]. When a chaotic sequence is utilized in a secret
communication [4-7], only a few parameters are necessarily transmitted. The characteristics of chaotic
sequences include a similar random process, similar white noise, and extreme sensitivity to the initial
value [8-9]. Generally, the use of floating-point digital chaos to calculate sequences according to the
chaotic formula consumes an increased amount of computational resources. Numerous improved chaotic
systems have been proposed [10-11]. The use of floating-point arithmetic improves accuracy. However,
floating-point arithmetic is slow, requires several clock cycles, and entails inconvenient chip
implementation. Under the condition of maintained precision, if digital chaos is used with integers, then
the computation speed will increase.

In order to improve the computing speed, this paper improved the calculation method of one-
dimension Logistic chaotic. Due to the characteristic of full mapping is good [12], the paper [13]
analyzes the many bits digital sequence pseudo random characteristics, so the improved full map chaos in
integer calculation are put forward in this paper. Through inspection the modified algorithm remains
chaotic characteristics. The design and hardware implementation of the improved method has been
completed, which can be realized through hardware quick bits of digital chaos.

The relative work was introduced in section 2. The improved algorithm is in section 3 and was
analyzed in section 4. The hardware implementation of the modified algorithm was implemented in
section 5. Conclusions were drawn in section 6.
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2 Relative Work

2.1 Logistic Mapping

The logistic mapping is shown as follows [14, 15, 16]:

x,, =ux,(1-x),0<x, <1,0< u<4), 6}
where X is the iterating value by » times, x,,, is the iterated value by n+/ times, and p is a parameter.
If

x =(2-05)y Q)
4
Py 3
4 2

where y, is a variable, then Eq. (1) can be converted as

Vou =1=2y,, “4)
or

x,., =1-Ax, 5)

where parameter 0< A4 <2, and x,<(—1, 1). Full mapping is when A =2 or u = 4.
2.2 Iterating Roots of Logistic Mapping [15, 17]

In the iteration process of calculation x,, the iteration terminates whenx,,, = x, . Thus, the x, goes into an

unchanged state with n, and the roots are called constant or fixed-point roots. In a single-turn iteration
condition, the roots address the formula

x=f(x)=ul-x). (6
The f(x) is a function of the variable x. By solving the equation, the roots are
Xy =0
1. ()
Xy =1——
U

where the xo; and xp, are roots of the equation (6). The constant roots are the intersection points of the
curves

y=x
{y=ﬂX(l—X)' ®

evidently, (0, 0) point is one of the roots.
Differentiating the formula y = ux(1—x), then
dy

—=pu-2ux. 9
dxﬂ yzi )

If 4 < 1, then only one intersection point (0, 0) exists for the two curves, as shown in Fig. 1. When
dy

d |._o=(u—2ux)| _,= u>1, then two intersection points exist for the two curves, as shown in Fig. 2.
X
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The apex of the parabola y = ux(1—x) is (1/2,/4). When =2, the line with 45° is across the

apex of the parabola.
The iteration in two turns is

x=f(f(x) = plpx(1=x)][1 - px(1-x)], (10
which can be expressed as
x=f1(x). 11
Its root is called the root for two cycles. The two-cycle root should address
1
X[x—(l—;)][ﬂzxz =+ px+(u+1]=0, 12)
x,=0
1
X, =1-— . 13)
7
(D Ey(u+D(p-3)
34
2u

The root for two-cycle roots visibly contains the stable root for a single-turn iteration. Using Eq. (13),
4 must be greater than 3 to guarantee that x;, is real.

In the same way, three-cycle roots may be calculated. Let

x=fIAI/ )= (%)
= pip (1= )] [1 = g = ) {1 = g pax (1= 0)][1 = pax(1=x)]} -

The three-cycle root should address

(14

10x° —GBu+D)’x’ +Gu+1)(u+1)u'x
—(1 + 507 +3u+ D)0+ QuA D)+ p+ )’ (15)
(A D+ pDpx+ (8 + 1) =0 '
The rules of the logistic mapping may be summarized as follows:
(1) When © <1, the curve y = ux(1—-x) may obtain the iteration value y, (point A) starting from a
random initial 0 < x, <1, as shown in Fig. 1. Given that the iteration value is x,, then the horizontal line
intersects the line y =x in point B. Then, x, is used in the iteration formula to obtain x,, that is, the

vertical line intersects the parabola in point C. Given the iteration process, the point gradually becomes
close to zero (0, 0).
(2) When 1< g <3, the iteration process eventually ends in fixed point P2 (1-1/x, 1-1/u), as

shown in Fig. 2.
(3) When 3 < £ <3.449, the iteration process alternately appears in two cycles, as shown in Fig. 3.

(4) When 3.449 < 1 < 3.57, the iteration process appears in a four-, eight-, ..., and so on cycle point.
(5) When 3.57 < i, the iteration process appears chaotic, endless, and with infinite cycles points, as

shown in Figs. 4 and Fig. 5.
Fig. 6 shows the sequence in full mapping (« =4 or 1 = 2.0).
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Fig. 1. Iteration process for logistic mapping (u = 0.7)
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Fig. 2. Iteration process for logistic mapping (u = 2.5)
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Fig. 3. Iteration process for logistic mapping (i = 3.1)

0.1 0.2 03 04 os 06 07 0s 09

Fig. 4. Iteration process for logistic mapping (u = 3.8)
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Fig. 5. Iteration process for logistic mapping (u
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Fig. 6. Logistic full mapping (A

2.3 The Period-doubling Bifurcation of Logistic Mapping

With regard to the analysis of the iteration formula of the preceding logistic mapping, the diagram

between the stable roots with the parameter p,

—x (o) is shown in Fig. 7.

such that u
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Fig. 7. Period-fork process of the stable trend of the logistic mapping
2.4 Probability Density of the Logistic Mapping [18]

For the logistic mapping, such as in Eq. (1), when ¢ = 4, the probability density function of the sequence
by the formula may be expressed as

1
— —1<x<l1
p(x) =19 mx(1—-x) . (16)

0,else

For the logistic mapping, such as in Eq. (5), when 4 = 2, the probability density function of the
sequence by the formula may be expressed as [19]

1
— —1l<x<l
p(x)=9 z\1-x . 17)
0,else
Then, the mean of the sequence is
- L1
x:hm—le. = J:xp(x)dxzo. (18)
N> N i=0

The two initial values xj9 and x,¢ are utilized independently to generate two sequences. Then, the
cross-correlation function is [20]

. 1 N-t — -
c(m)= hm[ﬁ ;} (x; — x)(xz(mn) —x)]

= I lefm (3,) p(x;, X, )elx, dlx, X (19)
0
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The joint probability distribution function of the two sequences is p(x,,x,)= p(x,)p(x,), and the auto-
correlation function of the sequences is equal to J(m). The xq; and x, are variables of the two sequence,
where the x;;and x,;are discrete variable of the two sequences. The x,., is the m steps delayed value of

the x,;. These features indicate that the sequence is similar to the white noise sequence.

3 Improved Algorithm for Digital Chaos Sequence in Full Mapping

To multiply on both sides of Eq. (1), a° is

azxk = pax, (a—ax, ) (20)
if
Vi = ax,
. 21
{# » @1

Then, y;—; = axx—;. Thus, Eq. (20) is changed into
ay, =4y, (a-y,), (22)

and
4,
=4y (a-y._ )/ a=4y., _;yk—l . (23)

Given thatx, €[0,1], then y, €[0,a]. Let a =2" (where the parameter m is an integer). Thus,

="
Ve=& 4)
=x, <<m
Then, y, €[0,2"], and Eq. (5) becomes
4
Ve =4y, __ylf—l

a

=4y v /2" : (25)

=4y, —yi, >>(m-2)
To avoid zeros in the iteration, let y, €[1,2" —1] and change Eq. (25) into

Ve =4y, —yi >>(m-2)-1 (26)

where the parameter m is the binary digits of the sequence value. For example, if m = 32, the 32-bit
sequence is

Ve =4y, —yi, >>30-1, 27
where
v, €[1,2” —11=[1,4294967295] . (28)
The maximum value of y, = 4294967295 is obtained when y;_; = 2147483648.

4  Analysis

Let m = 32, and randomly set the initial value y,. After producing a sequence through Eq. (26), the
independence and distribution uniformity of this sequence are analyzed.
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4.1 Independence Analysis

Let yy = 1234. The produced sequence is shown in Fig. 8.

4.5
Yk
i

Fig. 8. Digital chaos sequence

The binary quantitative method is utilized for the quantitative sequence to calculate the correlation.
The binary quantitative value of produced sequence yy is

{l’ykzyp

zZ, = .
_1ayk <yp

k

29

Where the y, is the thresh value for quantitation. The auto- and cross-correlation of the binary
quantitative sequence are then calculated. Assume that z, and w, are two sequences in domain {1, —1}

with a length of p, then their auto- and cross-correlation are R_(j) and R
follows:

(j), respectively, as shown as

R
Rz(]):;ZZiZHj > (30)
i=1

SIS
R = 27 3D
i=1

The auto- and cross-correlation are shown in Figs. 9 and Fig. 10, respectively. The auto-correlation of
the sequence is binary, whereas its cross-correlation is a small value.

R.(J)

Fig. 9. Full map of the digital serial auto-correlation
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Fig. 10. Full map of the digital serial cross-correlation

Fig. 11 shows the full map of the phase space for the improved algorithm to generate a sequence. The
original phase space of the logistic map is retained.
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Fig. 11. Full map of the digital serial phase space

The Lyapunov coefficient reflects chaotic sensitivity to the initial value. We set the substitution of the
chaotic operation point for x;, and the chaos iteration after the value is x;;; if

y=x=1(x). (32)

Then, Lyapunov coefficient is expressed as
1 & :
LE=—3In|f(x)]. (33)
i=0
The discrete sequence is changed into a difference equation as

LE =3 In] f(x.)- £(5)]. (34)
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According to Eq. (26), the Lyapunov coefficient for the preceding sequence is LE = 20.686. Inequality
LE > 0 indicates the chaotic sequences generated by the new method.

4.2  Uniformity Analysis

We randomly set the initial value. For example, let y0 = 1234. The digital sequence is generated, and the
number of times “1” appears in each bit of the 32-bit sequence is counted. The statistics is shown in
Table 1. The calculated mean of the sample is 50002, which is close to the ideal value of 5000 (average).

The maximum is 50282, and the minimum is 49727. Pearson introduced the z* principle [21] to verify

sequence uniformity. The statistical variable y* is expressed as

k (n.—np.)*
K=ly @) (35)
n Jj=I pj
where 7, is the count in the interval S, of sequence X,,i=1,2,---,n (n is the count of the sample
k
n =Zn]. ), k is the total number of the interval, and p; is the probability of every interval (j is the
J=1

interval code).

Table 1. Cumulative of bit “1” appearance in each bit of the 32-bit sequence.

bits count bits count bits count
0 50110 11 50097 22 50126
1 49953 12 49908 23 50098
2 49902 13 49977 24 49974
3 49972 14 50045 25 50104
4 50068 15 50142 26 49940
5 49727 16 49809 27 49971
6 49882 17 49841 28 49784
7 50113 18 49808 29 50282
8 50180 19 50030 30 49991
9 50125 20 50077 31 49813
10 49994 21 50236

For uniform distribution, p ; :% , and

(36)

For the given confidence level «, if K > 7/, ., then the distribution is not uniform in x,---,x,;
otherwise, the distribution is uniform in x,,---,x, .

According to Table 1, the statistic is K =11.6553.

Let level & =0.05; thus, 7, , = X500 > X005 = 43.773> K, =11.6553 is known. Then, bit 1 and
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bit 0 are evenly distributed in the sequence value of 32 bits.

5 Hardware Implementation

The implementation of Eq. (27) in a field-programmable gate array chip is shown in Fig. 12, where
in[31..0] is the signal y;—; for the input, and ou[31..0] is the signal y; for the output. The signal clock is
the clock, and the chip works on the positive edge. The signal set is the controlling signal. The initial
value is saved in the chip on the positive edge of the clock when set = 1. The chip iteration is calculated
on the positive edge of the clock when ser = 0. The function of the chip is shown in Fig. 13. The
operation may be expressed as

(clock 1)
set=0 37
tep =in

(clock T)

set =1 . 38)

out = tep << 2 —((tep * tep) >> 30)

tmp([31..0] -
PRE "1 Addo
in[31.0 D> D |
clock D> )
selD> = out[31..0]~reg0
CLR PRE
D Qe »out[31.0]
MULTIPLER >
ADDER ENA
CLR
Fig. 12. Implementation of a 32-bit integer chaos in a chip
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Fig. 13. Simulation function of the digital chaos chip

As shown in Fig. 13, when the input is 0x00000003, the output of the chip is 0x0000000B. When the
input is 0x00000007, the output of the chip is 0x0000001B. When the input is 0x1A2B3C4D, the output
of the chip is 0xSDF9B300. When the input is Oxftfffft0, the output of the chip is 0x0000003F. When the
input is 0x0000000C, the output of the chip is 0x0000002F. When the input is 0xD5C1ESFS, the output
of the chip is 0x8D16A9B3, ..., which is similar to the manual calculation. The chip correctly completes
the arithmetic of digital chaos.

Fig. 13 also shows that only one clock cycle is necessary for integer chaos, and the floating-point
chaotic operation should be conducted in more than one clock cycle. Therefore, the improvement in
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integer chaos calculation increases the processing speed and is convenient for hardware implementation.

6 Conclusions

A method of sequence generation was developed by improving the one-dimensional logistic chaotic
sequence. The produced sequence was analyzed. The results showed that the sequence generated with the
improved method has independent features and exhibits distribution uniformity. The new method that
employed an integer and avoided floating-point arithmetic was convenient and increased speed. The
integer chaos was easy to identify in digital circuits.
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