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Abstract. This paper surveys the impact of different jammers on the Galileo receivers in the L1
band. Specifically, we examined the relationship of the sweep-rate of chirp-style jammers with
the detection probability when ac-quiring a Galileo signal. The simulation results show that the
relationship between the sweep-rate of the chirp jammers and the resulting impaction of the
acquisition process is a non-linear function. With the of 45 dB-Hz, the probability of successful
acquisition is less than 95% when the sweep rate of the chirp jammer is about 1 GHz/sec and the
jamming-to-signal ratio (JSR) is above 21 dB; on the other hand, when the jammer type is the
continuous-wave interference, the Galileo receivers can tolerate the JSR of 25 dB.
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1 Introduction

Recently, the location-based applications have gained great attention. Among many locationing
technologies, the Global Positioning System (GPS) technologies are accessible for the civil-oriented
navigation system. Furthermore, the European Galileo program has been launched a global navigation
satellite system (GNSS) which provides enhanced accuracy. Similar to the GPS receivers, the Galileo
receivers need some anti-jamming mechanism to assure the required levels of quality of services (QoS)
[1]. Although many anti-jamming techniques have been proposed for GPS receivers, including space
domain [2-4], time domain [5-9], and frequency domain [10-13], and time-frequency domain [14, 15],
few research results have been reported for Galileo receivers [16]. Moreover, many previous works
assumed the jammers are in the continuous-wave interference (CWI) forms. Recently, the chirp-like
jammers have been drawn a lot of attention [17-21]. However, these papers are focused on GPS receivers.

This paper provides a numerical analysis of the impaction of linear chirp jamming on the acquisition
and tracking loops. The simulation results show that the linear chirp jammers have more impact on the
Galileo receivers than the CWI jammers. Furthermore, we find that the probability of successful
acquisition is a non-linear function of sweep rate of the linear chirp jammers.

2 System Model

The Galileo L; band (1559-1592 MHz) signals are the most appealing for consumer electronics and
present all unique characteristics of the Galileo signal, such as Binary Offset Carrier (BOC) and Coherent
Adaptive Subcarrier Modulation (CASM). The L, band Galileo signal includes three channels: 4, B, and
C channels. The A4 channel contains encrypted data for the public regulated services, while the B and C
channels contain navigation data and the data-less pilot tones, respectively. These channels are modulated
through BOC modulation. Without loss of generality, we only consider the B channel in the L, band in
this paper.
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BOC modulation is usually denoted as BOC(n, m), which means the subcarrier frequency fsc = n-1.023
MHz, and the code rate K MHz. Therefore, the B channel signals, which are BOC(I, 1) modulated,
transmitted by the n-th satellite, y,(?) can be expressed as:

y,()=+2P e, (t)- cos(27rlet +60) 4))

with

ep(t) = Z C. — 5 tmoatr.40920 D1, - 5 modci 4002y X e 1, - SIgN[SIN27 R, _51)] (0]

i=—0

where P; is the power of signals; € is the phase delay; f;; is the carrier frequency of L; (1575.42 MHz);
C;.p is the spreading code with chip rate R.;;.3 MHz; Dy, is navigation data stream, mod{} is the
modulo operation, /{7 is the rectangular function and sign{} the sign function. Note that, we set the
carrier-to-noise ratio C/N, as 45 dB-Hz in this paper.

In the presence of interference, the received signals can be modeled as

S = Y 3, (0)+ () + w(t) 3)

where yy(?) is the useful signals transmitted by the n-th satellite as defined in (1), K is the number of
available satellite for a Galileo receiver, i(z) is the jamming signal and w(?) is the noise term. Due to the
orthogonality of the spreading code, a Galileo receiver is able to individually process the signal
transmitted by different satellites. Therefore, without loss of generality, the received signal 7(¢)can be

simplified to consider a single satellite at a time. After down conversion to the intermediate frequency
(IF), the down-converted signal can be expressed as

F(t)=s'(t)+w(t)+i(r) “

where s'(¢) = \/ﬁ eB(t—t)cos[2xn(f, + f,- )t +0]; tis the delay introduced by the transmission channel
of the satellite; f, and & are the corresponding Doppler frequency and the phase offset, respectively; and
fi-1s the IF of 4.092 MHz. 7(¢)is then bandpass-filtered and amplified. Therefore, the input signal
r(t) at the input of the ADC can be expressed as

r(1)={[s'(t) + w(t) + J(O)] gy (0}G(0) £ 5(2) + (1) + j (£) O]

where /,,(¢)is the impulse response of the band-pass filter (BPF), and G(7)is the gain of the variable
gain amplifier (VGA); “*” denotes the convolution operation. r(¢) is then sampled at the rate 1/7, =41, .

2.1 Jamming Model

The jamming signals, assumed to be chirp-type or continuous-wave interferences (CWIs), can be
expressed as

J()= 3 2B, cos(2n £, (1)1+0,)) ®

where K is the number of jammers and P, ;, f,.(f) and 0, are the power, starting frequency (at time t =

0), and phase delay of the i” jamming signal, respectively. For different types of jammers, the definition
of f,.(z) can be found in Table 1. Note that f; is the initial frequency, 7, is the target time, fi(z;) is the

instantaneous frequency.
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Table 1. The definition of frequency sweep in (6) for different types of jammers

Jamming type Frequency Sweep f, ,(¢) B
Linear chirp .= f,+pt B= fi(fgt) )
()~ Jo
Convex chirp 1.0 = fy + pt B= i gt)Z o
Logarithmic chirp [0 =1,p" 5o [ﬁ ;tg ) ]
CWI f, NA

The jamming-to-signal ratio (JSR) for the i-#4 signal is defined as

P,
JSR, =10log,, {%} Q)

5

Fig. 1 shows an example of a linear chirp jamming. The starting frequency is chosen as 2.046 MHz
and after 4 ms, the instantaneous frequency is 6.138 MHz, i.e., the sweep rate f=1.023 GHz/sec. Fig. 2

illustrates an example of a convex chirp with p=255.75 GHz/sec’. Fig. 3 depicts an example of a
logarithmic chirp with f;=2.046 MHz, fi(t;)=6.138 MHz, and t,= 4 ms.
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Fig. 1. An example of linear chirp jammer
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Fig. 3. An example of logarithmic jammer
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3 Evaluation of the Impact of Jammers on the Acquisition and Tracking Blocks

3.1 Impaction on the Acquisition Block

Fig. 4 depicts a typical diagram of the acquisition function block, which performs a search for satellites
in view. To quantify the quality of acquisition results, we define a signal-to-noise ratio (SNR) I" as the
performance metrics. The definition of I'is the power ratio of the main peak value to other off-peak
values after the received signals are despreaded and can be expressed as

nlk]
A VGn¢k,ki4 {ninl}

=

®

AQ?[

Frequency

Digital IF generator
EFW IFFT f—> | > —{Output]
Complex

L Q Conjugate

!

Fourier
transform

PRN Code

Fig. 4. A typical block diagram of acquisition block [1]

where k =argmax, {r[n]} denotes the index of the peak of the correlation output, {7[n]} denotes the
output of the circular cross-correlation between the input of the acquisition block and the spreading code,
and AVG {} the average operation. For a successful acquisition, we can obtain the estimation of a
Doppler frequency f ", and code phase offset 7 in (4) as shown in Fig. 5, where the coherent integration
is 4 ms and the total integration time is 10 ms.

Frequency [MHz]

Code Phase [chips]

Fig. 5. An example of a successful acquisition

To evaluate the impact of jammers on the acquisition loop, we adopt the acquisition probability as the
performance metric, which is defined as follows:

Pr,2Pr{f=rnIC2T,} Q)
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where I'is the SNR value and T, is the pre-defined threshold.
Fig. 6. illustrates the procedure of calculating the I',, . Note that the input is only white noise. The

resulting threshold I',, =5.27 dB when the corresponding the false alarm rate as 0.1%. The resulting
acquisition probability for different types of chirp jammer are depicted in Fig. 7.
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Fig. 6. The procedure of calculating the threshold
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Fig. 7. Resulting acquisition probability for different type of chirp jammer
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3.2 Impaction on the Tracking Block

After the acquisition, the code phase and Doppler frequency of the acquired satellite are applied to
initialize the tracking loops (Fig. 8). The loops are continuously updated every 4 ms so that the satellite
and receiver dynamics can be tracked. For the carrier tracking loop, we can express the prompt output of
the “integration and dump” on the in-phase arm as:

I,[n]=LPF{r[n]-cos(2z fyzn)-C, ,[n—7]} =D, z[n]-cos() (10)
— )
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Fig. 8. A typical block diagram of tracking block [1]

Note that, we drop some constant terms in (10). Similarly, the prompt output of the “integration and
dump” on the quadrature-phase arm can be expressed as:

Q,[n]=LPF{r[n]-sin(2z f,;n)-C,_,[n-#]} =D, ,[n]-sin(0) (11

Therefore, the carrier-loop discriminator can extract the phase error. Therefore, the carrier-loop
discriminator can extract the phase error € by

6[n]=arctan Q [n]/1 [n] (12)

The estimated phase error then feeds to the numerically controlled oscillator (NCO) to adjust the
frequency of /}m . By doing so, we can synchronize the carrier frequency with the transmitter.

For code tracking loop, we choose the non-coherent normalized early minus late power algorithm as
the code phase discriminator. The output of the code phase discriminator can be expressed as
E*-I
AT=05—-— 13
E*+ L ()

where E=./I’, +0°, and L=4I’, + O?, , Assumed that the satellite signals have been acquired, we

evaluate the impaction of jammers on the tracking loops as illustrated in Fig. 9 and Fig. 10. The results
show that the linear-chirp jammers have severely impaction on the tracking loops.
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4 Conclusions

We have numerically evaluated the impaction of three kinds of chirp jammers, i.e., linear, convex, and
logarithmic chirps, on the acquisition and tracking loops. The results indicate that Galileo receivers need
to equip with jamming mitigation function to guarantee the required levels of QoS. Our future works are
to design the anti-jamming algorithm to combat the chirp jammers for Galileo receivers.
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