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Abstract. Public verification of data integrity is crucial in promoting the serviceability of cloud
storage systems. Auditing technique is an efficient tool to check the integrity of the remotely
stored data. However, the general audit mechanism only considers the confidentiality of
outsourced data, and ignores the anonymity of data owners. The exposure of data ownership
causes outsourced data become vulnerable to attacks. To address this problem the study presents
a new model of pseudo-ID-based auditing protocol. We propose the first pseudo-ID-based
public auditing scheme (PIDPA) for cloud data integrity, which is provably secure based on the
computational Diffie-Hellman (CDH) problem. In particular, the introduction of pseudo-identity
ensures the anonymity of data owners and allows a key generation center (KGC) to track the real
identity of data owners when disputes arise. Moreover, full batch auditing is supported in the
multi-user scenario on the basis of homomorphic signature. Theoretical analyses prove that the
proposed PIDPA scheme is secure while maintaining the desirable security properties, and
experimental results show that our scheme is efficient to audit data integrity in the cloud.
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1 Introduction

With the explosive growth in volume of data worldwide, cloud storage has been widely used and has
provided major benefits and conveniences for individuals and organizations. However, cloud storage
involves many security issues, such as data access [1], search over encrypted outsourced data [2], data
integrity [3-4], and privacy-preservation [5-6]. Ensuring data integrity in the cloud is a key issue in cloud
storage [7]. As a data user deletes local data and loses control of his/her data after uploading, the user
may be concerned that his/her data would be lost or corrupted due to hardware errors and software bugs.
Furthermore, the cloud storage server may deliberately tamper or delete the data for illegal purposes.
Therefore, the integrity of outsourced data in the cloud should be checked.

To address this security issue, various auditing schemes have been proposed in recent years. Ateniese
et al. [8] presented a public auditing scheme to check the integrity of remote data, which is the base of
integrity checking schemes, however, this scheme cannot guarantee that the data can be retrieved.
Shacham and Waters [9] established the compact proofs of retrievability concept based on BLS signature
[10]. Then, considerable schemes have been proposed to check the integrity of outsourced data without
downloading the entire files [4, 11-21]. Most of existing public auditing schemes are based on the public
key infrastructure (PKI) [8, 13]. In this infrastructure, a certificate generated by a third party is required
to bind a user’s identity and the associated public key. The user required to manage his/her public key
certificate. Thus, certificate management results in high computation cost, especially in a multi-user
setting, which makes the previous schemes based on PKI unsuitable.

The concept of identity-based public key cryptography (ID-based PKC) [22] was presented to solve
certificate management problem. In the ID-based PKC, the identity of a user is his/her public key, and
this private key is generated by KGC based on the public key. Thus, no certificate management is
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required. Zhao et al. [16] proposed an identity-based public auditing concept based on bilinear pairing. In
their scheme, the user’s public key is his/her identity, and the private key is generated by the KGC based
on the user’s identity. Subsequently, Wang et al. [20] established a real ID-based auditing scheme that
was proved to be safe in their security model. Tan et al. [23] presented an ID-based scheme: called
NaEPASC, which simplifies key management and alleviates the user burden. However, Wu et al. [24]
indicated that NaEPASC is vulnerable to signature forgery attacks in the setup phase. Zhang et al. [4]
proposed an ID-based public auditing scheme that provids batch auditing. However, He et al. [25]
showed two concrete attacks that break the data integrity of the scheme. These ID-based public auditing
schemes [16, 20, 23] experience the drawback of key escrow problem.

Wang et al. [17] proposed a certificateless public auditing scheme to overcome certification
management and key escrow problems. The private key of a user in the certificateless public
cryptography consists of two parts, namely, a secret key generated by the user and a partial private key
generated by a KGC. Thus, the aforementioned certificate management and key escrow problems have
been solved. Generally, the user is limited by the available computational resources. Thus, an authorized
third party (TPA) is introduced to audit the data integrity rather than the data owner. The TPA should not
obtain any knowledge of the audited data during auditing because he/she is a third party. In addition, the
TPA and other users should not obtain the identity of the data owner; otherwise, the frequently audited
data may experience many attacks and attract numerous attackers. In other words, exposure of data
owner identity makes the outsourced data vulnerable to attacks. For example, the data content can be
inferred by guessing and collecting information based on the identity of the data user. Unfortunately,
anonymity of the data user (data owner) is not considered in the certificateless public cryptography.

However, absolute anonymity may cause other security issues for the users and data owners. For
instance, a malicious data owner can damage part of shared data for some illegal reasons, and the
absolute anonymity of identity can allow the data owner to escape responsibility. Thus, the absolute
anonymity is unsuitable. Obviously, traceability is equally important to a public auditing scheme for
shared data.

On this basis, the anonymity and traceability of data owner identity in the public auditing scheme are
crucial. To overcome these problems, we propose the first pseudo-ID-based public auditing protocol
(PIDPA) by hiding the real identity of data users. PIDPA is proven to be secure on the hardness of
computational Diffie-Hellman (CDH) problem. Our major contributions are summarized as follows:

(1) We present a pseudo-ID-based public auditing scheme (PIDPA). Pseudo identity is introduced to
ensure the anonymity of data owner. A KGC can track the real identity of the data user when disputes
arise. The proposed PIDPA scheme avoids certificate management and key escrow problems.

(2) In our proposed PIDPA scheme, a real batch auditing is achieved in a multi-user scenario based on
homomorphic signature.

(3) We perform a security analysis of our PIDPA scheme to demonstrate its provable secure. We also
conduct performance evaluation and comparison with a previous scheme.

The rest of this paper is organized as follows. Some preliminaries are presented in Section 2. Section 3
describes system model and security requirements. We describe the proposed PIDPA scheme in Section
4. We present a security analysis and a performance analysis in Section 5 and Section 6, respectively.
Finally, we make a conclusion.

2 Preliminaries

Let G and G, be an additive group and a multiplicative group with the same prime order ¢ . A map
e:Gx G — G, is called a bilinear pairing if all of the following three conditions hold.

(1) Bilinear: For any two random points P,Q € G and two random elements a,b € Z_, the equation
e(aP,bQ) = e(P,0)" could be got.

(2) Nondegeneracy: There is a point P € G such that e(P,P) #1.

(3) Computability: For any two random points P,Q € G, e(P,Q) could be calculated efficiently in

polynomial time.
Discrete Logarithm Problem: For two random points P,Q € G, it is difficult to calculate integer
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x€Z, to getequation Q =xP.
Computational Diffie-Hellman (CDH) problem: For two random points R,Q € G, we cannot calculate
point abP in polynomial time, where R=aP , Q=bP, and a,b € Z, are two unknown elements.

3 System Model and Security Requirements

3.1 System Model

There are four entities in our proposed PIDPA scheme, i.e., the third public auditor (TPA), Key generate
center (KGC), data user and the cloud storage server (CSS). Their roles and interactions among them are
showed in Fig. 1.

@

=
Q
a

noureIe ]
wWoIsks T

SIOUIE.

<,
«

| Auditing Results
% ‘ Auditing Requests

Fig. 1. The cloud storage model

KGC: It is a trusted party to responsible to generate system parameters and send them to the other
three entities, and keep user’s real identity and assists generate user’s private key.

TPA: It is a honest-but curious party with more computation capabilities to provide honestly data
auditing service for users.

Data user: It is a legal user of the system who has a large amount of data files to be outsourced to the
cloud storage foe data maintenance and computation.

CSS: It is an semi-trusted entity which has unlimited storage space and computation capability to
storing and maintaining the outsourced data, and provides the data access to the data user.

3.2 Security Requirements

According to the existing research results [17, 20, 23], the PIDPA scheme needs to satisfy the following
fundamental functions and security requirements:

+ Public Verifiability: The TPA should check the integrity of outsourced data without downloading the
all data or causing additional burden on the user.

+ Confidentiality: The TPA and the CSS cannot recover the data of the user’s data stored in the cloud
throughout the whole process.

+ Storage Correctness: To ensure that a TPA can audit the storage correctness by checking the integrity
of the outsourced data.

+ Anonymity: In order to protect the user’s privacy, his real identity should be hidden from everyone
except for KGC.

+ Batch Auditing: To improve the computational performance when receiving multiple requests from the
same data user (the same identity), or different data users (different identity, i.e. multi-user scenario)
for checking the data integrity, the third auditor could execute multiple auditing delegations
simultaneously.
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+ Traceability: When disputes arise, the KGC can track the real identity of data user.
In addition to the above fundamental security requirements, the proposed new scheme should resist the
following attacks.
+ Delete/Modification Attacks: The malicious CSS may discard a challenged data block or its meta-data

and replace them with another pair of data-block and meta-data in order to pass the auditing.
« Forge Attacks: The malicious CSS may forge the block meta-data resulting in improper and

unsatisfactory data auditing.
+ Replay Attacks: The malicious CSS generates the proof using non-updated or previous data, previous

proof or other information, without querying data owner’s actual data.
3.3 Security Model

In our PIDPA scheme, the KGC is a trusted authority, so we mainly consider that the semi-trusted CSS
may launch the attack. The security of the auditing scheme is defined by a data integrity checking game
played between an adversary 4 who plays the role of the CSS and a challenger C to solve CDH
problem. The game has the following phases:

+ Setup: when C executes Setup algorithm, it gets param and Msk. Then, C returns param to A,

and keeps Msk secret.
* Queries: 4 makes as many queries to the challenger C , including Key extraction queries and
TagGen queries.
- Key extraction queries: Upon receiving a query with identity PId,, C returns {x,,d,} to A.
- TagGen queries: Upon receiving a query with a user’s identity PId, and data C, with identity id, ,
C executes TagGen algorithm and returns {C,,id,,R,} to 4.
« Output: Finally, 4 outputs an authentication tag (C",R") of a subset /" = {i, ,i,,--,i, } as its forgery.
The adversary A wins the game if it satisfies the following restriction conditions:
(1) True < Verifying(PId,,C",R’);
(2) If PId, has never been queried during the Key extraction queries;

(3) At least one element z] € I has never been sent to the TagGen queries.

4 Proposed PIDPA Scheme

In this section, we will put forward a public auditing scheme without key escrow, and pseudo identity is
introduced. Our PIDPA scheme consists six algorithms: Setup, Key Extraction, TagGen, Challenge,
ProofGen and Verifying. Fig. 2 exhibits the main auditing process.

- Data User CSS TPA
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Fig. 2. Auditing process of our proposed PIDPA scheme
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The detailed algorithms are followed:
Setup: For KGC, it sets up the following system parameters. Given a security parameter & , it selects two

groups G and G, of the same prime order ¢ , P is the generator of G, 4:{0,1}' > G, H:{0,1}" - Z; ,
H,:GxGxG—Z,, H:G, > Z, , H,:G,xGxG—Z, are hash functions. And randomly selects

seZ,,and compute P,, ={P, . .P .} where P, =s"'P, P =sP,and Q=h(P,, ). Finally, KGC

P
publishes the following system parameters

Param=1{G,G,,q,e,P,h,H,H,H,H,,P,,,0},

and secretly keeps his master secret key
Msk ={s} .
Key extraction: A data user U whose real identity is /D,,, random chooses x,, € Z; as his private key,
and computes h, =h(ID,), Y, 6 =x,h,. U chooses v, eZ; randomly, computes 7 =vh , c=
H,(T,.Y,.P,.), 0=v,+cx,,and send{/D,.Y, T, ,0} to KGC.
KGC computes c=H,(T,.Y,,.P,,,) and h, =h(ID,) after receiving {ID,.Y,,T, .0}, and checks
6h,=,+cx,)h, =vh, +cx h, =T +cY ,whichis aborted when verification fails. Otherwise, KGC
=st'P, Pld, =e(Y,,T,)=e(h,,P)*" , which is
where h, = H,(Pld,) . KGC

randomly chooses 7, € Z,, and computes 7, =1,'P, .

the pseudo identity of user U. Then KGC computes d, =s' +s-£,' - h

sends d, and 7, to U.
U computes Pld, =e(Ym,Tu)=e(hm,P)"““"’7I as his public identity, &, =H,(PId,), Y, =x,h P and T,

are his public keys, keeps his private keys {x, ,d,} secretly.
TagGen: For data M , encrypted to be C = E, (M) under a certain encryption algorithm and divided into
n blocks {C,,C,,---,C } . Data user U with pseudo identity PId, , private key {x, ,d, } runs this

u?

algorithm to generate a tag for each C,, i€ Q, Q={1,2,---,n}.

U computes f, =H,(Pld,.Y, |T,P,), R=(d,+x,fh)hid)+CQ). Finally, he sends {C,,id;,R;}
to the CSS.
Upon receiving the outsourced data, the CSS first aggregates the receiving data: Rzz;Ri ,

sz; C, and then ensures the correctness of the received data by checking the equation

e(Rl.,P)ﬁe(zx':lh(ia’i)+CQ,PM1 +hT +fY,). If the equation holds, the CSS storages the received

data. -
e(R,P)=e(Q" (d,+x,[h)h(id)+CQ),P)

=e(d, +x,/,h,)Y (h(id)+C0),P)

=e(Q," hGd)+)." CO.(d,+x,[,h)P)

=e(Q h(id)+Y." CO(s" +s-1,"-h, +x,f,h)P)

=e(Q." h(id)+CQ.P,, +hT, +1Y,).
Challenge phase: The TPA generates a random number p € Z; and a random subset [ ={i,i,,":-,i,},
i, €Q,j= 1,2,---,1. Then the auditing challenge is:

Chall = {1, p} .
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.. P ! 1
ProofGen: After receiving Chall ={I, p}, CSS compute v, = p’, R= ZH v].R,./ , C= ZH ij,./ , CSS
sends Prf ={R,C} to TPA.
Verifying: TPA computes f, =H,(Pld, .Y, P, ,,) and v, = p', then verifies the equation e(R,P)=

e(Z:[j=1 vjh(id,.] )+CO,P,, +hT, + 1Y) . If the verification fails, then the data integrity is corrupted.
Correctness: For a CSS, if it honestly responds to the challenge with Prf , then it must be accepted.

Since
e(R,P)=e(Y v,(d, +x,£,h)h(id,)+C,0),P)
=e(d, +x,£,h)Y. v, (h(id, )+ C, 0),P)
=e(X vhiid )+ v,C O0.(d, +x,£,h)P)
- e(zi=1 v h(id, ) + Z;I v,C 0. +508," B, +x,f,1,)P)
- e(zlj:l vh(id, )+ CQ, P, +hT, + £,Y,).

Multi-user case. If multiple users initiate audit request, the TPA can complete the auditing task at one
time. Given m data users, and the auditing challenge is:

Chall ={1, p},

where I=U',:’:11k,lk SR UTLYIEE S oy eQf, j=12,-,1"
The CSS produces corresponding proof information Pr f ={R,C',C*,---,C"}.

m k m I* k_ 1* _ i}],{ _
where R=)" R* =" % WwR, ,C'=) v,Cy,v,=(p)", k=12,,m.
Upon receiving the proof information from the CSS, the TPA computes f = H,(Pld",Y" P,,) and

ud’>u 2

v, =( p)i’k , then checks the validity of the following equation:
e(R,P) =TT, e vyhiid, )+ C* Q" B, . + BT + £17)). 1)
If equation (1) hold, the CSS provides correct proof. Correctness verification is followed.
e(R,P)=e(),’ R".P)
= e(ZL Zj; kaRki/ ,P)
= H:; e(Zi; VR s P)

=T1,.eC " vghtidy )+ C*Q", P,y + BT + £1T1).

5 Security Analysis

In this section, we first demonstrate that our PIDPA scheme is secure against the adversary A under
CDH problem. Then we prove that our scheme can resist the attacks and meet the security requirements
presented in Section 3.2.

5.1 Security Analysis

Theorem 1. If there exists an adversary A which can forge a valid authentication tag with probability &',
then CDH problem can be solved with probability ¢ .
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PESLE /A SISy @)

H, qy,

Proof: Assume that there exist an adversary A which an forge an authentication tag without knowing
private key of the data user /D, whose public identity is PId, , then we can construct another algorithm
C which is able to solve the CDH problem. First, let us recall the CDH problem, given
(P,Q, =aP,0, =bP), which is random instance of the CDH problem, its goal is to compute abP .

In the following game, we regard the hash functions 4,H, and H, as random oracles and each
identity PId, can only query H, once. And the adversary A can adaptively make queries, Key

extraction queries and TagGen queries.
* Setup: Let G and G, be two cyclic groups of the prime order g. The algorithm C sets P, =

s~'P=aP the public key of KGC. Then it returns (G,G,,q, P, e) to the adversary 4. C chooses

pub’
an identity PId, as a challenge identity and answers A4 ’s queries as followed:

* Queries:
H, — queries : C maintains a list H," of group {PId_,h,Y,,P}, where H" is initialized to empty.

Upon receiving a query with message Pld,, C checks whether a tuple {PId,, P} is included in

l’ z’z

H™ . If so, C returns h to A; otherwise, C generates a random #, eZ stores {PId ,h,Y,

270 1} ln
H™, and returns h, to 4.

H, — queries : C maintains a list H.* of group {PId,,Y,

270 pub’

£}, where H)*' is initialized to empty.
Upon receiving a query with message {PId.Y;}, C checks whether a tuple {Pld,.Y,P,,, [} is
included in A ”‘"’. If so, C returns f, to A; otherwise, C generates a random number £, € A ,» stores

{PId..Y, £} in HY, and returns f, to 4.

DAY AP
h— queries : C maintains a list 2 of group {id,,C,,c,,z,,Z,} , where h™ is initialized to empty.
Upon receiving a query with id,, C checks whether a tuple {id,,C,,c,,z,,Z.} is included in 4™ . If so,
C returns h(id,))=Z,—-C,Q to A ; otherwise, C chooses a random bit ¢, €{0,1} such that
Pr[c, =0]=A4, where A€(0,1). C generates a random number c, eZ;. If ¢, =0, C computes
Z,=z,P; otherwise, C computes Z, =z,0, . Finally, C stores {id,,C,,c;,z,,Z,} in h"" and returns
h(id)=Z,-CQ to 4.

- Create-User: C maintains a list User™ of group {PId.,h.Y,x,, T}, where User

' is initialized to
empty. Upon receiving a query with PId,, C checks whether a tuple {PId ,h,,Y ,x,,P} is included
in User™ . If so, C returns {Y,,T,} to A.If PId, = Pld,, generates two random numbers 7, x, eZ*

computes ¥, =x, i P and 7, =¢,P,,, ; otherwise, C generates three random numbers s,,x,,®, eZ
computes Y, =x, P and T,. =h" (s;@,P-P,,), stores {Pld,,h.Y, x,, T} in User™ , and returns
{ i 1} tO A

- Key extraction queries: Upon receiving a query with identity PIld,, C checks whether PId, and
PId, are equal. If PId, = PId,, C reports failure and terminates. Otherwise, C looks up User™
for tuple {PId.,h,Y,,x,,P}and returns x, to 4.
- TagGen queries: Upon receiving a query with a user’s identity PId, and data C, with identity id, ,
C makes a query h with id, and gets tuple {id,,c,z,,Z,} . If ¢,=0, C computes R, =
z, (P, +hT + f;F) and returns {C,,id,,R,} to A; otherwise, C aborts the game.
« Output: Eventually, 4 outputs an authentication tag (C',R’) of a subset I ={i,i,, i }
corresponding to the data owner’s identity PId, in a non-negligent probability & . The adversary A
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wins the game if it satisfies the following restriction conditions
1. (C",PId)) has never been queried during TagGen queries.

2. Pld, =Pld, .
3. (C',R") is a valid authentication tag on data C" .
If Pld: # Pld, or c, = 0(j = 1,2,---,I"), C aborts the game; otherwise, C looks up tables User™ and

W for {PId,,h.Y,,x,,P} and {id.,C.,c.,z.,Z.}, where j=12,-I", C could get

[RAar R |

e(R',P)= e(zl;:lvjh(idl_, )+C QP + KT+ f1Y)).

Thus, we can obtain

1 * K_| ok pk % ko ok I
abch*‘D(R -t s f, -D-Q,—x,f h -D-0Q,), where Dzzjzlv/.z,..

u

It means that the adversary 4 can solve the computational Diffie-Hellman problem with non-
negligible probability &'.

Now we analyze the probability that C could solve the given CDH problem by using A as his
subfunction. According to the game, we should analysis the following three events related to the success
of C.

E,: C doesn’t abort in query Key extraction.
E,: A output a legal proof of a subset /" = {il*,i;,m,i;} with at least one c¢. =1,/ € {,2,---,01"}.

E,: After E, happens, we have PId, = PId, .
The probability that C could solve the given CDH problem is

Pr[E, A E, A E,]=Prt[E,|Pt[E, | E,]Pt[E, | E, AE,] > L(l ~AN1- L)% g.

H, 4y,

1 N 1
Where Pr[E,]>(1-—)" , Pi[E, |E]1>(1-1")e , PrE,| E, AE,)]>— , qy, and g, denote the

qH, H,

number of H, and Key extraction queries, respectively.

5.2 Other Security Analysis

This section shows that the proposed PIDPA scheme could satisfy the security requirements of auditing
schemes.

Theorem 2. Our auditing protocol can resist the replay attack for the cloud server.

Proof: For the CSS, if a challenged data block C, or its authentication tag R, is corrupted or not up-to-

data on the server, the CSS may execute the replace attack to pass the audit. It might use another pair
(C,,R) to replace the challenged pair (C ;,R;). Then, the proof information is calculated as
R=vR+ Y wR,C=vC+ Y vC,

[ Ay
iel i#j iel i#]

According to the verification equation, we have the following relation

e(R",P)=e(v,R,+ D VR,P)

i
icl,i#j

=e(v,h(id)+ Y. vh(id)+C"Q,P

P

ub +huT1'4 +f;lYu) . (3)

iel i#]

=e(v,(h(id,) = h(id )+ Y vh(id)) + C'Q,P,,, + hT, + f,1,)

iel
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If v, (h(id,) - h(id,)) = 0, then equation (3) must hold. However, due to the collision resistance of hash
function, h(id,)—h(id,) # 0 . Therefore, the proof information cannot pass the auditing, and our PIDPA

scheme can resist the replace attack.
Theorem 3. Our auditing protocol can resist the delete/modification for the cloud server.
Proof: For the CSS, if any outsourced data block C, is deleted or modified, then it cannot pass the

auditing since the verification equation doesn’t hold. The CSS may use its C, replace C;, and computes

R'=vR+ Y VR,C=v,C+ Y vC , whereR =(d, +x,fh)h(id)+C0).

it i
iel,i#j iel,i#j

According to the verification equation, if the proof pass verification, we have the relation

e(R",P)=e(v,R + > VR,P)
ieli#] ) 4
=e(v,((d, +x,f,h)-(d, +x,f,h)h(id )+ CO)+(d, +x,1,h,)Q_vh(id,) + C'Q),P)

1£((d, +x, f,h)-(d, +x,f,h,))h(id,)+ C,0) =0, that is (d-d,)+(x,-x,)f,h, =0, then equation (4)

must hold. However,d, =s™ +s-¢,' -h

u

where ¢, and s are chosen by KGC, and x, is the user’s

private key, it is impossible to choose the appropriate (x,,s,#,) or (x,,d,) for DL problem. Thus, our

u’ u’

PIDPA scheme can resist the delete/modification attack.
Theorem 4. In our auditing protocol, the TPA cannot obtain any information about the outsourced data
during the whole auditing procedure.

Proof: During the auditing procedure, the TPA only gets Prf ={R,C} , where R=Zi_ VR

=1 J
C =zlj:1ijl. . Though the TPA can compute v,,ie/, it cannot get any R,,C, from the processed

Pr f ={R,C}, they are linear system with / unknown variables but only 1 equations respectively. Hence,

the TPA cannot get any information about the data block from the whole auditing process.
In addition to resist the above attacks, security requirements, our scheme meet the security
requirements presented in Section 3.2.

+ Public Verifiability: Any TPA can be allowed to check the integrity of the challenge results without
downloading the outsourced or causing additional burden on the user. So, our PIDPA scheme can
satisfy the requirement of public auditing.

« Storage correctness: According to the specification of our PIDAPA scheme, TPA can execute the data
integrity verification process to check the correctness of outsourced data upon challenge request. So,
our PIDPA scheme can satisfy the requirement of storage correctness.

+ Anonymity: According to the definition in our PIAPA scheme, except for KGC, no one can learn the
real identity of data user. Hence, our PIDPA scheme can satisfy the requirement of anonymity.

+ Batch Auditing: According to the definition in our PIDPA scheme, the TPA could execute multiple
auditing delegations simultaneously, when receiving multiple requests from the same data user(the
same identity), or different data users (different identity) for checking the data integrity. Hence, our
PIDPA scheme can satisty the requirement of batch auditing.

« Traceability: If there is a dispute, only trusted authority KGC can reveal the real identity of the data

user.

6 Performance Analysis

In this section, we evaluate the performance of the proposed PIDPA scheme in terms of communication
and computation costs. Then, we demonstrate the efficiency of this scheme through simulation. We also
compare the performance of our PIDPA with the scheme proposed by Zhang et al. [4].
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6.1 Computation Cost

For the sake of simplicity, we define some notations about the mainly operation. O,, : map-to-point hash
function operation, O,, : point multiplication operation, O, : pairing operation. The execution time of
operations are shown in Table 1.

Table 1. Execution time of operations

Operation 0, 0, 0,
Time/ms 12.714 5.127 10.813

For our PIDPA scheme, the computation costs are due to TagGen, ProofGen phase and Verifying
phases. We provide the time cost simulation for our PIDPA scheme in different phases, and the Table 2
presents the comparison of computation costs of our scheme and that of Zhang et al. [4]. We assume that
number of data blocks is /. In the TagGen phase of our scheme, the computation cost of a single data

block is 20,, +O, , and the computation cost increases with the number / of data blocks, which is
[(20,, + O,;) . Meanwhile the computation cost in the scheme of Zhang et al. is /(40,, +20,). To
generate an auditing proof in ProofGen phase of our PIDPA scheme, the computation costs are /O,,
compared with 2/0,, in Zhang et al.’s scheme. In the Verifying phase of our PIDPA scheme, the
computation costs are (/+3)0,, +20, compared with (/+2)0,, +30, and in Zhang’s scheme. The

comparison shows that the PIDPA is more efficient than Zhang et al.’s scheme in terms of computation
overhead in the TagGen, and ProofGen phases. Moreover, the computation overhead in theVerifying is
better than that of Zhang et al.’s scheme.

Table 2. Comparison of computation cost

Heading evel TagGen ProofGen Verifying
Zhang’s [4] 1(40,, +20,,) 210,, (+2)0,, +30,
Ours 1(20,, +0O,) 10,, (7+3)0,, +20,

6.2 Communication Cost

In the entire procedure, the communication costs are generated by the data user, TPA, and CSS. The data
user uploads the data file and corresponding verification information to CSS, the TPA sends challenge
information, and the CSS separately sends the proof. Uploading of the information by the data user is a
one-time operation. Thus, its cost is not the main object.

For each Challenge, challenge chall ={I,p} costs I-| j|+|q|bits, where | j| is the size of a block

index j, and [¢q| is the element length of Z, . For auditing proof Pr /' ={R,C}, the communication cost

is |G|+|q|, where|G| is the element length of G, and |id| is the length of data block m, . The

comparison is shown in Table 3, which indicates that the communication cost in our PIDPA scheme is
less than that in Zhang et al.’s scheme.

Table 3. Comparison of communication cost

Heading evel Data user TPA CSS
Zhang’s [4] I2|Gl+1q L1jl+1q] 2|Gl+]q|
Ours (G+]ql|+|id]) L1jl+1q] |Gl+q|
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6.3 Security Properties

We exhibit a high-level comparison between PIDPA and Zhang et al.’s scheme [4] in Table 4. PIDPA
supports identity privacy/anonymity, public auditing, batch auditing, and traceability without key-escrow,
as well as resists replay attack and delete/modification attacks. The identity of the data user can only be
traced by a trusted authorized KGC. However, He et al. [25] performed two concrete attacks on Zhang et
al.’s scheme, thereby breaking the data integrity of their scheme. Thus, Zhang et al.’s scheme is not
secure for cloud storage.

Table 4. Comparison of security properties

Data user Delete/modification Replay  Public Batch

Heading level Anonymity Key-escrow attack attack  auditing auditing traceability
Zhang’s [4] x ~ % N J N »
Ours \ X \ \ \ \/ \

6.4 Experimental Evaluation

In this section, we evaluate the thorough experimental evaluation of our scheme. Our simulation
experiment is on Intel(R) Core(TM) i7-6500U CPU at 2.5GHz and 8.00GB RAM. The algorithms are
implemented using the pairing-based cryptography (PBC) library version 0.4.7-vc.zip [26]. We assume
|Z,[=160 bit, | G|=160 bit.

We also compare our proposed scheme with that of Zhang et al. in terms of computation. The
execution times of TagGen, ProofGen, Verifying phases are shown in Fig. 3 to Fig. 5, respectively. The
TagGen time of our scheme is linear with the number / of data blocks, and the execution times are 2.296
s and 5.742 s, whereas the execution times are 4.593 s and11.484 s while in Zhang et al.’s scheme when
/=100 and /=250 . In the ProofGen phase, time cost mostly comes from the point multiplication
operation in G, and the execution time is 0.512 s and 1.281 s in our PIDPA, whereas the execution times
are 1.025 s and 2.563 s in Zhang et al.’s scheme when /=100and /=250, respectively. In Verifying
phase, the execution times are 0.549 s and 1.318 s in our PIDPA, and Zhang et a.’s scheme needs 0.555 s
and 1.324 s when /=100and /=250, respectively. The time gap between the two schemes stem from a
pairing operation and a point multiplication operation O, -0, .
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Fig. 3. Comparison of computation cost of the data user
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As batch auditing is supported in the multi-user scenario of our PIDPA scheme, the computation cost

of the TPA is restrained by the number / of data blocks and the number & of data users. The relation
diagram of computation cost with / and & is shown in Fig. 6.
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Fig. 6. Computation cost of the TPA with different number of the data blocks and the number of data users
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7 Conclusion

In this study, we propose the first pseudo-ID-based public auditing scheme that is proven secure on the
assumption that the CDH problem. Our PIDPA is successfully implemented to protect the identity
privacy of data users and the privacy of outsourced data, which prevents the TPA from obtaining any
information of the data user or data block during auditing. In the multi-user scenario, batch auditing is
supported and the certificate management key escrow problems are avoided. Our security analysis
demonstrates that the proposed PIDPA scheme satisfies all the security requirements for data auditing in
the cloud. Compared with previous schemes, our proposed scheme performs better than Zhang et al.’s
scheme and can address the security problems in that scheme.

As part of our future work, we aim to analyze in detail the security of the scheme proposed in this
paper and design an improved security model to enhance the security features. Moreover, we will design
an efficient public auditing scheme for outsourced data with constant verification time, high security, and
optimal performance to meet practical requirements.
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