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Abstract. A multi-level data security program based on quantum key is proposed in this paper 

aiming to improve the security of documents in computers. Since the generation of quantum 

keys is secure theoretically, incorporating time phase coded quantum key distribution networks 

into classical networks in this program provides a practical way to achieve dual-network 

integration. Moreover, a quantum key utilization strategy of three quantum keys, including one-

time-pad, 16-byte key AES-128 algorithm and SM4 algorithm, are employed according to the 

importance level of the documents based on low quantum key bit rates of commercial optical 

fibers. Experimental results demonstrate that dual networks can operate steadily and the 

encryption/decryption for a 10 MB document of the proposed multi-level security device costs 

less than 10 s. Hence, a high level of protection for data security is realized through the proposed 

multi-level data security program. 
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1 Introduction 

Numerous applications of computers contribute to the convenience of our life and work, which also carry 

out potential threats to people’s privacy and information security. Viruses and hacker attacks, which lead 

to computer breakdown, will not only result in the information leakage but also reduce the economic 

benefits. Data encryption techniques have been developed and used to improve the information security 

as well as protect the information confidentiality of the users, enterprises and countries by applying 

complicated encryption and intricate programming, which increases the difficulty of cracking data 

information. Previous studies have been investigated to meet the increasing requirements of data 

encryption, leading to the improvement of data encryption in different application areas. Ref. [1] presents 

methods and tools for GDPR compliance through privacy and data protection engineering; Ref. [2] 

proposes a new, distributed blockchain-based protection framework to enhance the self-defensive 

capability of modern power systems against cyber-attacks; In view of the problem of protecting on end 

users’ data stored in Cloud server, Ref. [3] presents a novel data protection method combining Selective 

Encryption (SE) concept with fragmentation and dispersion on storage; Due to poor ability of resisting 

attack and poor encryption performance, Ref. [4] puts forward a method of multistage encryption for user 
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privacy data based on big data; Ref. [5] proposes an attribute-based encryption scheme with the hidden 

access structure for data security sharing of internet of things, this scheme can achieve fine-grained 

access control of ciphertext and guarantee data privacy. Ref. [6] proposes a ring-based privacy-

preserving aggregation scheme. Nevertheless, the key is generated according to the classical key 

agreement protocol in the present encryption techniques, which is pseudo-random generated by computer, 

and thus is potential to be compromised because of the certain rules it follows. 

Quantum secure communication realizes the security key distribution between the two remote parties 

based on the indivisibility of single photon and the no-cloning theorem of quantum state [7], which 

enables the unconditional secure encrypted communication by combining with one-time pad 

cryptosystem. Unlike the classical encryption techniques, the security of quantum communication is 

guaranteed by the fundamental principles of quantum physics, which have been proved to be 

unconditional secure in theory. In recent years, research studies on quantum key distribution [8-9] have 

contributed to the construction of practical quantum networks such as quantum satellite networks, 

quantum metropolitan networks and quantum link networks. Alibaba Cloud, electric power, finance and 

other industries have practically applied quantum key encryption to various fields [10-14]. The 

integration of quantum key distribution technology in the present data security program takes full 

advantages of the physical properties of quantum key, which effectively enhances the system security by 

combining with the present program. 
In this work, a multi-level data security program based on quantum key is presented. In the program, quantum 

key distribution is developed by time phase coding, which incorporates quantum key distributor into classical 

networks. Furthermore, a quantum key utilization strategy is proposed, which applies a multi-level 

encryption/decryption algorithm according to the data level, and therefore realizes multi-level security protection of 

data. 

2 Theories 

The basic thought of quantum communications was put forward mainly by Bennett et al. successively 

during the 1980s and 1990s, which mainly included quantum key distribution (QKD) and quantum 

teleportation. QKD technology is based on BB84 protocol, which uses photon polarization state to 

transmit information. Uncertainty principle and no-cloning theorem ensure the unconditional security of 

BB84 protocol. QKD enables both sides of communication to generate random and secure keys to 

encrypt and decrypt messages. 

Current QKD program is composed of five parts, including quantum light source, quantum state 

preparation, channel, detection and post-processing procedure of quantum state, as shown in Fig. 1.  

 

Fig. 1. Quantum key distribution model 

2.1 Quantum Light Source 

In original BB84 protocols, the modulation and demodulation of a single photon is required. In QKD 

system, the most widely used is the attenuated laser, which is usually deployed by the combination of a 

semiconductor laser and an optical attenuator. The coherent light field can be expressed as: 
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where 2
μ α= is the average number of photons. n is the photon number state, which represents there 

are n photon states. 

Hence, the probability of n photons in a coherent state with an average photon number of µ  per pulse 

is given by:  
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2.2 State Preparation 
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2.3 Channel  

QKD consists of two channels. One is quantum channel for the transmission of encoded quantum state 

and the other one is classical channel for classical signal information exchange to achieve post-

processing. In both situations, it is not possible to make assumptions about the quantum channel and it is 

supposed that the eavesdropper Eve can obtain all the information of the channel. Generally, quantum 

channel is divided into two types according to different transmission medias: optical fiber channel and 

free space channel. 

2.4 State Detection 

At the receiving end, the state detection module receives the quantum of light, decodes the quantum state 

and detects the photon according to the quantum key distribution protocol. 

2.5 Post-processing 

After the QKD system based on BB84 protocol, the two communication parties hold the virtually same 

sequences of random numbers, called the sifted key. The difference between them is defined as quantum 

bit error rate. Moreover, Shannon’s information theory gives the theoretical minimum amount of 

common information exchange required to correct a given message, which can be described by a binary 

entropy function: 

 
2 2

log ( ) (1 ) log (1 )
er
f q q q q= − − − −  (4) 

where q is the measured quantum bit error rate of the sifted key. 

In previous studies, various correction protocols have been proposed to correct the sifted key 

efficiently. Some protocols are of recursive structures, where multiple iterations are implemented to 

correct all the errors [15-16], and others are of non-recursive structures, which requires one-step iteration 

to correct all the errors [17-18].  

Due to the information leakage caused by key exchange and correction procedure, the amount of 

information probably obtained by Eve is desired to be further compressed, which is called privacy 

amplification. 
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3 Systematic Design of the Program 

3.1 Program Structure 

The multi-level data security program based on quantum key includes quantum channel, classical channel, 

quantum communication device, quantum key server, multi-level security device and computer, which 

are performed as follows:  

quantum channel: for the transmission of quantum state. The quantum signals propagated through 

quantum channel are limited by several impairments (i.e., scattering and loss). The function between 

fiber loss and distance is as follows: /10
10

lα
η

−

= . Herein, l is the fiber length and α is the attenuation 

coefficient of fiber, which is correlated to wavelength and fiber material. 

classical channel: for the transmission of classical data.  

quantum communication device: quantum communication device performs quantum key distribution 

through quantum channel, which generates quantum key and then saves it to quantum key server. 

quantum key server: quantum key server includes quantum key storage module and quantum key 

management module. Quantum key storage module is employed to store the generated key from quantum 

communication device to database while quantum key management module exports the key into multi-

level security device, and then deletes the key from database.  

multi-level security device: multi-level security device composes of quantum key loading module, 

quantum key management module and document encryption/decryption module. Quantum key loading 

module obtains the key from quantum key management server and stores it to database. Quantum key 

management module moves or deletes the obtained key according to the usage of the key. The document 

encryption/decryption module consists of the encryption and decryption function of one-time-pad, AES-

128 (Advanced Encryption Standard) algorithm or SM4 algorithm.  

Computer: computer includes data sending module and data receiving module. Data sending module 

sends the pending data to multi-level security device; data receiving module obtains the encrypted or 

decrypted data from multi-level security device.  

 

Fig. 2. Structure of multi-level data security program 
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3.2 Multi-level Security Device Key Utilization Strategy 

Multi-level security device database has six datasheets, explained as follows:  

(1) quantum key datasheet encrypted by one-time-pad, the key of which is denoted as
_en qkOPT ;  

(2) quantum key datasheet decrypted by one-time-pad, the key of which is denoted as
_de qkOPT ;  

(3) quantum key datasheet encrypted by SM4 algorithm, the key of which is denoted as
_en qkSM ;  

(4) quantum key datasheet decrypted by SM4 algorithm, the key of which is denoted as
_de qkSM .  

(5) quantum key datasheet encrypted by AES-128 algorithm, the key of which is denoted as
_en qkAES ;  

(6) quantum key datasheet decrypted by AES-128 algorithm, the key of which is denoted as
_de qkAES .  

Multi-level security device obtains key from quantum key server, and the key utilization strategy is 

shown as the following:  

(1) load the quantum key into three encrypted quantum key datasheets respectively;  

(2) the equipment receives the unencrypted plaintext documents from the computer, which is denoted 

as 
pt

Data ;  

(3) select encryption algorithm for the document according to the importance level of the document, 

and the encrypted document is denoted as 
ct

Data ;  

When using one-time-pad encryption algorithm, execute 
_

,ct de qk ptData OPT Data= ⊕  
_de qkOPT = 

_

,en qkOPT  and delete 
_en qkOPT  from datasheet; when adopting SM4 encryption algorithm, execute 

ct
Data =  

_

4( , ),en qk ptSM SM Data  
_de qkSM =

_

,en qkSM  and delete 
_en qkSM  from datasheet; when applying 

AES-128encryption algorithm, execute 
_

( , ),ct en qk ptData AES AES Data=  
_de qkAES =

_

,en qkAES  and 

delete 
_en qkAES  from datasheet;  

(4) the device receives the cryptograph document from the computer, estimates the decoding algorithm, 

takes the key from the quantum key datasheet, performs decryption and deletes the decryption key 

simultaneously. 

3.3 Data Processing Program in Multi-level Security Device 

According to the importance level of the document, the proposed program designs three different data 

encryption functions: one-time-pad, AES-128 algorithm and SM4 algorithm. One-time-pad adopts the 

exclusive-or operation of ciphertext and plaintext. The length of key in AES-128 algorithm and SM4 

algorithm is 16 bytes. The procedures of data processing in multi-level data security program is shown in 

Fig. 3. 

The steps of the proposed program are as follows:  

(1) start the quantum communication device and generate quantum key. Multi-level security device 

obtains the quantum key from the quantum key server;  

(2) load the quantum key to three encrypted quanta key datasheets;  

(3) wait for the data and processing instructions from the computer. If it is an encryption operation, 

execute (4), otherwise execute (5); 

(4) select encryption algorithm according to the processing instruction, extract quantum key from 

encrypted quantum key datasheets, perform encryption and store the key to the decryption quantum key 

datasheet;  

(5) select decryption algorithm according to the processing instruction, extracts quantum key from 

decryption quantum key datasheets, performs decryption and deletes the key from the decryption 

quantum key datasheet; 

(6) multi-level security device sends the processed data to computer.  
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Fig. 3. Procedures of data processing in multi-level data security program 

4 Experiments and Data Analysis 

4.1 Topology of Program Network 

The proposed program combines the time phase quantum key distributor with the classical networks. The 

designed multi-level data security program network topology based on quantum key consists of two parts: 

the multi-level security device network topology for getting quantum key and the multi-level security 

device network topology for using quantum key, as shown in Fig. 4 and Fig. 5, respectively. The 

architectures are summarized as follows: 

(1) Unit A and Unit B are connected by switches with optical modules, and the channels are double 

core optical fibers, which are respectively used for quantum channels and classical channels. The dotted 

line represents the quantum channel, which is established for quantum key distribution. The solid line 

represents the classic channel, which is used for equipment connection, reading quantum key and data 

transmission. The actual fiber length of Unit A and Unit B is about 33.6 km and the attenuation value of 

optical fiber links is less than or equal to 18 dB. All the optical fiber links are naked and optical amplifier 

or other equipment is not included.  
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Fig. 4. Multi-level security device for acquiring quantum key topology 

 

Fig. 5. Multi-level security device for using quantum key topology 

(2) Quantum communication devices include single-receiving time phase QKD devices and single-

sending time phase QKD devices. The two QKD devices generate key through quantum channel, and 

store to quantum key management equipment. The quantum key server loads the key from the quantum 

key management device and stores it to database. Based on the decoy-state BB84 protocol, the QKD 

device integrates the quantum signal transceivers with operating frequency up to the order of GHz, 

wavelength of 1550 nm and bandwidth of 200. 

(3) The multiple expansion of quantum key distribution rate is realized by multi-channel quantum 

multiplexing terminal, which converges several QKD devices into the same fiber for transmission 

through WDM (wavelength-division multiplexing) networks. 

(4) Multi-level security device adopts raspberry pi 4B, 64 bit, 1.5 GHz quad-core CPU, 4 GB DDR4 

memory, Gigabit Ethernet network card and Linux operating system.  

(5) Each computer is directly connected to the multi-level security device, and thus it is impossible for 

cross encryption and decryption.  

4.2 Analysis of Generation of Quantum Key Data 

The physical distance between the two ends of the fiber is approximately 33.6 km and the outdoor 

temperature is-21℃. The quantum key is generated by quantum key distribution on both sides and the 



Journal of Computers Vol. 32 No. 2, 2021 

171 

data is loaded with an interval of an hour. The quantum key bit rate and bit error rate are shown in Fig. 6 

and Fig. 7, respectively.  

  

Fig. 6. The quantum key bit rate 

 

Fig. 7. The quantum key error rate 

When the quantum communication device operates stably for 10 hours, the average sifted key per hour 

is 37.4 kbps. The sifted key is not the final quantum key. It needs to be processed by error reconciliation 

and privacy authentication. Sifted key can’t guarantee the data of Alice and Bob are completely 

consistent, so it is necessary to correct the data of both sides. Error reconciliation corrects the inconsistent 

keys of Alice and Bob, reduces the bit error rate and the information obtained by the Eve. Privacy 

amplification is used to reduce the eavesdropping information of Eve in the process of error 

reconciliation. After the correction of quantum key distribution post-processing and the privacy 

amplification, the key length is reduced, and the average final bit rate per hour is 5.9kbps. Due to the low 

quantum key bit rate, multiple encryption/decryption program is adopted.  

4.3 Analysis of Operation Data of Multi-level Security Device 

When quantum communication device is operating, quantum key management device gains the key at an 

average transmission rate of 5.9 KBPS. In addition, the quantum key server loads the key from quantum 

key management device at a rate of 2kb/s, and saves to database. Multi-level security device requires to 

prepare key, and connects with computer directly, waiting for the process instructions of computer. The 

proposed program adopts one-time-pad, AES-128 algorithm and SM4 algorithm respectively, 

implementing encryption and decryption to text documents and word documents. The experimental 

results are shown in Table 1 to Table 4. Only ten groups of data are included in the result table. Fig. 8, 

Fig. 9, Fig. 10, Fig. 11 show the time trend of the three algorithms for text documents and word 

documents. 
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Table 1. Encryption table of text documents 

Document size (KB) 50 100 200 500 800 1024 3072 5120 8192 11264

one-time-pad 26 46 84 231 637 475 1644 2384 4905 5650 

AES-128 26 53 68 149 306 336 1149 1605 3472 3780 
Time 

(ms) 
SM4 20 64 91 145 418 411 1750 1897 3832 4206 

Table 2. Decryption table of text documents 

Document size (KB) 50 100 200 500 800 1024 3072 5120 8192 11264

one-time-pad 32 53 95 241 481 684 1916 2802 4780 6801 

AES-128 20 54 70 158 332 342 1131 1838 3086 6380 
Time 

(ms) 
SM4 32 104 181 230 661 844 2291 3836 5611 7935 

Table 3. Encryption table of word documents 

Document size (KB) 50 100 200 500 800 1024 3072 5120 8192 12288 

one-time-pad 35 58 83 193 325 498 1284 2382 3945 5087 

AES-128 18 73 135 296 305 367 1195 1997 3138 5330 
Time 

(ms)
SM4 29 45 227 176 445 554 1754 2474 3919 5893 

Table 4. Decryption table of word documents  

Document size (KB) 50 100 200 500 800 1024 3072 5120 8192 12288 

one-time-pad 64 95 105 234 394 616 1645 3301 4929 5913 

AES-128 19 89 134 214 316 384 1257 1881 3099 5307 
Time 

(ms)
SM4 71 50 626 662 1022 1191 3095 4055 5354 6811 

 

Fig. 8. Time trend of encrypting text documents 

 

Fig. 9. Time trend of decrypting text documents 
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Fig. 10. Time trend of encrypting word documents 

 

Fig. 11. Time trend of decrypting word documents 

The encryption/decryption algorithm is selected according to the importance level of the documents. 

Assuming that the document security is of a high level, one-time-pad is then adopted, where one plaintext 

corresponds to one ciphertext. Otherwise, AES-128 algorithm or SM4 algorithm is applied and the key 

length of both is 16 bytes. It can be illustrated form the tables that the approach of AES-128 algorithm 

shows speed advantage while conducting encryption/decryption on documents of different size.  

5 Conclusions 

In this paper, a multi-level data security solution program based on quantum key is proposed. The 

characteristics and benefits of quantum key are explored adequately by combining the time phase 

quantum key distribution networks and classical networks. Based on the low quantum key bit rate, a 

quantum key utilization strategy of three quantum keys are employed. The ratio of ciphertext and 

plaintext in one-time-pad is 1:1, while the length of key in both AES-128 algorithm and SM4 algorithm 

is 16 bytes. Through experiments, the quantum key bit rate and quantum key bit error rate of the quantum 

key distribution network are illustrated. Moreover, the time required for encryption/decryption of text 

documents and word documents according to different algorithm is also performed. As a result, it can be 

concluded that the proposed system operates steadily and guarantees the data security. 
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