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Abstract. Deep neural networks (DNNs) have been applied in various machine learning tasks
with the success of deep learning technologies. However, they are surprisingly vulnerable to
adversarial examples, which can easily fool deep neural networks. Due to this drawback of deep
neural networks, numerous methods have been proposed to eliminate the effect of adversarial
examples. Although they do play a significant role in protecting deep neural networks, most of
them all have one flaw in common. They are only effective for certain types of adversarial
examples. This paper proposes an ensemble denoiser based on generative adversarial networks
(GANSs) to protect deep neural networks. This proposed method aims to remove the effect of
multiple types of adversarial examples before they are fed into deep neural networks. Therefore,
it is model-independent and cannot modify deep neural networks’ parameters. We employ a
generative adversarial network for this proposed method to learn multiple mappings between
adversarial examples and benign examples. Each mapping behaves differently for different types
of adversarial examples. Therefore, we integrate these mappings as the ultimate method to
defend against multiple types of adversarial examples. Experiments are conducted on the
MNIST and CIFAR10 datasets. We compare this proposed method with several existing
excellent methods. Results show that this proposed method achieves better performance than
other methods when defending against multiple types of adversarial examples. The code is
available at https://github.com/Afreadyang/ensemble-ape-gan.

Keywords: adversarial example defense, generative adversarial networks, deep neural networks,
deep learning, artificial intelligence security

1 Introduction

With the rise of deep learning technologies, deep neural networks have made great success in various
machine learning fields, such as computer vision [1], natural language processing [2], speech recognition
[3], etc. However, Szegedy et al. [4] pointed out that they are vulnerable to adversarial examples,
maliciously designed to trick deep neural networks. It turns out that even perceptually indistinguishable
adversarial examples can easily fool deep neural networks.

For adversarial example generation methods, a great deal of white-box or black-box algorithms have
been proposed in recent years. In the white-box setting, adversaries have access to all the internal
information of the deep neural network. L-BFGS [4] based on constraint optimization and FGSM [5]
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based on gradient optimization are typical white-box algorithms. Although the time efficiency of FGSM
is faster than that of L-BFGS, the attack capacity of FGSM is weaker than that of L-BFGS. Based on
these two types of white-box algorithms, numerous subsequent studies have focused on enhancing their
performance [32, 35]. In the black-box setting, adversaries cannot obtain any internal information of the
deep neural network. They can only get the probabilistic output of the deep neural network. These
existing black-box algorithms include search-based algorithms [6], evolution-based algorithms [7],
algorithms based on gradient estimation [8], algorithms based on decision boundary estimation [9], etc.
Compared with white-box algorithms, black-box algorithms usually take more time and have weaker
attack capability.

For adversarial example defense methods, numerous excellent algorithms have been proposed to
eliminate the effect of adversarial examples. In general, these algorithms include two aspects. The first is
to make deep neural networks more robust. These algorithms include data enhancement [5],
regularization [15], randomization [16], input transformation [17], etc. They are usually model-dependent
and can modify deep neural networks’ parameters. The second is detecting adversarial examples or
recovering adversarial examples to benign examples before they are fed into deep neural networks. These
algorithms include adversarial example classifier [10], statistical analysis [11], prediction based on
density and uncertainty [12], modification loss [13], reconstruction loss [14], etc. They are usually
model-independent and cannot modify deep neural networks’ parameters. Although these existing
defense methods have achieved encouraging performance in defending against adversarial examples,
most of them all have some bottlenecks. For example, data enhancement requires extensive data and is
time-consuming. Besides, they are only effective for certain types of adversarial examples. Santhanam et
al. [31] pointed out that current detection-based methods are challenging to make a reliable distinction
between adversarial examples and benign examples.

Due to these drawbacks of existing adversarial example defense methods, we propose a novel method
to protect deep neural networks. The idea behind this novel method is to remove the effect of multiple
types of adversarial examples before they are fed into deep neural networks. Therefore, it is model-
independent and cannot modify deep neural networks’ parameters. This proposed method is an ensemble
denoiser based on generative adversarial networks [18]. Generative adversarial networks are an excellent
way to model data distribution. Ensemble-based methods can defend against more types of adversarial
examples. Therefore, this proposed method can recover multiple types of adversarial examples to benign
examples. First, we employ a generative adversarial network to learn multiple mappings between
adversarial examples and benign examples. The used generative adversarial network is a combination of
AC-GAN [19] and WGAN-GP [20]. The classification loss from AC-GAN can enhance the capacity of
the generator to recover adversarial examples to benign examples. The loss function in the form of
WGAN-GP can ensure the training process is stable. Besides, the network structure of the generator is
based on UNET [24]. This structure can further improve the capacity of the generator to learn the
mapping between adversarial examples and benign examples. Second, each mapping behaves differently
for different types of adversarial examples. Therefore, we integrate these mappings as the ultimate
method to defend against multiple types of adversarial examples. This proposed method makes full use of
the advantages of generative adversarial network and ensemble-based methods. Experiments are
conducted on the MNIST and CIFARI10 datasets. We compare this proposed method with several
existing excellent methods. Results show that this proposed method achieves better performance than
other methods when defending against multiple types of adversarial examples.

Contributions of this paper are summarized as follows:

(1) We propose an ensemble denoiser based on generative adversarial networks to protect deep neural
networks. Generative adversarial networks are used to model data distribution. Ensemble-based methods
can defend against more types of adversarial examples.

(2) The used generative adversarial network is a combination of AC-GAN and WGAN-GP. AC-GAN
can improve the capacity of the generator to learn the mapping between adversarial examples and benign
examples. WGAN-GP can ensure the training process is stable.

(3) The network structure of the generator is based on UNET. This structure has deeper network layers.
Therefore, it can further enhance the capacity of the generator to recover adversarial examples to benign
examples.

(4) Each learned mapping behaves differently for different types of adversarial examples. Therefore,
we integrate these learned mappings as the ultimate defense.
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The rest of this paper will be organized as follows. Section 2 is a brief overview of adversarial
example defense methods. Then, in section 3, this paper introduces the detail of the proposed ensemble
denoiser. The experiments and results analysis are conducted in Section 4. Finally, the conclusion is
offered in Section 5.

2 Related Work

In this part, we will briefly review these recent adversarial example defense methods, especially GAN-
based defense methods. Besides, we will also compare the differences between these existing methods
and our proposed method.

2.1 Adversarial Example Defense Methods

Xu et al. [14] proposed two feature squeezing methods to eliminate redundant features from inputs. The
first is color bit-depth reduction, and the other is local or non-local spatial smoothing. Based on these two
methods, they proposed to detect adversarial examples by comparing the predictions between squeezed
and unsqueezed inputs. The input is marked as adversarial if the predictions’ difference is more
significant than a certain threshold. Xu et al.’s method and our method are based on input transformation.
Both are model-independent and cannot modify deep neural networks’ parameters. The difference is that
Xu et al.’s method is to detect adversarial examples, while our method is to recover adversarial examples
to benign examples. Besides, Xu et al.’s input transformation is based on digital image processing
technologies. Our input transformation is based on learning the mapping between adversarial examples
and benign examples.

Assuming that adversarial examples lie inside the adversarial data manifold, Feinman et al. [12]
proposed two detection strategies: Kernel Density Estimates (KDE) and Bayesian Uncertainty Estimates
(BUE). The purpose of KDE is to identify whether data points are far from data manifolds, while BUE
can be used to detect data points near low-confidence regions where KDE is not practical. Both Feinman
et al.’s method and our method assume that adversarial examples lie inside the adversarial data manifold.
They are model-independent and cannot modify deep neural networks’ parameters. The difference is that
Feinman et al.’s method is to detect adversarial examples, while our method is to recover adversarial
examples to benign examples. Besides, Xu et al.’s strategy is based on statistics. Our method is based on
learning the mapping between adversarial examples and benign examples.

Defensive distillation [22] is a defense that works by training two networks. The student network is
trained to approximate the teacher network. First, the teacher network is trained on the output layer using
a modified softmax function, including a temperature constant. The higher temperature results in a flatter
softmax, which introduces more noise in the decision-making process. Second, the student network is
trained using the predictions from the teacher network as the training labels. The hope is that this
prevents the distilled network from overfitting. Defensive distillation is model-dependent and can modify
deep neural networks’ parameters. This is different from our method.

MagNet [23] is a robust multi-pronged method that includes a detector and a reformer network. They
can all reconstruct benign examples. The detector is employed to detect adversarial examples. If the input
is adversarial, the reconstruction loss will be high. Adversarial detection can be performed by setting a
threshold value for reconstruction loss. The reformer network is used to recover adversarial examples to
benign examples. The detector is similar to Xu et al.’s method. The reformer network is similar to our
method. The difference is that the reformer network a simple autoencoder, while our method is a
generative adversarial network. Besides, our method’s generator is based on UNET, whose structure has
deeper network layers.

Yang et al. [17] proposed a preprocess-based defense called Me-Net, which preprocesses the input in
the hope of destroying adversarial examples. Me-Net works by first discarding pixels randomly in the
input image based on a certain probability, assuming this eliminates adversarial perturbations. The image
is then reconstructed using a matrix estimation algorithm, a method of recovering matrix data from noise
observations. Yang et al.’s method is similar to our method. Both methods are model-independent and
cannot modify deep neural networks’ parameters. The difference is that Yang et al.’s input
transformation is based on a matrix estimation algorithm. Our input transformation is based on a
generative adversarial network.
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2.2 GAN-based Adversarial Example Defense Methods

Samangouei et al. [25] proposed Defense-GAN to protect deep neural networks. It consists of two steps.
First, a generative adversarial network is trained to learn the distribution of benign examples. Then, the
generator takes adversarial examples as inputs and finds close outputs to benign examples. This is an
optimization process. Samangouei et al.’s method is model-independent and cannot modify deep neural
networks’ parameters. This is the same as our method. The difference is that Samangouei et al.’s method
is to find a new benign example that is close to adversarial examples, while our method is to recover an
original adversarial example to a benign example.

Shen et al. [26] proposed APE-GAN to eliminate the effect of adversarial examples. APE-GAN’s idea
is the same as our method. They can recover adversarial examples to benign examples by learning the
mapping between adversarial examples and benign examples. The difference is that our method is based
on AC-GAN and WGAN-GP. The network structure of the generator is based on UNET, which has
deeper network layers. APE-GAN is based on a simple generative adversarial network. The network
structure of the generator is shallow. Therefore, our method is more stable and has a better performance
than APE-GAN.

Lee et al. [27] proposed an adversarial training framework based on generative adversarial networks.
They alternately train both classifier and generator. The generator crafts adversarial examples that can
easily fool the classifier. Simultaneously, the classifier is trained to classify both adversarial examples
and benign examples correctly. These procedures help the classifier to become more robust to adversarial
examples. Liu et al. [28] also designed a GAN-based adversarial training defense, dubbed GanDef, which
utilizes a competition game to regulate the feature selection. GanDef contains a classifier and a
discriminator, which form a minimax game. The discriminator is used to determine whether the feature
extracted by the classifier is robust. Hashemi et al. [29] proposed Noise-GAN to protect deep neural
networks against adversarial attacks. Noise-GAN includes a multi-class discriminator that uses different
loss functions to generate adversarial examples. Adversarial examples generated by Noise-GAN are used
to train deep neural networks. The three methods are model-dependent and can modify deep neural
networks’ parameters. This is different from our method. They are based on data enhancement. Our
method is based on input transformation.

3 Ensemble Denoiser Based on Generative Adversarial Networks

In this section, we will describe all the details of our proposed method. First, we will overview the
denoiser based on generative adversarial networks. Then, we will introduce its network structure and loss
function. Finally, we will integrate these learned mappings as the ultimate defense.

3.1 GAN-based Denoiser

The idea behind the denoiser is to eliminate adversarial examples before they are fed into deep neural
networks. Therefore, it is model-independent and cannot modify deep neural networks’ parameters.
Santhanam et al. [30] have demonstrated that adversarial examples lie outside benign examples’ data
manifold. Based on this assumption, we can learn a manifold mapper to recover adversarial examples
from the adversarial manifold to benign examples from the benign manifold. Therefore, the primary
purpose of our proposed denoiser is to learn the mapping between adversarial examples and benign
examples. Generative adversarial networks are an excellent way to model data distribution, and there
have been some studies [25-26] for recovering adversarial examples to benign examples. Therefore, we
employ a generative adversarial network to learn the mapping between adversarial examples and benign
examples. The used generative adversarial network is a combination of AC-GAN and WGAN-GP. The
classification loss from AC-GAN can enhance the capacity of the generator to recover adversarial
examples to benign examples. The loss function in the form of WGAN-GP can ensure the training
process is stable. The proposed GAN’s architecture is shown in Fig. 1. It consists of a generator and a
discriminator. The generator takes adversarial examples as inputs and recovers adversarial examples to
benign examples. The discriminator has two purposes. The first is to distinguish adversarial examples
from benign examples. The second is to classify all the examples into the correct categories. The
generator and the discriminator play against each other. When they reach the nash equilibrium point, the
generator does an excellent job of recovering adversarial examples to benign examples.
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Benign Example

Adversarial Example

Fake Benign Example

Fig. 1. The architecture of the proposed GAN

3.2 Network Structure and Loss Function

As you can see from Fig. 1, the generator aims to recover adversarial examples to benign examples.
UNET is a convolutional encoder-decoder structure, which is good at image-to-image translation.
UNET’s advantage is that it has a residual structure, making the convolutional encoder-decoder structure
deeper. As a general rule, the performance of the deeper network with residual structure is better than
that of the external network without residual structure. Therefore, the generator’s network structure is
based on UNET. This structure can further improve the capacity of the generator to learn the mapping
between adversarial examples and benign examples. The generator’s network structure is shown in Fig. 2.
For the discriminator, the network structure is a simple deep convolution neural network. Because the
proposed method is based on the generator, the discriminator’s improvement has little effect on
improving the proposed method’s performance. The discriminator’s network structure is shown in Fig. 3.
For the proposed GAN’s loss function, we make full use of the advantages of AC-GAN and WGAN-GP.
First, we add classification loss to the discriminator. The classification loss can enhance the capacity of
the generator to recover adversarial examples to benign examples. Second, the loss function in the form
of WGAN-GP can ensure the training process is stable. Besides, the total loss function also includes a
minimum square error loss, which is calculated as the error between real benign examples and fake
benign examples. This can be used to control recovered examples’ semantic visual representation. The
generator’s loss function includes a WGAN-GP loss, a classification loss from AC-GAN, and a minimum
square error loss. The discriminator’s loss function consists of a WGAN-GP loss and a classification loss
from AC-GAN. The total loss function can be expressed as,

L:LWGAN—GP + LAC—GAN + LMSE (1)
LAC —GAN :CV OSSE ntrop y (Yvreal b Y prediction ) (2)
LMSE = HXreal - Xfake ) (3)

concat()

Input=

Output=
lor3

Fig. 2. The network structure of the generator
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Fig. 3. The network structure of the discriminator

3.3 Ensemble Denoiser

When the generator reaches the nash equilibrium point, it learns multiple mapping, which can recover
adversarial examples to benign examples. However, each mapping behaves differently for different types
of adversarial examples. Ensemble Learning refers to the process of training multiple learning machines
as a committee of decision makers and combining their outputs. Their outputs can be combined in several
ways include averaging, voting, and probability, etc. Therefore, we make full use of the advantages of
ensemble-based methods. We integrate these mappings as the ultimate method to defend against multiple
types of adversarial examples. The used integration strategy is to average all outputs. Fig. 4 is the
proposed ensemble denoiser based on generative adversarial networks. Algorithml is the pseudo-code of
the proposed ensemble denoiser.

\ G+G,+G,+G,+...+G, /

/ !
/ Benign Example

Adversarial Example

m
-l
\o

Generator

Fig. 4. The proposed ensemble denoiser based on generative adversarial networks

Algorithm 1. GAN-based Ensemble Denoiser
Input: Generator: G
Discriminator: D

Tralnlng data: (Xadversan'al 4 Xbenign > y)

Training epochs: N
Output: An ensemble denoiser

1. H=0
2. Fort=1toN:
3 Xfake-benign = Gt (Xadversarial )
2
4' LMSE = Xbenign - Xfake-benign H
5 0/1 ’ ypredicted = Dt (xbenign > Xfake—benign )
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Lucoan = CrossentropY(Y: ypredicted)
L, =L +L

D, WGAN-GP AC-GAN

D, =Adam(D,,L, )

© x2S

LG = LWGAN-GP + LAC-GAN + LMSE

t

10. G, =Adam(G,, L |

11. H=HUQG,
12. t=t+1
13. G,,, =Select(H)

1ton

lton

14. Return an ensemble denoiser lG
n

4 Experiment and Result Analysis

In this section, we will conduct experiments to verify the proposed method’s performance. First, we will
briefly describe the experiment settings. Second, we will present the results of all experiments and make
a brief analysis of all experimental results. Finally, we will discuss the advantages and disadvantages of
the proposed method.

4.1 Experiment Settings

Experiments are conducted on the MNIST and CIFARI10 datasets in the image classification task. The
MNIST training data are single-channel greyscale images, and their size is 28x28 pixels. The CIFAR10
training data are three-channel color images, and their size is 32x32 pixels. Fig. 5 is the network structure
of the classifier on the MNIST dataset. Its classification accuracy is 99%. Fig. 6 is the network structure
of the classifier on the CIFAR10 dataset. Its classification accuracy is 83%. These two classifiers are
used to generate adversarial examples and verify the defense method’s performance. The adversarial
example generation algorithms used in the experiments include FGSM [5], BIM [32], DeepFool [33],
JSMA [34], and C&W [35]. They are all state-of-the-art white-box algorithms. This is mainly because
black-box algorithms usually take more time and have weaker attack capability. The adversarial example
defense methods used in the experiments include APE-GAN [26], Bit Depth [14], TotalVarMin [21],
SpatialSmoothing [14], JpegCompression [21], Adversarial Training [5]. They are used to compare with
our proposed method. We employ FGSM to generate adversarial examples with various perturbations on
the MNIST or CIFAR10 training data. For the MNIST dataset, these perturbations include 0.1, 0.3, 0.5,
and 0.7. For the CIFAR10 dataset, these perturbations include 0.01, 0.03, 0.05, and 0.07. Then, we
combine these adversarial examples and their corresponding benign examples as the final training data.
Fig. 7 shows these generated FGSM adversarial examples on the MNIST and CIFARI10 training data.
After this, we train our proposed denoiser by using the final training data. Then, we employ all white-box
algorithms to craft adversarial examples with various perturbations on the MNIST or CIFAR10 test data.
These generated adversarial examples are used to verify all defense methods’ performance. Fig. 8 shows
these generated adversarial examples on the MNIST or CIFAR10 test data. The evaluation index used in
the experiments is adversarial examples’ classification accuracy on the classifier. Our proposed method is
model-independent and cannot modify deep neural networks’ parameters. Therefore, this evaluation
index is sufficient.

4.2 Experiments on the GAN-based Denoiser

We first employ the final training data to train the GAN-based denoiser on the MNIST or CIFAR10
datasets. For the generator, we train a total of 300 epochs and pick the best ten generators. Fig. 9 is the
loss curve of the generator and the discriminator on the MNIST and CIFARI10 training data. As you can
see from the picture, the proposed GAN training process is highly stable. It has no gradient vanishing and
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B

Fig. 5. The network structure of the classification model on MNIST

Fig. 6. The network structure of the classification model on CIFAR10
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perturbation = 0.1 perturbation = 0.3 perturbation = 0.5 perturbation = 0.7
(a) MNIST
perturbation = 0.01 perturbation = 0.03 perturbation = 0.05 perturbzltion =0.07

(b) CIFAR 10

Fig. 7. Adversarial examples on the MNIST and CIFAR10 training data

GIIEIEY

JSMA DeepFool C&W

(a) MNIST

FGSM

JSMA Deepliool C&W

(b) CIFAR 10

Fig. 8. Adversarial examples on the MNIST and CIFARI10 test data

gradient explosion problems, and its loss value drops smoothly. Then, we generate adversarial examples
to verify the GAN-based denoiser’s performance on the MNIST or CIFARI10 test data. FGSM
craftsadversarial examples by adding adversarial perturbations to benign examples along the gradient
direction of the deep neural network’s loss function. BIM is FGSM’s variant. It iteratively adds multiple
perturbations to benign examples along the gradient direction of the deep neural network’s loss function.
Therefore, the attack ability of FGSM is more robust than that of BIM. JSMA generates adversarial
examples by using the saliency map of deep neural networks. Adversarial examples generated by
DeepFool are more similar to benign examples. C&W proposes a specific loss function and uses Adam
optimizer to generate adversarial examples iteratively.

Table 1 to Table 3 are the experimental results on the MNIST dataset. Fig. 10 is bar charts from Table
1 to Table 3. Table 1 shows the GAN-based denoiser’s performance on the FGSM adversarial examples
with various perturbations. Table 2 shows the GAN-based denoiser’s performance on the BIM
adversarial examples with multiple perturbations. In general, the GAN-based denoiser has advantages
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gen_loss dis_loss
(a) MNIST
gen_loss dis_loss

(b) CIFAR 10

Fig. 9. The loss curve of the generator and the discriminator on the MNIST and CIFAR10 training data

and disadvantages on both FGSM and BIM adversarial examples. The best performance is achieved
when the adversarial perturbation is equal to 0.1. Some generators have a 100% success rate of
recovering adversarial examples to benign examples. When the adversarial perturbation is equal to 0.3,
the GAN-based denoiser’s performance on the BIM adversarial examples is better than that on the FGSM
adversarial examples. When the adversarial perturbation is equal to 0.7, the GAN-based denoiser’s
performance on the FGSM adversarial examples is the same as that in the case of perturbation equal to
0.1. This is mainly because there is a cut when the pixel value is more significant than 255. Except for
some exceptional cases, GAN-based denoiser’s performance decreases with the increase of perturbation.
Table 3 shows the GAN-based denoiser’s performance on the JSMA, DeepFool, and C&W adversarial
examples. In general, the GAN-based denoiser’s performance in Table 3 is significantly weaker than that
in Table 1 and Table 2. This is mainly because our training data is based on the FGSM adversarial
examples. Theoretically speaking, adversarial examples generated by FGSM are entirely different from
those generated by JSMA, DeepFool, and C&W. We can improve the results in Table 3 by adding JSMA,
DeepFool, and C&W adversarial examples to the training data. Fig. 11 shows adversarial examples and
benign examples recovered by GAN-based denoiser. Fig. 12 shows adversarial examples and benign
examples recovered by APE-GAN. As can be seen from Fig. 11 and Fig. 12, benign examples recovered
by our proposed method have better visual perception.

Table 1. The GAN-based denoiser’s performance (%) on the FGSM adversarial examples with various
perturbations

Denoiser Eps=0.1 Eps=0.3 Eps=0.5 Eps=0.7
Generatorl 98.71 94.75 91.70 98.35
Generator2 98.74 94.52 91.56 98.65
Generator3 98.91 95.72 91.80 98.56
Generator4 98.81 95.86 91.81 98.78
Generator5 98.81 95.13 93.18 98.93
Generator6 98.85 95.50 92.08 98.54
Generator7 98.75 95.42 93.10 98.57
Generator8 98.87 95.77 93.26 98.99
Generator9 98.83 96.14 93.51 98.73
Generator10 98.86 94.41 91.87 97.68
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Table 2. The GAN-based denoiser’s performance (%) on the BIM adversarial examples with various
perturbations

Denoiser Eps =0.1 Eps=0.3 Eps=0.5 Eps=0.7
Generatorl 98.72 97.12 88.05 54.21
Generator2 98.92 96.67 81.68 34.29
Generator3 98.92 97.52 86.26 46.79
Generator4 98.92 97.38 78.25 27.86
Generator5 98.94 97.36 83.30 24.09
Generator6 99.02 97.66 85.63 28.71
Generator7 98.99 97.49 77.87 18.09
Generator8 98.99 97.78 86.82 23.81
Generator9 99.03 97.92 81.92 15.21
Generator10 99.03 97.97 81.65 14.36

Table 3. The GAN-based denoiser’s performance (%) on the JSMA, DeepFool, and C&W adversarial
examples

Denoiser JSMA DeepFool C&W
Generatorl 89.06 77.98 89.06
Generator2 91.41 72.61 79.69
Generator3 89.16 76.17 81.25
Generatord 90.53 70.80 71.09
Generator5 89.21 71.83 82.81
Generator6 91.60 70.70 72.66
Generator?7 91.85 64.89 64.06
Generator8 93.12 67.97 67.19
Generator9 91.41 66.55 67.99

Generator10 91.99 64.84 61.72
(a) FGSM (b) BIM

mISMA mDeepFool mC&W

0

0

70
: | | ‘| || ||
0
Generatorl Generator2 Generator3 Generatord Generator§ Generatoré Generator7 Generator8 Generatord Generator10

(c) JISMA ~ DeepFool ~ C&W

3

3

g

g

3

15

Fig. 10. Bar charts from Table 1 to Table 3
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FGSM BIM ISMA DeepFool C&W

(a) Adversarial Example

7171919

FGSM ISMA DeepFool

llpﬂ-l!i.

(b) Benign Example

Fig. 11. Adversarial examples and benign examples recovered by GAN-based denoiser

FGSM JISMA DeepFool

(a) Adversarial Example

FGSM ISMA DeepFool C&W

(b) Benign Example

Fig. 12. Adversarial examples and benign examples recovered by APE-GAN

Table 4 to Table 6 are the experimental results on the CIFAR10 dataset. Fig. 13 is bar charts from
Table 4 to Table 6. The GAN-based denoiser’s performance on the CIFAR10 dataset is weaker than that
on the MNIST dataset. This is mainly because three-channel color images have more space to generate
adversarial examples than single-channel grayscale images. If you want to improve the GAN-based
denoiser’s performance, one way to do this is to train the denoiser with more adversarial examples. Table
4 shows the GAN-based denoiser’s performance on the FGSM adversarial examples with various
perturbations. Table 5 shows the GAN-based denoiser’s performance on the BIM adversarial examples
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with multiple perturbations. In general, the GAN-based denoiser has advantages and disadvantages on
both FGSM and BIM adversarial examples. The GAN-based denoiser’s performance on the FGSM
adversarial examples is better than that of BIM adversarial examples. The best performance is achieved
when the adversarial perturbation is equal to 0.01. Generators have a roughly 80% success rate of
recovering adversarial examples to benign examples. When the adversarial perturbation is equal to 0.05,
the GAN-based denoiser’s performance on the FGSM adversarial examples is better than that in the case
of perturbation equal to 0.03. This is mainly because there is a cut when the pixel value is more
significant than 255. Except for some exceptional cases, GAN-based denoiser’s performance decreases
with the increase of perturbation. Table 6 shows the GAN-based denoiser’s performance on the JSMA,
DeepFool, and C&W adversarial examples. The GAN-based denoiser performs well on the DeepFool
and C&W adversarial examples. We can improve the GAN-based denoiser’s performance on the JSMA
adversarial examples by adding JSMA adversarial examples to the training data. Fig. 14 shows
adversarial examples and benign examples recovered by GAN-based denoiser. Fig. 15 shows adversarial
examples and benign examples recovered by APE-GAN. As can be seen from Fig. 14 and Fig. 15, benign
examples recovered by our proposed method have better visual perception.

Table 4. The GAN-based denoiser’s performance (%) on the FGSM adversarial examples with various
perturbations

Denoiser Eps = 0.01 Eps =0.03 Eps = 0.05 Eps =0.07
Generatorl 66.99 58.61 62.50 53.26
Generator2 63.12 58.79 61.48 62.51
Generator3 66.64 59.59 58.40 57.34
Generator4 64.32 59.64 63.47 66.18
Generator5 66.35 57.84 55.34 53.44
Generator6 66.41 59.53 58.35 55.76
Generator7 66.85 60.57 60.41 58.24
Generator8 62.40 58.31 61.05 63.27
Generator9 62.70 57.60 58.78 60.07
Generator10 62.65 58.81 60.06 61.58

Table 5. The GAN-based denoiser’s performance (%) on the BIM adversarial examples with various
perturbations

Denoiser Eps = 0.01 Eps = 0.03 Eps = 0.05 Eps =0.07
Generatorl 62.90 58.03 56.76 54.51
Generator2 62.72 57.83 56.07 53.53
Generator3 67.77 60.71 55.74 49.52
Generator4 63.91 59.29 56.73 54.11
Generator5 67.38 61.72 57.81 52.41
Generator6 65.10 59.23 58.54 56.11
Generator7 66.78 60.21 54.83 48.59
Generator8 67.32 60.91 56.63 50.89
Generator9 67.13 62.04 57.98 53.23
Generator10 62.73 58.63 57.10 54.26

Table 6. The GAN-based denoiser’s performance (%) on the JSMA, DeepFool, and C&W adversarial
examples

Denoiser JISMA DeepFool C&W
Generatorl 51.86 67.33 76.56
Generator2 49.71 70.41 67.97
Generator3 51.71 68.80 73.44
Generator4 53.86 70.21 78.91
Generator5 55.81 71.09 68.75
Generator6 52.39 71.48 71.88
Generator7 57.76 65.63 71.88
Generator8 48.39 65.97 67.19
Generator9 47.12 65.53 67.97
Generator10 46.78 70.41 64.84

67



An Ensemble Denoiser Based on Generative Adversarial Networks to Eliminate Adversarial Perturbations

WEPS=001 WEPS=0.03 MEPS=0.05

g

Accuracy(%)
a
8

g

EPS=007

WEPS=0.01 WEPS=0.03 mEPS=0.05
0

EPS=0.07

S
Accuracy(®

B

7
60 60
50
Sao
%
20
10
o

o
Generator] Generator2 Generator3 Generator4 GeneratorS Generator6 Generator7 Generator8 Generatord Generatorl0 Generator1 Generator2 Generator3 Generator4 Generator5 Generator6 Generator7 Generator8 Generator9 Generator10

(a) FGSM (b) BIM

®JSMA m DeepFool m C&W

0 ||| ||| | || || ||| |||

Generator] Generator2 Generator3 Generatord GeneratorS Generator6 Generator7 Generator8 Generator9 Generator10

Accuracy(%)
w & w @ N @
g & & 8 3 8

s

8

(c) JISMA ~ DeepFool ~ C&W

Fig. 13. Bar charts from Table 4 to Table 6
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Fig. 14. Adversarial examples and benign examples recovered by GAN-based denoiser
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Fig. 15. Adversarial examples and benign examples recovered by APE-GAN

4.3 Experiments on the Ensemble Denoiser

When finishing the training on the generator, we can get multiple mappings, which can recover
adversarial examples to benign examples. However, each mapping behaves differently for different types
of adversarial examples. Table 1 to Table 6 demonstrates this phenomenon. To defend against multiple
types of adversarial examples, we integrate these mappings as the ultimate defense. The used integration
strategy is to average all outputs. We craft adversarial examples on the MNIST or CIFARI10 test data to
verify all defense methods’ performance. We compare the ensemble denoiser’s performance with other
defense methods’ performance. Among the defense methods being compared, APE-GAN, Bit Depth,
TotalVarMin, and SpatialSmoothing are model-independent and cannot modify deep neural networks’
parameters. Adversarial training is model-dependent and can modify deep neural networks’ parameters.

Table 7 to Table 9 are the experimental results on the MNIST dataset. Fig. 16 is line charts from Table
7 to Table 9. Table 7 shows the performance of the ensemble denoiser and other defense methods on the
FGSM adversarial examples with various perturbations. Table 8 shows the performance of the ensemble
denoiser and other defense methods on the BIM adversarial examples with multiple perturbations. In
general, the ensemble denoiser obtains the best performance comparing with other defense methods. The
ensemble denoiser can recover adversarial examples with various perturbations to benign examples.
Among the defense methods being compared, APE-GAN also has a good performance on the FGSM and
BIM adversarial examples. However, APE-GAN’s performance is weaker than that of the ensemble
denoiser. Adversarial training performed well only on the FGSM adversarial examples. This is mainly
because adversarial examples used in our adversarial training only include the FGSM adversarial
examples. For the other defense methods, they only performed well against adversarial examples with
perturbation equal to 0.1. Table 9 shows the performance of the ensemble denoiser and other defense
methods on the JSMA, DeepFool, and C&W adversarial examples. APE-GAN’s performance on the
JSMA adversarial examples is slightly higher than that of the ensemble denoiser. APE-GAN’s
performance on the C&W adversarial examples is higher than that of the ensemble denoiser. Except for
some exceptional cases, the ensemble denoiser obtains the best performance comparing with other
defense methods.
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Table 7. The performance (%) of the ensemble denoiser and other defense methods on the FGSM
adversarial examples with various perturbations

Defense Eps =0.1 Eps=0.3 Eps=0.5 Eps=0.7

Non-Defense 90 10 10 10

Ensemble 98.87 95.75 94.00 98.81

APE-GAN 97.51 92.14 76.15 10.31

Bit Depth 95.86 12.28 9.66 9.74

TotalVarMin 86.97 21.44 7.79 6.73

SpatialSmoothing 95.39 14.92 9.69 9.74

Adversarial Training 95.12 83.25 71.16 51.52

Table 8. The performance (%) of the ensemble denoiser and other defense methods on the BIM
adversarial examples with various perturbations

Defense Eps =0.1 Eps=0.3 Eps=0.5 Eps=0.7

Non-Defense 41 0 0 0

Ensemble 99.07 98.32 88.23 54.21

APE-GAN 97.25 94.19 83.51 26.57

Bit Depth 92.48 0.00 0.00 0.00

TotalVarMin 79.67 20.90 7.71 4.35

SpatialSmoothing 90.87 3.76 0.00 0.00

Adversarial Training 67.65 6.65 6.60 6.60

Table 9. The performance (%) of the ensemble denoiser and other defense methods on the JSMA,
DeepFool, and C&W adversarial examples

Defense JSMA DeepFool C&W
Non-Defense 0 6 0

Ensemble 95.12 82.08 89.06

APE-GAN 96.37 80.91 95.31

Bit Depth 76.61 43.70 32.03

TotalVarMin 69.04 48.10 71.88

SpatialSmoothing 62.94 30.13 88.28

Adversarial Training 0.00 7.70 9.38

(a) FGSM (b) BIM

(c) JSMA -~ DeepFool ~ C&W
Fig. 16. Line charts from Table 7 to Table 9
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Table 10 to Table 12 are the experimental results on the CIFAR10 dataset. Fig. 17 is line charts from
Table 10 to Table 12. JpegCompression is also model-independent and cannot modify deep neural
networks’ parameters. It can only be used to protect three-channel color images. Table 10 shows the
performance of the ensemble denoiser and other defense methods on the FGSM adversarial examples
with various perturbations. Table 11 shows the performance of the ensemble denoiser and other defense
methods on the BIM adversarial examples with multiple perturbations. First, the ensemble denoiser
obtains the best performance comparing with other defense methods. Its performance decreases with the
increase of perturbation. Second, all the defense methods being compared achieve the best performance
when the adversarial perturbation is equal to 0.01. Third, APE-GAN also has a good performance on the
FGSM and BIM adversarial examples. However, APE-GAN’s performance is weaker than that of the
ensemble denoiser. Finally, adversarial training’s performance on the CIFAR10 dataset is far inferior to
that of the MNIST dataset. This is mainly because three-channel color images have more space to
generate adversarial examples than single-channel grayscale images. The number of adversarial examples
used to train the classifier is too small. Table 12 shows the performance of the ensemble denoiser and
other defense methods on the JSMA, DeepFool, and C&W adversarial examples. The ensemble denoiser
obtains the best performance on the DeepFool adversarial examples and achieves the worst performance
on the JSMA adversarial examples. Surprisingly, APE-GAN, JpegCompression, and SpatialSmoothing
also have an excellent performance. They approximate or even surpass the ensemble denoiser. For
instance, JpegCompression’s performance on the C&W adversarial examples is higher than that of the
ensemble denoiser.

Table 10. The performance (%) of the ensemble denoiser and other defense methods on the FGSM
adversarial examples with various perturbations

Defense Eps =0.01 Eps =0.03 Eps = 0.05 Eps =0.07
Non-Defense 28 11 8 7
Ensemble 69.78 63.02 62.67 62.67
APE-GAN 67.00 56.48 45.51 34.27
Bit Depth 47.38 19.33 11.89 9.04
TotalVarMin 42.79 28.84 21.85 17.15
JpegCompression 39.60 14.10 9.24 7.77
SpatialSmoothing 44.49 19.67 13.03 10.51
Adversarial Training 46.13 26.92 27.10 31.27

Table 11. The performance (%) of the ensemble denoiser and other defense methods on the BIM
adversarial examples with various perturbations

Defense Eps =0.01 Eps =0.03 Eps =0.05 Eps =0.07
Non-Defense 11 8 8 8
Ensemble 70.46 63.42 60.64 57.56
APE-GAN 67.74 62.86 56.54 49.09
Bit Depth 46.66 13.57 8.73 7.94
TotalVarMin 42.95 32.00 25.68 21.72
JpegCompression 25.47 7.78 7.78 7.78
SpatialSmoothing 37.31 9.96 8.18 7.85
Adversarial Training 33.20 14.15 14.15 14.15

Table 12. The performance (%) of the ensemble denoiser and other defense methods on the JSMA,
DeepFool, and C&W adversarial examples

Defense JISMA DeepFool C&W
Non-Defense 1 20 8
Ensemble 57.99 74.32 76.56
APE-GAN 70.07 70.41 74.29
Bit Depth 48.49 59.03 38.28
TotalVarMin 47.31 49.46 46.88
JpegCompression 63.53 69.43 80.47
SpatialSmoothing 61.82 67.53 71.88
Adversarial Training 1.50 28.15 25.78
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(a) FGSM (b) BIM

(¢) JSMA -~ DeepFool ~ C&W

Fig. 17. Line charts from Table 10 to Table 12

4.4 Discussion

According to the above experimental results, we summarize several advantages and disadvantages of the
proposed method. For the benefits, we summarize as follows:

(1) The proposed method is model-independent and cannot modify deep neural networks’ parameters.
Therefore, it can be easily deployed. Besides, we can combine the proposed method with other defense
methods to protect deep neural networks.

(2) The proposed GAN training process is highly stable comparing with APE-GAN. It has no gradient
vanishing and gradient explosion problems. This stability ensures that the proposed method can well
recover adversarial examples to benign examples.

(3) This proposed method achieves better performance than other methods when defending against
multiple types of adversarial examples. Although numerous defense methods do play a significant role in
protecting deep neural networks, most of them are only effective for certain types of adversarial
examples.

(4) Benign examples recovered by our proposed method have better visual perception. Compared with
APE-GAN’s shallow structure, UET has deeper network layers. This can enhance the capacity of the
generator to recover adversarial examples to benign examples.

For the disadvantages, we summarize as follows:

(1) The proposed method cannot eliminate the effect of adversarial examples with large perturbations.
For FGSM and BIM adversarial examples, the proposed method’s performance decreases with the
increase of perturbation. If you want to improve the experimental results, you can use a deeper network
structure.

(2) The proposed method performs poorly on the JSMA, DeepFool, and C&W adversarial examples.
This is mainly because our training data is based on the FGSM adversarial examples. You can improve
the experimental results by adding JSMA, DeepFool, and C&W adversarial examples to the training data.
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5 Conclusion

This paper proposes an ensemble denoiser based on generative adversarial networks to protect deep
neural networks. This proposed method makes full use of the advantages of generative adversarial
network and ensemble-based methods. First, the used generative adversarial network is a combination of
AC-GAN and WGAN-GP. The classification loss from AC-GAN can enhance the capacity of the
generator to recover adversarial examples to benign examples. The loss function in the form of WGAN-
GP can ensure the training process is stable. Second, the network structure of the generator is based on
UNET. This structure can further improve the capacity of the generator to learn the mapping between
adversarial examples and benign examples. Third, each mapping behaves differently for different types
of adversarial examples. Therefore, we integrate these mappings as the ultimate method to defend against
multiple types of adversarial examples. Besides, this paper also has two limitations. First, it doesn’t
verify the effectiveness of the proposed method on large resolution datasets, such as ImageNet, COCO,
etc. This limits the generality of the proposed method. Second, the proposed method has a roughly 80%
success rate of recovering adversarial examples to benign examples on the CIFAR10 dataset. This
success rate still has room for improvement compared to the nearly 100% success rate on the MNIST
dataset. For the second limitation, you can try to improve the performance of the proposed method by
increasing the training data. This is a simple and effective improvement. Besides, you can also add a
third-party classifier to the proposed GAN architecture. The generator, the discriminator, and the third-
party classifier play games with each other. You can explore the effects of third-party classifiers on the
generator. This can serve as future research. For further future research, you can explore adversarial
example defense methods based on life-long learning, multi-task learning, or reinforcement learning. All
of these three learning methods allow the model to discover new knowledge constantly. We qualify the
proposed defense method always know how to defend against adversarial examples. Will the
performance of the proposed defense method be better? This question remains to be answered in the
future.
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