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Abstract. As the information technology develops, network attacks have become complex and diverse. To
improve the effectiveness and accuracy of data security defense strategies, an optimal defense method based
on improving evolutionary game model between heterogeneous groups is proposed. Specifically, based on tra-
ditional evolutionary game theory, the player type space is added to divide the heterogeneous groups, and the
group type and game strategy are extended to N to solve the problems in heterogeneous groups. Considering
the game is interfered by the environment, a set of dynamic environment functions is added to increase the
adaptability of the model when dealing with changing complex networks. Taking into account the influence of
information communication within the group, the information flow degree is added to increase the accuracy of
evolution rate and solve the problem that traditional model cannot reveal the difference in the evolution rate of
players. Based on the new model, taking the game between two types of invaders and one type of defender as
an example, the calculation method of evolution direction at any time and the judgment method for the stabil-
ity of equilibrium point are discussed. Finally, the effectiveness of the improved model is verified through the
comparison of simulation experiments, and a new scheme is provided for current network data protection.

Keywords: optimal defense strategy, improved replication dynamic equation, heterogeneous group evolution-
ary game, dynamic environment, information circulation degree

1 Introduction

With the rapid development of 5G, big data, cloud computing and other new-generation technologies, the net-
work scale and data volume are gradually expanding. Under the special background of travel barriers caused by
the global epidemic, human society has entered a new era of network life [1]. However, with the wide application
of the internet, the security risks of personal information have gradually been exposed, where system intrusions
are rampant; users’ personal information is sold on the dark web, and data leakage incidents are frequently ex-
posed. Enterprises fall into public opinion and become the target of public criticism due to the spread of negative
information. Moreover it also increases the burden on the government. Information leakage caused by network
security threatens personal property, social order and national security, which has become a public problem that
perplexs government around the world. As such, the Chinese government clearly proposed in the 14th Five-year
Plan to strengthen the protection of personal data [2]. In the context of frequent data leakage, how to ensure the
optimal defense strategy to achieve data security is an urgent problem that needs to be solved.

Since the characteristics of target opposition, strategy dependence and non-cooperative relationship in network
attack-defense are consistent with the principles of game theory [3-4], using an attack-defense game to solve the
problem of network security has become a hotspot. Scholars have made in-depth studies on this issue and expe-
rienced a development process from static and complete information to dynamic and incomplete information.
Classical network security game models can be divided into four categories according to the dual dimensions
of information and time sequence. 1) Research on static game based on complete information [5-8]. Wei Jiang,
Binxing Fang et al. (2009) proposed a network defense graph model, a network attack-defense game model and
an optimal active defense selection algorithm to realize the defense of network information system [5]. To accu-
rately evaluate the security risks of military network, Zengguang Wang et al. (2019) proposed a risk assessment
method based on an attack-defense game, aiming to provide an idea for solving network risk assessment [7]; 2)
Research on dynamic game based on complete information [9-11]. Afrand et al. (2007) proposed a game model
to calculate the optimal defense strategy for malicious data forwarding behavior of nodes [9]; 3) Research on
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static game based on incomplete information [12-15]. To solve the problems of information asymmetry and profit
uncertainty between attack-defense sides, Yongqiang Chen et al. (2015) introduced trigonal fuzzy mathematics
to quantify the utility functions of both players, and proposed a method of network optimal defense strategy se-
lection based on fuzzy Bayes game model [13]. Dingkun Yu et al. (2015) divided the attack-defense sides into
different types. A static Bayes based attack-defense game model was established to analyze the equilibrium and
solve the problem that the behaviors of attack-defense are unknown to each other in reality [14]; 4) Research on
the dynamic Game based on incomplete information [16-23]. In view of the reality that the actions of invaders
rely on network detection, Yongjin Hu et al. (2020) constructed a multi-stage network game model and designed
an optimal network defense strategy selection algorithm combining non-cooperative game theory [16]. Yang Yu
et al. (2019) proposed a network attack-defense game model based on multi-level asymmetric information of the
Internet of Things system to determine an optimal defense strategy [18]. Previous studies on attack-defense are
usually based on one-way signal transmission. Xiaohu Liu (2019) proposed an active defense strategy selection
method based on game theory from the perspective of two-way signal [20].

Traditional game theory assumes that the premises are perfectly rational (Decisions are completely correct and
not influenced by other players). However, this assumption is difficult to satisfy in actual games. In recent years,
evolution game has been widely used for considering bounded rationality. Based on the game theory, the concept
of biological evolution was introduced, and the evolutionary game theory under the group learning mechanism
was formed after the improvement of Smith and Price [24]. The theoretical research on the evolutionary game of
network security mainly focuses on the improvement of replication dynamic equation and the game of hetero-
geneous groups. Considering the influence of strategies, Jianming Huang et al. (2018) improved the replication
dynamic equation by introducing the incentive coefficient, and constructed a new network attack-defense evolu-
tionary game model to provide a theoretical basis for solving the real network security problems. However, the
effect of information communication between groups and the heterogeneity of groups are not considered [25].
Hao Hu et al. (2018) established a Bayesian attack-defense evolutionary game model to solve the problem of
incomplete information. The income uncertainty of attack-defense was transformed into the uncertainty of at-
tack-defense type, and the selection intensity factor was added to improve the replication dynamic equation and
verify the feasibility of the model [26]. Regarding the strategy selection of cloud service suppliers in the complex
network problems, PanJun Sun (2020) proposed an optimal protection strategy selection algorithm. The dynamic
replication equation was improved by using the incentive coefficient and an improved evolutionary game model
was constructed. In addition, stability analysis was conducted to prove the validity of the model through experi-
ments [27]. Enning Zhang et al. (2021) proposed a network security defense decision-making method of double
heterogeneous groups to solve the problem of heterogeneous groups, and the reflection mechanism of players was
transformed into a Poisson process to improve the replication dynamic equation. Although this model overcomes
the problem of heterogeneity, it does not pay attention to the interference of in-game environment [28].

When studying the attack-defense evolutionary game theory, the following three points need to be improved:
1) although the replication dynamic equation has been improved (considering the influence between strategies),
the influence of transmission rate has not been considered due to information exchange in the group. Differences
in the evolution rate at which game players evolve are not reflected. When defenders establish an information
exchange mechanism, the evolution rate of strategy is obviously different (the practical basis of the information
exchange mechanism is as follows: enterprises achieve the progress of information security communication
through regular forums, meetings and more); (2) Most studies cannot be applied to the game of heterogeneous
groups. (Heterogeneous group is a biological concept that different populations of the same species have different
characteristics due to different living environments. In the research, the objects need to be divided into heteroge-
neous populations. Similarly, heterogeneous populations of evolutionary games are participants in the same group
with different decision-making methods). In reality, the invaders of network security include different levels of
hackers and invaders (employees), and the protectors include enterprises of different industries. In other words,
the game groups can be divided into different subgroups. Because of different abilities, the subgroups choose
different strategies with different game results. The problem of heterogeneous population is shown in Fig. 1; (3)
current researches do not take into account the changing characteristics of environments as the game continues.
Particularly, the manners of network attack are more and more complex and diverse [29]. Network environment is
changing rapidly, and the gains of game change dynamically with the environment. In this way, adding dynamic
environment to the evolutionary game model is necessary. Considering the interference of external environments,
the model satisfies the game process of attack-defense under modern technologies. This paper mainly discusses
the following three problems: 1) How to solve the game problems of heterogeneous groups under similar deci-
sion-making groups with differentiated strategies? 2) How to express the influence of inter-group information
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transmission on the game? 3) Under the complex and changeable network environments, how to improve the
adaptability of evolutionary game model to solve the security decision-making problem?
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Fig. 1. Game problem of heterogeneous groups

Note. Heterogeneity can be understood as different strategies adopted by different groups in the same camp

The main contributions are as follows:

1) An improved evolutionary game model in heterogeneous groups is proposed for data security. Aiming at
the problem that traditional evolutionary game models cannot solve the problems of heterogeneous groups and
the game process is interfered by dynamic environment, a new game model is proposed by adding the game type
space T and the dynamic environment space E to divide heterogeneous groups.

2) The calculation method of the replication dynamic equation and the judgment condition of stability are
given. Aiming at the evolution rate difference caused by information exchange of players, the information flow
degree parameter is added to improve the replication dynamic equation and the accuracy. Additionally, the Nash
equilibrium judgment condition of the new method is supplemented.

3) The optimal defense strategy selection algorithm for data security is designed to realize the decision-making
of optimal strategy combination, and the dynamic environment function is added to make the algorithm solution
more practical and improve the adaptability to complex and changeable attacks.

4) The methods to determine the evolution direction and analyze the stability at any time are listed. Taking the
game between two types of invaders and one type of defender as an example, the method to determine the evo-
lution direction at any time is introduced, and the stability of the equilibrium point is analyzed by the Jacobian
matrix method.

The structure of this paper is as follows: Section 2 proposes an improved evolutionary game model between
heterogeneous groups for data security. Section 3 introduces the calculation method of the improved replication
dynamic equation, Nash equilibrium judgment and optimal defense strategy selection algorithm. In Section 4,
some game cases are designed to determine the evolution direction and give the stability analysis method. In
Section 5, the experimental simulation and analysis are carried out, and the superiority of the scheme is com-
pared. Finally, Section 6 summarizes the conclusions and shortcomings of the paper and introduces the direction
of future research.

2 Construction of Improved Attack-Defense Evolutionary Game Model between
Heterogeneous Groups for Data Security

Aiming at the data security problem in dynamic environment, the improved network attack-defense evolutionary
game model between heterogeneous groups can be expressed as a 6-tuple. ADEGM = (N, T, S, P, U, E).
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1) N = (N, Np) is the participant space of the evolutionary game. N, represents the group of invaders and N,
represents the group of defenders.

2) T= (T, T,) is the type space of players; T, = {TA4,, T4,, ..., TA,} represents the group types of invaders,
and T, = {TD,, TD,, ..., TD,} represents the group types of defenders. 4, y represents the total number of invad-

er types and defender types respectively. Note: 4, y e N*, A, y > 2.

3) §=(S/,5") is the game strategy space. S ;(’ ={A4,,4,,...., 4, } represents the strategy set of j - type in-
vaders, and S = {D,,D),,...,D,,} represents the strategy set of /-type defenders, 1<k <A, 1<I<y.

4) P=(P!,P? P .P") is the game belief set; Py ={g,,¢,,...,,} represents the probability set of invader
type; PTD =1{{},¢5,--» ¢, } represents the probability set of defender type; PkA ={Pi1» Pra»-s Dy} TEDTESENLS the

probability set of invader strategies, and P,D ={49,1,92,--q, + represents the probability set of defender strate-

gies. n, m € N', n, m > 2, n, m respectively represent the maximum number of invaders and defenders per sub-
group.

5) U= (U,, Up) is the set of game payoff functions; U, and U, are the payoff function sets of invaders and
defenders, respectively. Note: the payoff function is obtained by the sum of dynamic environment functions of
income-type and loss-type.

6) E = (E,, E,) is the set of dynamic environment functions, £, = {By, (1),Cyy; (1)} and E,, = {B;,(),Cip,( D)} .
Bk"}il. (t) represents the income-type dynamic environment functions set of invaders when £ -type invader adopts i
strategy and / -type defenders adopt j strategy; C,f;ij () represents the loss-type dynamic environment functions

set of invaders when £ -type invader adopts i strategy and / -type defender adopts j strategy; B,Z,-( f),C,Z-,-( 1) re-

spectively represent the sets of corresponding income type, loss-type functions of defenders.

A dynamic environment means that the values of parameters such as profit, loss and cost will change as the
game progresses, i.e., the payoff is different when the environment is different. In the game between invaders and
defenders, the cost of invasion decreases with the accumulation of invaders’ experience. The defense capability of
the system becomes stronger with the accumulation of defender’s investment. At the same time, defenders realize
the seriousness of data leakage and gradually increase the punishment.

In the evolution process of attack-defense, different strategies have different effects. Driven by interests, deci-
sion-makers improve their strategies by comparing, imitating and learning the results of other strategies, making
the evolutionary game continue to iterate and show a trend of continuous exploration. The heterogeneous at-
tack-defense game tree is shown in Fig. 2. The framework of payoff matrix is shown in Table 1, and the parame-
ters and meanings are shown in Table 2.
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Fig. 2. Basic network attack-defense game tree
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T4, and 7D, indicates the types of invaders and defenders respectively, and 4;, and D, indicates the strat-
egies of invaders and defenders respectively. The attack-defense game tree represents the game between 4 -type
invaders (n strategies for each type) and y -type defenders (m strategies for each type). The payoff matrix can be

summarized in Table 1

Table 1. Framework of game benefit functions

Type D, D, 1D,
N,\Np Probability & & 4
Strategy D, D, D,, D,, D, - D,
Type  Probability  Strategy  Probability qu Gim g Gom 4,1 Do
Ay Pu
T4, &y M, M,, M 1y
4,, Pin
Ay P2
T4, & M, M, M. 2
AZn p2n
A4 Pi
T4, &, M;, M, M}'
A;, Din
Qi Ay G Ay gt A
Ao Aynr Az Ay Bt At
Mkl = . . .
2 PR N P B> At

M,, represents the payoff matrix of the game between £ -type invaders and / -type defenders; a;,; represents
the profit of invaders when £ -type invaders adopt i strategy and / -type defenders adopt j strategy, and dy
represents the profits of defenders; a,; and d,,; are all functions about 7.

Table 2. Parameters and meanings

Parameters Meanings
ADEGM = (N, T, S, P, U, E) Attack-defense evolutionary game model in heterogeneous groups
N,,N, Insider, Defender
T4, ,TD, Types of invaders and defenders
4, D,j Strategies of invaders and defenders
g, ¢ i Type probabilities of invaders and defenders
P49 Strategy probability of invaders and defenders
u,,u, Payoff function sets of invaders and defenders
B,gl.j ®), B,f)h.j( 1)) Income type dynamic environment function set of invaders and defenders
C ,jl.j ®,C th( t) Loss type dynamic environment function set of invaders and defenders
M,, Payoff matrix of invader and defenders
x, (). Yy ®) The number of 4,; and D,j strategies selected by invaders and defenders respectively
4,9 Information circulation degree of invaders and defenders
&Py Influencing factors of strategy of invaders and defenders

145



Optimal Defense Strategy for Data Security Based on Improving Evolutionary Game Model between Heterogeneous Groups

3 Construction of Improved Replication Dynamic Equation, Nash Equilibrium
Judgment and Algorithm

3.1 Construction of Improved Replication Dynamic Equation
Based on the above game model, there are 4 types of invaders, and each type has » strategies. Setting the num-
ber of invaders selecting A4,; is x;; (f) attime ¢ The proportion of x,(¢) in total number of & -type invaders is

Pu(0). The expected return of invaders selecting 4, strategy is U/ (¢) , and the average return is U_,f(t) attime ¢ .

The basic equation is as follows:

f pult = . 1)

Pty =0 o
S,

U:f-a)=2§;a>q,,a>%a>. ®

U_;‘<t>=§pk,-(t>U,:?(t>. )

As the game of attack-defense continues, the individuals choosing strategies A,; will change due to the dif-
ferences between strategies. The essence of this change is that the result information of the game is transmitted
between groups, leading to individuals improve strategies. In fact, the rate is affected by the interaction between
strategies, whether there is a mechanism of information exchange between groups, the expected return of strate-
gies, and the number of selected individuals.

xl;'(t)ze'¢ki'xki(t)'Ul:?(t)- Q)

6 represents the information flow degree of invaders, which depends on whether an information exchange
mechanism is established within the group. ¢,; is the strategic influence factors of invaders [25], indicating the
influence degree of A, strategy. As ¢, increases, the influence of A,, strategy becomes stronger, and it will be
favored by more invaders; otherwise, the invaders would prefer to choose other strategies. Due to the differences
in group information dissemination mechanism, different influence and return of strategies, the strategies chosen
by players spread at different speed.

Solving the derivative of Eq. (2), the replication dynamic equation of A,; strategy could be inferred as follows:

o YO, (O -x,OX X0 o |0 > (1)
p/;' )= i=1 . i=1 = ki ki _I:I
£00)] S5, 0 WO L3,

04, x, () ULt) éa'% EMORAE (©6)

= pki(t) P
% (1) > x, (1)

= 04,p, (1) {U; 0-Ul®+3a —%) 2y (0-U] <t>} .

ki
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Similarly, there are y types of defenders, and each type has m strategies. Setting the number of defenders se-
lecting D, at time ¢ is ¥;(#). The proportion of y;(?)in total number of / -type defenders is ¢;(?) . The ex-

pected return of defenders selecting D, strategy is U, f (t) , and the average return is U_(t) at time ¢. The basic

equation is as follows:

St = ™

g, (=20 @)
S50

U0 =37 6,(0)p (0, (1) ©)

k=1 i=1

i?m:ﬁ%mWWy (10)

The rate of change in the number of individuals selecting D), strategy is affected by the interaction between
strategies, whether there is a mechanism of information exchange between groups, the expected return of strate-
gies, and the number of selected individuals.

yp(0)=9-@, - y,(0)-U; (1) . (11)

8 represents the information flow degree of defenders, and it depends on whether an information exchange
mechanism is established within the group. ¢, is the strategic influence factors of defenders [25], indicating the
influence degree of D, strategy. As ¢, increases, the influence of D, strategy becomes stronger, and it will be
favored by more defenders; otherwise, the defenders would prefer to choose other strategies.

Solving the derivative of Eq, (8), the copying dynamic equation of D, strategy could be inferred as follows:

y;(f)Z y[j(t)_ylj(t)z y;;-(t) v, (6) | yi(0) Z)ﬁ;(t)

q,; () [ . . E 3
[iylf(t)} /Z::ly”'(t) @) ‘/Z::]yll'(t)
> 90, 3,()-U} 12
g () 90,3, UL @) ET 02O U0 12)
b %® $ 3,00
= 90,4,(0)| U] (=U7 0+ 20 1)-,)-UY @) | .

Combined with Eq. (6) and Eq. (12), the improved replicative dynamic equation system is as follows:
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Pi(1) =64, p,, (t)|:Uki (?) _a(t) + Zn: (1 _&) " Py (OF Ukj (t):|
J=l P a13)

q; (1) = t9¢7qul,(t)|: y ()= UD(¢)+Z(1 2. 4,0 Uf(t)}

lj

It can be known that when the information flow degrees of the invaders group 6 and the defender group ¢ are
both 1, the strategic influence factors of the invader ¢, and the defender @, are both 1. The replication dynamic

equation proposed by Taylor and Jonker [30] can be obtained as follows:

Pi0)=p O ()-U" ()] (14)
g =g OW O-U O]

By solving the improved replicative dynamic Eq. (13) = 0, the equilibrium point can be obtained and the opti-
mal strategy can be selected.

3.2 Nash Equilibrium Judgment

According to evolutionary game theory, there is a mixed strategy set Pu q; that makes the game reach Nash

equilibrium. According to the definition of Nash equilibrium, b q; satisfies the following conditions:

B}

>

V4 n m
=1 =

m A
Zpki (‘flqgfakly ZZZZPH (flquaklij)

11=1 i=l j=I

vpkx H

~.

_
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Vay, ZZ qu(gpkz i) ZZZ

k=1 1=1 j= k=1 I=1

zpki =1 Zgzpkz L, py.&20
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j=1
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B

z q; (gip;:idklij )
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The first condition guarantees that under Strategy D q;. , the invader will not benefit from a unilateral
change in strategy. The second condition guarantees that under strategy [p,; q; , the defender will not profit from

a change in strategy. In this way, (P q; is a strategy for Nash equilibrium.

3.3 Optimal Defense Strategy Selection Algorithm for Data Security

Algorithm
Optimal defense strategy selection algorithm for data security base on improving evolutionary game between heteroge-
neous groups

Input Different subjects of data leakage events, historical invasion behavior and collecting configuration information of
defense devices, statistical event frequency, and historical trends in gains and losses

Output Optimal defense strategy O
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BEGIN

1) Initialize ADEGM = (N, T, S, P, U, E)

// Initialize an improved evolutionary game model between heterogeneous groups

{

1-1) Construct T, = {T4,,T4,,....,TA;}, T,={TD,,TD,,....TD } A, ye N*, A, y>2.

// According to the different subjects of data leakage events, the types of invaders and defenders are established respectively
1-2) Construet Si' = {4y, Ayseos Ay}« S = (D, Digseess Dy} 1<k < A 1S1S

/I Through analyzing the historical invasion behavior and collecting the configuration information of defense devices, the
strategy space of invaders and defenders is constructed.

A D _ A D
1-3) COHStruCt PT :{51,52,...,81} :PT _{715 PERRET] ;/} bl pk :{pkl’pkz""’pk}’l} ’B :{qll'qIZ""’qlm}

nmeN', n,m>2

// Based on the statistical event frequency, the game belief sets for type probabilities and strategy probabilities of invaders
and defenders are constructed, respectively.

1-4) Construct U =(U ,,U,)

// Construct the set of game payoff functions. The payoff functions are obtained by the sum of dynamic environment func-
tions and are used to calculate the replication dynamic equation.

1-5) Construct £, = {B,:;ij (t),Ck’;ij ()}, E, ={B}.( t),C,f’h.j( 0}

1ij
/I Construct the set of dynamic environment functions based on historical trends in gains and losses.

}

2) Set 6,9 €<[0,1]

// Set the information flow degree of invaders and defenders according to the actual status of players.

Set ¢, @, €[0,1]

// Set the strategic influence factors of invaders and defenders according to the historical selections of players.
_ 74 774 4 4

U,= Bﬁg(f)—cﬁ,-j(’) i which Uy ={UiLUs 0 Usen Uy}

U, =B, ()-Cp (1) Up ={URUR,...UP ... UL

/I Through traversing each invader type and defender type, the invader payoff and the defense payoff under different strate-
gies combinations are calculated.

3) Calculate {

4) Calculate U,:f. ()= izmlfl (Dq,; @)ay,; (1) and Uz,[') @)= izn:gk O py(D)dy; (2)

=1 j=1 k=1 i=1

UH0 =Y pu U @) and U7 (0= Y a, 007 0

/I According to the payoff function calculated above, the expected return and average return for invaders and defenders are
calculated, respectively.

, — n &,
5) Construct py, (1) = 04, p,, (t)|:U/:,‘- ) -Ui 0+ zlﬂ _¢_kl) Py (1) Ukj‘ (0
/= ki
// Construct the replication dynamic equation for each strategy of invader with type T4, .

6) Construct g, () = 9¢,q,(?) l:Uf () —U_ID(t) + é(l —%) g, ()-UY (t)}

i

// Construct the replication dynamic equation for each strategy of defender with type 7D, .

L
7) Calculate Y = p,kl( ) =0
qu(t)

// Calculate the evolutionary stable equilibrium.

8) Output O =1q)1,9125>qjm }

// Output the optimal defense strategies.
END
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The time in the above algorithm focuses on the solution of the replication dynamic equation (step 7), and the
time complexity of Step 7 is O((m+n)’). The storage of the algorithm focuses on the storage of payoff matrix, and
the space complexity of payoff matrix is O(ymxAn). The algorithmic complexity depends on the types and strate-
gies of players, and its parameters can be designed according to actual issues.

4 Determination of Evolution Direction and Stability Analysis Method

Based on the above improved model, considering that enterprises often face multiple types of invaders, two types
of invaders and one type of defenders with two strategies are taken as an example to solve the improved repli-
cation dynamic equation, analyze the stability and obtain the optimal strategy. The set payoff is shown in Table

3. Note: the strategy probabilities p,; and ¢, , and the payoff value (akh-,- ,d,d,-,-) are all functions of ¢, which is not
written due to the long formula.

Table 3. Benefits of the attack-defense game

Type Enterprises 7D,
N,\N, Probability &

strategy D, D,

Type Probability Strategy Probability q, 9,

A a,.,d a,,d,
Hackers TAI gl 11 pll ( 1111 1111) ( 1112 1112)
A]Z p|2 (allll’dllﬂ) (a]]ZZ’dIIZZ)
lnsiders TAZ 82 A21 p21 (a2111’d2111) (aZIIZ’dZIIZ)
45, P (@3101>d3121) (@31225d512,)

For two kinds of invaders, the following formula can be obtained:

Ulli (1) =g, + 941
UL (6) = 41413 + G151
UzAl (1) = G511 + 4,011
U (1) = 4101 + G110
U (1) = p Ui (@) + puUj ()
U2A (0= leU; N+ PzzUzAé (t)

(16)

For defenders, the following formula can be obtained:

UlDl (D) =& pd, ) +EPudy +ED0dy ) +EDndy
U1£z) (D) =&pd) 11 +E PR 10 + €Dy, + D0y, . an
U]D )= q]]Ulll) (t)+q1zU1[2) ®)

Additionally,
PutpP,=Lpy+p,=1¢q,+q,=1. (18)

As such, P/, =—Pl,» Dy =—Pn> 4, =—4, . Only p|;> p5 q); are needed to analyze for the game situation.

According to Eq. (13), the replicate dynamic equation system can be obtained as follows:
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Py = 9¢11p11(1_p11)[q“a1111 +4q,a), _(¢12/¢11)< 41195, + Q12a1122>]
D (t) =08, p,, (l_pzl)[qnazm + 41,05, = (fyy /¢21)( 419121 +q12a2122)]

&Py +E P + 6Dy +EPydyy, _(4012/(/711):|
(EP1d 11 + &P 0 + €Dy, +EP0ndyy)

19)
q,(®) = '9(P11q11(1_q11)|:

4.1 Evolution Direction Determination Method

Under the conditions of dynamic environment changes, the evolution path and evolution direction may change
over time. Here is the calculation method of evolution direction at any time. The first derivative of the replication
dynamic equation is as follows:

dplll (t)/dp“(t) =0¢,(1 —2p11)[q“a1111 + 41,12 _(¢12/¢11)(Q11a1121 + Chzallzz)]
dpllz (t)/dplz(t) = ‘9¢21(l_2p21)[‘11102111 + G0y, — (9, /¢21)(q11a2121 + 41,8 )]

dql/l (t)/dq“(t) = 9¢,,(1-24,,) EPndi +E DL+ ED0dy ) & Ppdy — :|
(@, /¢’11)(51p11d1112 + &Py +E,D0dy1, + 6 P0dy)

When the condition (1- 2p11)[q11a1111 + 4101, — (¢12/¢11)(q11a1121 + 412012 )] >0 is satisfied, the hackers evolve
into 4,, ; otherwise they evolve into 4,, . When condition (1- 2p21)[q”a2111 + 410y, — (¢ /¢21 Nqy, @15 + q12a2]22)]

>0 is satisfied, the insiders evolve into 4, ; otherwise they evolve into 4,, . When the condition

&pnd HEDPL  +EDNdy  E Dy —

90,(1-2¢ ){
" B (¢12/¢11)(€1p11d1112 + &Py +E,P0 s, +EP0dyy)

}>0 is satisfied, the enterprises evolve

into D, ; otherwise they evolve into D,, .

4.2 Analysis of Evolutionary Stability

Equilibrium Solution. When p,@®)=0,p,(®)=0, and g, () =0 in the replication dynamic equation, least
eight solutions E,(0,0,0), E,(0,0,1), E(0,1,0), £,(1,0,0), ,(1,1,0), E,(1,0,1), E(0,1,1), Ey(1,1,1)and
E, s (p;,:Py»9,,) of the evolutionary system can be obtained by solving the equations. E, (p,,.pyq;,) is all the
solutions that satisfy Eqs. (20) and (21).

4 +A=q)ay, _(¢12/¢11)< q1% 121 +(1_q11)anzz) =0
p,=00rl

EPndin +E Pt ED0dy )+ EPpdy — . (20)

%5 =0
—( &Py T E PR+ E Dy, +52p22d2122>
I

9y A =qy)a,, _(¢|2/¢11)(‘]nanzl +(1_q”)01122> =0
P,y =0o0rl

EPndin +E P+ ED0dy ) 8, Ppds — . (21)

Dy =0
( &Py T EPRA 1y +E Dy, + gzpzzdmz)
1
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Stable Point Judgment. Whether the equilibrium point is a stable point (i.e., the evolutionary stability strategy,
ESS) needs further discussion. According to the Jacobian matrix solution method proposed by Friedman [31], the
asymptotic stability of an equilibrium point is analyzed.

The partial derivatives of p,,,0,,9,, in Eq. (19) are taken respectively, and the Jacobian determinant is con-
structed as follows:

Jis Ji= apl’l/apll = 9¢n(1_2p11)[q11ann +4,0,1, _(¢12/¢11)(‘]11a1121 +Q12a1|22)]
I=|Jy Jyn Jy J12:8pl'l/ap1220
Sy Jn Iy Jis :6p1’1/6q11 = ‘9¢11p11(1_p11)[a1111 Y _(¢|2/¢11)(a112| _allzz)]
Sy = 6p1'2/8p“ =0
Iy = aplrz /6p12 = 0p,, (1_2p21)[q11a2111 41,1, _(¢22/¢21)(q11a2121 + q12a2]22)]
Iy = 8])1'2/6(]“ = 6’¢21p21(l—p21)[a2111 —ayy, — (4, /¢21)(a2121 — Ay )]
Jy, = 0q;, /apll =39¢,9,(1 _q”)|:511911d1111 ~ P _(¢12/¢11):|

(&pndy, —6P0d) )

&0y, + €055 _(¢|2/¢11):|
(&,0251, = €,P014512,)
& Pndy + 6Py + 6Dy + 6, P0dy ), — :|
((Plz/(Pn)(g]pndmz +&Ppd 1y + 6,00y, + 6, P0d510)

Iy = 8‘]1'1/61712 = ‘9¢11q11(1_%1)|:

I3 :6%’1/6‘]11 :‘9(P|1(1_2q11)|:

Substituting the solutions £, ; into the Jacobian matrices, their eigenvalues can be obtained. When all eigen-

values are less than 0, it is the ESS. Due to the complexity of the matrix, only the method is given here, and the
specific values are not listed.

5 Experimental Simulation and Analysis

On the basis of being familiar with relevant facts and setting reasonable parameters, MATLAB 2015 software is
used for programming, and simulation experiments were conducted to verify the effectiveness of the proposed
method.

5.1 Real Case Description

This paper is based on two cases reported by CNR News in 2018 about hackers invading express companies to
steal personal information [32] and People’s Daily Online in 2020 about insiders leaking personal information of
express companies [33]. According to the research [34] and Data Leakage Cost Report 2021 (IBM), it is general-
ly thought that data leakage can be divided into hacker theft and insider leakage. There are two types of invaders
and one type of defenders, and each player has two strategies. A4,, is a high-tech attack including two or more
complex attacks such as infiltration technology, web monitoring, database monitoring, password attack, protocol
vulnerability attack, spoofing attack, denial of service attack, Trojan horse, and buffer overflow attack. A4,, is a
low-tech attack that represents a single simple attack. 4,, is a high-level malicious access, that is, stealing data
with anti-detection awareness, accessing the system multiple times, stealing a small amount of data each time,
and not easily detected. A4,, refers to a low-level malicious access, which means a large amount of data is sto-
len at one time and easily detected by the system. D,, means that the enterprise takes protective measures, that
is, through risk control measures such as external safety equipment, traffic analysis and abnormal data detection
technology. D,, indicates that the enterprise takes basic measures to protect the system through its anti-virus
software [35-37]. The network topology of the game is shown in Fig. 3.
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Fig. 3. Network topology

5.2 Parameter Settings

The difference between hackers and insiders is that a hacker obtains system permissions through network attack
technology to steal information and sell data on the dark net for profit. Insiders and information middlemen coop-
erate to form a black industry chain, using their position to steal data (at almost no cost) and obtain fixed income.
Insiders are often hard to be found. The characteristics of hackers and insiders can be summarized as the profit
values of hackers are greater than that of insiders, and the concealment of insiders is better than that of hackers.
The set of dynamic environment functions is constructed as follows: The benefit value of each strategic game

is closely related to income, cost, punishment and loss. When an invader attacks, B,f;,.j (t) includes the income
from stealing information; C,f,’,.j (t) includes the cost and punishment of invasion; B,?,,,-( 1) includes the compen-
sation income obtained by enterprises, and C,ff,-j( 1) includes the investment cost of protection measures and the

loss of data leakage. It is well known that hackers commit more crimes than insiders, & =0.6 and &, =0.4. Other

parameters are constructed as follows:

1) When a hacker attacks the system, the profit is always I,=1, and the penalty function of enterprises F=1+0.1t
when an intrusion behavior is discovered. The invasion cost of hackers decreases with the accumulation of
experience. When adopting high-tech attack strategy, the cost is set as C,=0.2-0.001t, and the probability of
success is 100%. When enterprises take protective measures, the probability function of hacker detection is

0.5+0.01t t <40
a,(1) = 5

0.9 t>40
value of 0.5 and a maximum value of 0.9 (the same below). When enterprises take basic measures, the probability
of hackers being detected is always a, = 0.2 . Under the low-tech attack strategy, the cost is C,= 0.1-0.001t, and
the probability of success is 50% (e.i., Revenue is I,= 0.5). When enterprises take protective measures, the prob-
0.8+0.01t t<10
0.9 t>10°

indicating that the probability increases with the increase of investment, with an initial

ability function of hacker detection is a, (t) = { ; when enterprises take basic measures, the proba-
bility of hackers being detected is alwaysa, =0.5 .

2) When an insider steals data, the revenue is I;= 0.5, and the penalty function of enterprises when the be-
havior of stealing data is discovered is F = 1+0.1t. In the case of high-level malicious access strategy, the
probability of success is 1. When enterprises select protective measures, the probability of being discovered

) 0.4+0.01t t <50
isas(1) =

0.9 50 ° ; when enterprises take basic measures, the probability of an insider being dis-
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covered is alwaysa, 0.1. Under the low-level malicious access strategy, the probability of success is 50%
(I,= 0.25). When enterprises take protective measures, the probability function of an insider being detected
0.6+0.01t t <30

isa,(t) = {0 9 =30 ; when enterprises take basic measures, the probability of an insider being detected is

always a;=0.4.
3) When an enterprise takes protective measures, the investment increases gradually over time, and the invest-
ment function is Cy= 0.14+0.05t. Enterprises only rely on basic measures without investment.

Let ¢, =¢,=¢, = 1, the incentive coefficient is (012/ Pn :¢12/ ¢, =0 / #,, = 0.5. The dynamic environment
functions of both sides in the game are shown in Table 4 and Table 5, and the benefits are shown in Table 6.

Table 4. Dynamic environment function EA of invaders

Strategy

aroup Profit Cost Punishment ~ Probability of behavior being discovered
4D 0.5+0.01¢ <40
TRl _ C(H)= a\l)= S
L=l 0.2-0.001¢ 09 1240
A, D a,(t)=0.2
Hackers 11 12 2( )
4D o 0.8+0.017 <10
12 1 _ C()= ;1) = S
1,=05 0.1.0.001¢ 0.9 >10
4, Dy, F(t)= a,(t)=0.5
4, D 1+0.1¢ » 0.4+0.01¢ <50
a =
P 1,=05 ’ 0.9 >50
D, a,(t)=0.1
Insiders A Dy 0 )
4, D 0.6+0.01¢ £ <30
a
2 1,=025 ’ 0.9 £>30
4, D, ag(1)=0.4
Table 5. Dynamic environment function ED of defenders
Strategy group Profit Probability of gain Cost
4, D, Cy(H)=0.1+0.05¢
All D12 0
4, Dy, Cy(0)=0.1+0.05¢
A. D Consistent with the probabil- 0
Enterprises 2 e F(5=1+0.1¢ ity of behavior being discov-
4, D, ered C5(9=0.1+0.05¢
4, Dy, 0
4, D, C5(1)=0.1+0.05¢
4, Dy, 0
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Table 6. Game benefit matrix of both parties in dynamic environment

Type Enterprises 1D,
NN, Probability &
Strategy D, D,
Type Probability =~ Strategy  Probability 9, 91
A, P (,-C,—Fa,,Fa,-C,-1) (I,-C,—Fa,,Fa,—-1))
Hackers T4, 1
A12 J4%3 (Iz_Cz_Fas’Fas_C3_12) ([2_C2_Fa4’Fa4_]2)
. A21 Py (13—F05,Fa5—[3—c3) (IS_Fa6’Fa6_IS)
Insiders 74, &,
4, )2 ,-Fa,,Fa,-1,-C,) (I, —Fay,Fa,—1,)

5.3 Rationality Analysis of Parameter Settings

To ensure the effectiveness of the simulation results, the rationality of the above parameters is analyzed as fol-
lows:

1) Rationality analysis of income

The profit 7, of hacker’s A,, strategy is greater than the profit [, of hacker’s A4,, strategy, and the profit I,
of insider’s A,, strategy is greater than the profit /, of hacker’s 4,, . The results show that under the same sub-
ject, the income of high-level intrusions is better than that of low-level intrusions. At the same time, the profit 7,
of hacker’s A,, strategy is greater than the profit /; of insider’s A,, strategy, and the profit I; of hacker’s A4,,
strategy is greater than the profit 7, of insider’s 4,, strategy. The results show that under the same intrusion strat-
egies, the profit value of hackers is better than that of moles. The income parameter setting is accordance with the
basic fact that “the income value of hackers is better than that of insiders, and the income of high-level invasions
is better than that of low-level invasions”.

2) Rationality analysis of the probability of being discovered

The detection probability setting of intrusion behavior is shown in Fig. 4 a,(?) > a,(¢), a;(f) > a,(t), as(f) > a(f)
, and a,(f) > ay(?) satisfy the objective fact that “the return of high-skill strategies is better than that of low-skill
strategies”. a,(f) > a,(f), a,(t) > as(f), a;(f) > a,(t), and a,(t) > ay(f) satisfy the objective fact that the concealment
of insiders is better than that of hackers.

3) Rationality analysis of other parameters

Since moles cost almost nothing to steal data, the cost parameter is set to zero. C1>C2 indicates that the cost
of high-level intrusions is greater than that of low-level intrusions. If enterprises take basic measures, the original
software of the system is applied and the cost parameter is 0.

lll(t)l.."

0.8 a,(t)] |
ay(t)

£ 061 401
£ a ()
=] 000000000000 0000Q 2P
S : +ooa(t)
EO_4 AAAAAAAAAAAAAALAALDLALAA 6"\
=" —a— a(t)
A as(t)
02F0000000000000000000 0TV TTTV

O L L L
0 20 40 60 80

time

Fig. 4. Probability of intrusion detection
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From the above analysis, the data settings are in line with the invasion characteristics of hackers and insiders,
and could reflect the objective laws.

5.4 Simulation Experiment

Effect Comparison Experiment of Dynamic Environment. Considering the realistic background of high-fre-
quency system intrusions, in the initial state, invaders are more likely to launch attacks and enterprises are more

likely to use basic defenses. As such, the probability for invaders is set to p,, = p,; = 0.7 and for enterprises to ¢,

= 0.3. Under the condition that the information flow degree of invaders and defenders is 0.2, two groups of ex-
periments are set respectively: 1) Evolutionary game simulation in static environments (i.e., static value evolution
based on the benefit matrix at t = 0); 2) Evolutionary game simulation in dynamic environments (i.e., evolution
based on the parameters set in Section 4.2). The simulation results are shown in Fig. 5. The horizontal axis rep-
resents the simulation time, and the vertical axis represents the proportion of strategy selection.

1+ ik
0.8 1 08
z g
g067 206
g 3
E 04 50_4 L
B Fem-ao_ 2
02} e o9
0 fi 0F
10 20 30 40 50 60 70 0 10 20 30 40 50 60 70
Time Time

(a) Simulation results instatic Environments

(b) Simulation results in dynamic environments

Fig. 5. Comparison of simulation effects in static and dynamic environments

It could be seen from Fig. 5(a) that in static environments, hackers and insiders are stable at t = 30, while en-
terprises do not reach the stable state at t = 70. The simulation results of the evolutionary game show that hackers
attack the system with high-tech attacks; insiders choose high-level malicious access, and enterprises take basic
measures. It could be seen from Fig. 5 (b) that in dynamic environments, as enterprises gradually increases the
investment and punishment, the cost of invaders decreases, and the detection probability increases under the in-
fluence of multiple factors. The probability of hackers and insiders choosing to invade increases gradually, and
the probability of strategy selection reaches a peak (0.9733) at t = 30. As the investment increases, the strategy
selection of invaders begins to gradually reduce the attack level, and the evolution results tend to be stable until t
= 60. At this time, hackers and the insiders choose low-level strategies to invade the system. As the investment of
enterprises increase, the probability of intrusion detection increases, and the evolution results tend to be stable at t
= 50. Enterprises choose protective measures to effectively protect data.

Obviously, the traditional models can only analyze parameter values at a certain time, which has great limita-
tions in practice. The simulation results in dynamic environments show that the strategy choice of invaders first
increase then decreases with the change of enterprise investment. This indicates that dynamic environments can
adapt to complex and changeable decision-making situations and have higher practical values.

Effect Comparison Experiment under Different Information Flow Degree. Comparing the effects under
different information fluidity conditions, the effectiveness of the model in the dynamic rate of replication is pre-
sented. Making other parameters unchanged, three groups of experiments are set respectively: 1) The informa-
tion exchange system was established between invaders, and enterprises do not : € =0.8, and $=0.2; 2) The

156



Journal of Computers Vol. 34 No. 2, April 2023

information exchange system was established between groups of enterprises, and invaders does not: € =0.2, and
$=0.8; 3) An information exchange mechanism should be established between enterprises and invaders: 6 =

0.8, and 3 = 0.8. The simulation results under three groups of parameters are shown in Fig. 6. The horizontal axis
represents simulation time, and the vertical axis represents the proportion of strategy selection.

1 1
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& $04 $04
o =5 =

02 02

0 0
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Fig. 6. Effect comparison under different information flow degrees

The evolution rate is summarized in Table 7. When invaders establish the information communication mech-
anism, the evolution rate of invaders converges fast when t is 40-50, and that of enterprises converge when t is
15-45. When enterprises establish the information communication mechanism, the evolution rate of enterprises
converges fast when t is 10-30, while the evolution of invaders converges when t is 25-50. When invaders and
enterprises establish an information communication mechanism, the evolution rate of invaders and enterprises
would vary quickly. Invaders and enterprises converge when t is 40-50 and 10-30 respectively.

Table 7. Comparison of evolutionary game rates

Invaders Convergence range Duration Rate  Enterprises Convergence range Duration Rate

(a) 40-50 10 0.1 (a) 15-45 30 0.023
(b) 25-50 25 0.04 (b) 10-30 20 0.035
(c) 40-50 10 0.1 (c) 10-30 20 0.035

It can be seen from Fig. 6 that the information flow degree can affect the convergence rate of players. Adding
the information flow degree parameter into the evolutionary game model can reflect the different strategy itera-
tions of players. The convergence rate of strategy selection is more accurate, and the theory of replication dynam-
ic equation is more perfect. Its practical guiding significance lies in that it can more accurately simulate the actual
situation of strategy evolution, and ensure that enterprises adjust their strategies according to real-time dynamic
changes, so as to better deal with complex and diverse network intrusions.

Model and Method Comparison. It can be seen from the comparative experiments that with the continuous evo-
lution of the strategy in the model, the final stable result, that is, the optimal defense strategy for data security, can
be obtained. Comparison of this model method with other methods is shown in Table 8.

The original evolutionary game model can only solve the game problems of homogeneous groups, and the
accuracy is not high. The incentive coefficients are added in the models to improve the replication dynamic equa-
tion, such as network attack, defense security, and cloud service security [25, 27]. Both methods solve the game
problems of heterogeneous groups in [26, 28]. In addition, the method in [26] introduced the selection strength
to improve the replication dynamic equation, and the method in [28] treated the learning mechanism as a Poisson
process to improve the accuracy of the evolution rate.

Compared with the models of other scholars, this paper first solves the heterogeneity problems of game play-
ers. Then the influence of information circulation on group decision-making is considered in the calculation of
replication dynamic equation. Finally the dynamic environment factor is added to the model to improve the accu-
racy of the revenue matrix.
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The results show that the model has obvious advantages in the accuracy of replication dynamics and the accu-
racy of benefit matrix, and can guide the practical data security decision-making problems.

Table 8. Comparison results of model and method

The accuracy of evolution The accuracy of the
Method Group types e benefit matrix Value
Primitive evolutionary Homogeneous Low Low General
game model
The method of reference 25 Homogeneous Medlurp (Introdugmg fneen- Low Medium
tive coefficient)
The method of reference 26 Heterogeneous Medium (Introdugmg Low Medium
strength of selection)
Method of reference 27 Homogeneous Medlurp (Introduqng feen- Low Medium
tive coefficient)
The method of reference 28 Heterogeneous High (Using the distribution Low Medium
of poisons)
Aucnce bemmeen he siaegy 1 considering
The method of this paper Heterogeneous gy complex dynamic en- High

and the group information

. . vironmental changes
circulation effect) ges)

6 Conclusion

In view of the three shortcomings of traditional evolutionary game theory: the difference in evolution rate caused
by information exchange, the game problems of heterogeneous groups and the interference of dynamic environ-
ment, this paper proposes a new optimal defense strategy for data security by improving the evolutionary game
theory. The main work is as follows:

Based on the 4-tuple of traditional evolutionary game theory, the player type space T and dynamic environ-
ment functions set E are added to form a 6-tuple, to solve the heterogeneity problem of players and improve the
adaptability to complex attacks.

2) The replication dynamic equation is improved. Specifically, based on the original replication dynamic equa-
tion, the information flow degree is introduced to reflect the evolution rate difference of players.

3) Taking two types of invaders and one type of defenders as examples, the calculation method of evolution di-
rection at any time and the judgment method of evolution stability strategy are given to judge the final evolution
stability of Jacobian determinant.

4) A real case is used to verify the above method. Given the value of each game parameter, the effectiveness of
heterogeneity, dynamic environment and information circulation is verified by numerical simulation.

In particular, this method is not a single model, but a comprehensive improvement scheme in three aspects
(improving replication dynamics, heterogeneity and environmental change). We can deal with practical problems
by setting relevant parameters. For example, when 8 =1and $ =1, information communication within the group

is not considered; when 4 =1, ¥ =1 heterogeneity is not considered; when the income is not a function t, the

dynamic environment is not considered in the model. As such, the parameters can be adjusted appropriately to
meet the specific problems.

There are the following shortcomings in this research: 1) this paper considers the heterogeneous game prob-
lems of two kinds of players, and the heterogeneity problems of multiple players deserves further study; 2) this
paper builds a dynamic function set and transforms each parameter into a function time t. However, the selection
of relevant parameter values is a tricky problem in simulation experiments. In the future, time series analysis will
be used to fit the function to solve the problem of difficult to select relevant parameters.
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