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Abstract. A safe and reliable terminal environment is crucial to ensure the security of the electricity trading 
system. The existing terminal security system based on identity authentication and access control has internal 
threats that are difficult to solve. For example, multiple internal malicious nodes cause broadcast message 
tampering attacks and malicious packet loss, resulting in message dissemination failure. Existing block-
chain-based trust management systems are good for addressing insider threats, but suffer from low efficiency. 
In order to solve the internal threat problem of the electric electricity trading system, from the perspective of 
trust evaluation and trust management of the terminal environment, an efficient and reliable blockchain-based 
electric trading terminal (ERBTM) trust management model is proposed. First of all, we collect a variety of 
trust factors to evaluate the credibility of the terminal, which solves the problem of accuracy in the process of 
trust assessment; secondly, we improve the speed of storing trust values on the chain and ensure the robust-
ness of the system by improving the consensus algorithm; Finally, we designed the structure of the block that 
stores the trust value to ensure that the trust value is not tampered with. The experimental results show that, 
compared with similar methods, the ERBTM model can effectively deal with the endogenous security threats 
of terminals in the electricity trading environment, and has significant advantages in terms of efficiency and 
reliability. 

Keywords: insider threat, trust management, electricity trading terminal, Trusted Practical Byzantine Fault 
Tolerance

1   Introduction

As one of the key information systems in the energy field, the electricity trading platform plays a key support-
ing role in the electricity business. Once it is damaged or data is leaked, it may have a major impact on national 
security and people’s livelihood interests. There are a large number of heterogeneous terminal devices in the 5G 
electricity trading private network. These terminal devices have functions such as data collection, transmission, 
processing, and storage. However, the environment where the terminal devices are located is open and complex, 
accompanied by security threats. In terms of the security of the 5G electricity trading private network, internal 
attacks are more harmful than external attacks. Internal attacks include slander attacks from malicious terminals 
and counterfeit terminals, black hole attacks [1], flooding attacks [2], sybil attacks [3], etc. If the attack invades 
the system of the electricity trading center, it will destroy the availability and integrity of the system and bring 
huge damage to the electricity trading system. Damage may result in information leakage, service unavailability, 
etc.

Traditional defense measures based on authentication and encryption [4] can only defend against external 
problems. Since people inside the network often have system keys, this method lacks effective means of defense 
against attacks inside the network. The network node trust evaluation technology based on sociology is an im-
portant way to solve internal threats. Trust evaluation technology guarantees the security of the entire system by 
limiting or isolating nodes with low trust values. It is widely used in wireless sensor networks [5], cloud services 
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[6], and mobile ad hoc networks [7]. However, the existing trust management is often implemented by entrusting 
a trusted third party, which has the problem of a single point of failure. The distributed trust management tech-
nology [8] that emerged later solved the single point of failure problem, but malicious nodes in the distributed 
network can easily tamper with the data stored in the local trust value, so the blockchain-based trust management 
[9] method came into being.

Blockchain has the characteristics of distributed trust, openness and unforgeability [10], and can provide re-
liable services for the needs of trust management. However, due to the high communication complexity of the 
Practical Byzantine Fault Tolerance (PBFT) algorithm and the lack of restrictions on malicious nodes inside the 
distributed network [11], it is difficult to expand to 100 nodes. [12] Therefore, the blockchain based on the PBFT 
algorithm is often used in small networks, and it is difficult to apply to large networks such as electricity trading 
platforms.

In order to solve the above problems, we urgently need an efficient and reliable terminal trust management 
model to provide trust management services for electricity trading terminals. The main contributions of this pa-
per are as follows:

•	 We propose an multi-trust factor terminal trust evaluation method to mitigate insider threat attacks 
launched from terminal devices. We collect a variety of trust factors to participate in trust evaluation and 
use information entropy to determine the weight of each trust factor, thereby improving the accuracy of 
trust evaluation.

•	 We propose an multi-trust factor terminal trust evaluation method to mitigate insider threat attacks 
launched from terminal devices. We collect a variety of trust factors to participate in trust evaluation and 
use information entropy to determine the weight of each trust factor, thereby improving the accuracy of 
trust evaluation.

•	 The experimental results show that the scheme in this paper has better efficiency and reliability than sim-
ilar methods, and can effectively identify malicious terminals.

The experimental results show that the scheme in this paper has better efficiency and reliability than similar 
methods, and can effectively identify malicious terminals.

2   Related Work

2.1   Trust Evaluation	

Trust is a recognition and approval of the other party. It is a kind of belief and cognition established in the pro-
cess of communication, which affects the attitude and method of subsequent communication. In computing, trust 
is based on technical measures, security, authentication, and authorization. Users trust that computer systems are 
safe from malware, that sensitive information will not be leaked, and that data is properly processed and protect-
ed. At the same time, users also need to trust the security of network communication to ensure that data will not 
be tampered with or stolen during transmission. Building and maintaining trust is critical in the computing world 
as it plays an important role in how users use technology, conduct online transactions, and share information. 
Trust is a spontaneous, subjective and conscious judgment that demonstrates confidence and trust in the other 
party [13]. The purpose of any evaluation is to determine whether each entity is trustworthy and how to handle 
the trust relationship between entities. Trust evaluation technology is an important part of security and privacy 
protection, and has been widely used in many different application scenarios. 

An earlier model for studying dynamic trust relationships is the PTM model [14]. Subsequently, Hassan et al. 
[15] proposed a trust model based on a vector mechanism by introducing a vector operation mechanism. Song 
[16] proposed a dynamic trust model based on fuzzy logic theory, but it failed to consider the influence of indi-
rect trust and time factors on the model, which limited the dynamic adaptability of the model. Kamvar et al. [17] 
proposed a global trust model EigenRep, which first obtains the historical evaluation information of the service 
node, and then obtains the global trustworthiness of the service node based on the global reputation of the inter-
action partner itself or the local credibility of the requesting node to the interaction partner. reputation. The pur-
pose of trust evaluation is to determine whether each entity is trustworthy and how to handle the trust relation-
ship between entities. 

Trust evaluation technology is an important part of security and privacy protection, and has been widely used 
in many different application scenarios. Kumar et al. [18] applied the trust evaluation technology to the mo-
bile ad hoc network to improve the security of routing, but this method ignored the influence of human factors; 
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Challagidad et al. [19] proposed a multi-dimensional trust evaluation method in the cloud environment, which 
accurately evaluates the credibility of the cloud environment from the perspective of various stakeholders, but 
this method ignores the attack from the data level; Zhang et al. [20] proposed a trust evaluation method based 
on behavior-level trust and fog computing for internal attacks from the data level, which has certain advantages 
in detecting hidden data attacks, but this method relies on fog computing technology and is difficult to expand 
to other scenarios; Cheng et al. [21] proposed a trust evaluation scheme based on a three-valued subjective logic 
model, which can quickly and accurately evaluate the trust of vehicles, but this model is difficult to play an effec-
tive role in the scenario of lack of social information such as the electric power transportation system.

2.2  Blockchain-based Trust Management

The blockchain maintains a shared, reliable, and non-tamperable ledger through collaboration and consensus 
algorithms among multiple computer nodes. The blockchain consensus algorithm is one of the core technologies 
to ensure the security and correctness of the blockchain system. Its function is to enable nodes in the network to 
reach a consensus on the legality of the blockchain data [22]. At present, many consensus algorithms have been 
proposed, among which Practical Byzantine Fault Tolerance (PBFT) [23] is a widely used consensus algorithm. 
The PBFT algorithm was originally used to solve the Byzantine general problem [24], and was later used to solve 
the consensus problem in the distributed system. It can guarantee security and consistency, and has the character-
istics of high efficiency and scalability. Since the PBFT algorithm was proposed, it has been widely concerned by 
academia and industry.

In recent years, with the continuous development and application of blockchain technology, more and more 
researchers have begun to improve the PBFT algorithm and apply it to blockchain consensus. Inspired by the 
Proof of Stake (PoS) algorithm, Buchman [25] and others added empty blocks and lock mechanisms to simplify 
the PBFT consensus process, and assigned different weights to each vote to deal with Sybil attacks [26]. In order 
to improve the scalability of the PBFT consensus algorithm under the premise of ensuring security, Micali et al. 
[27] proposed an efficient algorithm, using the encrypted lottery mechanism to elect verifiers and leaders, and 
then adopting the BA* protocol to reach new blocks the consensus is generated in rounds. In order to reduce the 
impact of faulty nodes on the blockchain system, Lei et al. [28] proposed a PBFT consensus algorithm based on 
reputation value. By giving faulty nodes a lower rating in the consensus process, the reputation value of faulty 
nodes decline, and nodes with low reputation values are less likely to become master nodes, thereby enhancing 
the security and reliability of the system. Wang et al. [29] applied blockchain technology to the self-organizing 
network of UAVs, and proposed an improved PBFT consensus algorithm based on reputation values, which 
selected UAVs with high reputation values as miner nodes and made them Implement consensus, assign voting 
weights to nodes according to reputation, and demonstrate through experiments that their method can reduce la-
tency. The above research mainly improves the consensus efficiency of the PBFT consensus algorithm by group-
ing, reducing the number of consensus nodes and optimizing the consensus process, and improves the reliability 
of the blockchain system by marking malicious nodes through reputation values, etc., which are very innovative 
, but the existing methods to evaluate the reputation value or feasibility of nodes only refer to the behavior of 
nodes in the consensus process, but ignore the communication behavior of nodes in the blockchain network, 
making it difficult to accurately evaluate the credibility of nodes.

The blockchain-based trust management mechanism effectively solves the problem of single point of failure 
in the centralized trust management model [30], and can solve the problem of inconsistency and incompleteness 
of stored data in the traditional distributed trust management model. It has been widely studied by domestic and 
foreign scholars in recent years. Yu et al. [31] proposed a blockchain trust management mechanism based on the 
POW consensus algorithm. This method can effectively resist Sybil attacks, but the performance of this method 
is too poor to be applicable to the scenario of electricity trading; Yang et al. [32] proposed a consensus algorithm 
combining proof-of-work and proof-of-stake, which alleviated the performance bottleneck of the word proof-
of-work consensus algorithm, but it still fell short of the need for frequent trust evaluation in electricity trading 
scenarios; Kouicem et al. [33] proposed a blockchain-based trust management model using the PBFT consensus 
algorithm. Compared with the model based on the POW consensus algorithm, the performance of this model has 
been greatly improved, but the communication complexity is still at the polynomial level, and it is difficult to 
Dealing with Sybil Attacks; Wang et al. [34] proposed a blockchain-based trust management model, and proved 
the reliability of the scheme through rigorous experiments in cross-platform scenarios. However, the performance 
of this scheme drops significantly after a large number of consensus nodes increase, and it lacks Efficiency.
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3   Model Architecture

In the 5G power trading private network, the trading terminal may be maliciously hijacked by an attacker to be-
come a malicious terminal. Attackers carry out slander attacks, black hole attacks, flood attacks, and sybil attacks 
through terminals, which seriously damage the security of power trading activities. Trust evaluation technology 
can effectively resolve these security threats, but due to the limited security protection capabilities of edge com-
puting equipment, it will inevitably reduce the accuracy of trust evaluation and cause great damage to the pow-
er trading system. However, many current trust evaluation models do not take effective measures to avoid the 
negative impact of security risks from edge devices on trust evaluation. In response to the above problems, we 
propose an ERBTM mechanism to evaluate and manage the trust degree of power trading terminals. The system 
framework is shown in Fig. 1. The model consists of terminal layer, edge layer and service layer.

The terminal layer refers to a layer system composed of heterogeneous power trading terminals and agent 
software running on these terminals. These power terminals may be geographically distributed and have different 
architectures and characteristics. In the terminal layer, the system uses various proxy software to collect various 
evidences for terminal trust evaluation. These evidences may include the historical data of electricity transac-
tions, the credibility of terminal equipment, the reliability and security of electricity transactions, etc. These ev-
idences can be used to evaluate the credibility and security of the terminal equipment to determine whether the 
terminal equipment can be used for electricity transactions. In order to realize the functions of the terminal layer, 
various agent softwares need to be used. The design and implementation of the terminal layer is an important 
part of the power trading system. By collecting and evaluating various evidences, the credibility and security of 
terminal equipment can be improved, thereby ensuring the reliability and security of the power trading system.

Fig. 1. The framework of our method
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The edge layer consists of edge devices and blockchain nodes that support terminal access. These devices 
are distributed in different geographic regions and are responsible for collecting and processing terminal infor-
mation in different regions. However, various stakeholders in the edge layer do not trust each other and lack a 
data sharing platform, resulting in platform data islands. Parties typically do not share data without incentives, 
making it difficult to establish trust and transfer and share data among multiple parties. Therefore, there is cur-
rently a lack of a platform that builds trust for multiple parties in a device-edge-cloud environment, and promotes 
trusted data transmission and sharing among all parties through an incentive mechanism. To solve this problem, 
blockchain technology is introduced as a multi-party interactive platform for process supervision and post-audit. 
Blockchain has the characteristics of traceable historical data, data non-repudiation, non-tampering, security and 
transparency. This makes blockchain ideal for establishing trust among distrustful parties at the edge layer. On 
this platform, we leverage smart contracts to dictate the terms of data sharing and access with end-point trust 
assessments. These smart contracts can automate the process of data sharing and access, and incentivize parties 
to participate in data sharing through incentive mechanisms. For example, through blockchain-based cryptocur-
rency incentives, parties can be encouraged to share their data, increasing data reliability and availability. The 
introduction of blockchain technology in the edge layer provides a multi-party interactive platform for the private 
electricity trading network, builds trust for multiple parties that do not trust each other, and promotes trusted data 
transmission and sharing. This will help to improve the security, reliability and transparency of the power trading 
network, and provide solid technical support for the development of the power trading network.

The service layer is an important part of the power trading system, including blockchain node credibility eval-
uation services, terminal identity authentication services, and trust value storage services. These services play a 
vital role in ensuring the security and stable operation of the system. Due to the identity authentication require-
ments of the terminal and the security issues based on the PBFT consensus algorithm, the service layer realizes 
the power transaction terminal identification function and the blockchain node trust evaluation function. The 
terminal identity recognition function is mainly realized by the identity authentication server. This function uses 
digital certificate-based security authentication technology to authenticate the terminal equipment connected to 
the network. By verifying the identity of the terminal equipment, it can effectively prevent unauthorized equip-
ment from accessing the power trading network, and improve the security and reliability of the system.

The blockchain node trust evaluation module evaluates its credibility based on the behavior of blockchain 
nodes. Since there are many blockchain nodes lacking security protection in the edge layer of the power trading 
system, the credibility of these nodes varies greatly, and attackers can easily launch Sybil attacks on the block-
chain system due to these vulnerabilities. Reliability is a necessary means to ensure system security. In this 
module, the credibility of nodes is evaluated by monitoring the behavior of blockchain nodes, historical transac-
tion records, contribution and other factors. According to the evaluation results, trusted nodes are screened out 
and malicious nodes are eliminated to ensure the stable operation of the system and data security. In addition to 
terminal identity authentication and blockchain node trust evaluation, the service layer also provides trust value 
calculation, storage and query services for the system. Trust value is an important indicator in the private power 
trading system, which can measure the degree of trust between nodes and is used to ensure the reliability and 
smooth progress of transactions. The service layer calculates the trust value between the terminal and the block-
chain node, stores and manages the trust value information, and provides users with trust value query services, 
which improves the operability and user experience of the system. The service layer plays a vital role in the pri-
vate electricity trading network. By providing services such as terminal identity authentication, blockchain node 
trust evaluation and trust value calculation, storage and query, the service layer guarantees the security and reli-
ability of the private power trading network. The establishment and optimization of the service layer is not only 
an important part of the construction of a private power trading network, but also an important driver to promote 
the application of blockchain technology in the power field.

Devices at the terminal layer are different from some devices at the blockchain layer and devices at the edge 
layer. Terminal devices carry all the operations of users, while other devices mainly provide services to the sys-
tem. Therefore, in response to this difference, the system should provide different trust evaluation methods to ter-
minal devices, and incorporate user behavior factors into the trust evaluation method, so as to effectively identify 
malicious nodes.
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4   ERBTM System Model

4.1   Terminal Trust Value Calculation

The Efficient and Reliable Power Trading Terminal Trust Management (ERBTM) model based on blockchain can 
be divided into three parts: terminal trust value calculation, marginal blockchain node credibility evaluation and 
trust value storage. The calculation of the terminal trust value is mainly for the terminal layer power trading ter-
minal, the credibility evaluation of the edge layer blockchain node is mainly for the edge layer blockchain node, 
and the trust value storage mainly provides the safe storage and retrieval function of the trust value. This section 
details how to use these two parts to build a robust and efficient endpoint trust management model.

The electricity trading terminal carries all user behaviors, which makes the trust evaluation of the terminal 
different from the trust evaluation of the blockchain nodes. More factors related to user behavior need to be con-
sidered, and we need to additionally consider the terminal trust evaluation method. Due to relevant regulations, 
the terminals of this system can only conduct transactions through the internal private network, so the trust eval-
uation mechanism is mainly used to target insider threats.

I In the face of insider threats, assessing the trust of endpoints is critical. Insider threats usually refer to cyber 
attacks launched by internal employees of enterprises or governments, third-party service providers, contractors, 
etc. from the enterprise intranet. When evaluating the trust of the terminal, it is necessary to comprehensively 
consider the behavior characteristics and communication characteristics of the terminal, and incorporate the us-
er’s behavior records and device data transmission characteristics into the evidence system of trust evaluation. In 
order to achieve this goal, this paper uses the agent software on the terminal to collect user behavior logs. These 
logs include information such as the number of user authentications per unit time, the similarity of authentication 
information, whether users log in from different locations, and the security assessment of devices. These behav-
ioral characteristics can provide information about the user’s behavior patterns and habits in the system, as well 
as the security posture of the device. After uploading the collected user behavior logs to the system through a 
dedicated network, the system uses smart contracts to calculate the trust value of the terminal based on user be-
havior. The smart contract quantitatively evaluates the credibility of the terminal based on the pre-defined trust 
evaluation algorithm, combined with user behavior characteristics and device data transmission characteristics.

Usually, users with legal identities can successfully pass identity authentication. The more user authentication 
attempts, the more failed user authentication attempts, and the lower the credibility of the user. The trust factor 
related to the user authentication times can be denoted as

1 ,t
times

times
Tr

Ver
∆ =                                                                        (1)

where the Vertimes is denoted as the total number of times the user authenticated within ∆t.
The pure number of verifications is not enough to accurately represent the trust value of user behavior. 

Generally speaking, when the user verification fails, the greater the gap between the input verification informa-
tion i and the correct identity verification j information, the greater the possibility that the user is a malicious 
user. The similarity is calculated using the cosine similarity, expressed as
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where the t
iP  is denoted as the user’s verification information at time t , the 1t

iP −  is denoted as the user’s verifi-
cation information at time t − 1.

The user’s remote login is also an important factor affecting the user’s trustworthiness. Remote login includes 
changing terminal equipment or abnormal location. Such situations will greatly reduce the user’s trust value and 
require the user to re-authenticate the user more strictly, which is related to remote login. Trust value can be de-
noted as
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The device security assessment is mainly performed by the agent software installed on the terminal, mainly 
based on information such as the software version and operating system version of the system. The trust factor 
Trenvir ∈  [0, 1].

The modeling of trust evaluation of terminal communication characteristics adopts the above Bayesian mod-
el. Bayesian network is one of the most effective theoretical models in the field of uncertain knowledge repre-
sentation and reasoning. Using conditional probability to express the correlation between various information 
elements can complete learning and reasoning under limited, incomplete and uncertain information conditions. 
The input of Bayesian network is binary, that is, positive or negative. The trust value is updated by updating the 
probability density distribution.

The trust model based on Bayesian theory uses Bayesian network to describe different trust factors of enti-
ties, specify prior probability distribution, deduce and calculate posterior probability according to corresponding 
Bayesian rules and conditional probability, and evaluate the trust degree of entities through effective multi-source 
fusion. The calculation method is as follows:

1
( ( , )) ,

2
ijt

i
j ij

j
i

DT E Beta
δ

δ
δ

+
= =

+ +



                                                         (4)

where the i is denoted as the terminal, and the j is denoted as the edge device interacting with i, the δij is denoted 
as the number of normal interactions between nodes, the ϵij is denoted as the number of failed interactions be-
tween nodes.

In summary, the user behavior trust value of the terminal at time t is denoted as

1 2 3 4 ,t t t t t
times sim offsite envir ijTr Tr Tr Tr Tr DTω ω ω ω∆= ⋅ ⋅ + ⋅ + ⋅ + ⋅                                       (5)

1 2 3 4 1.ω ω ω ω+ + + =                                                                    (6)

Where iω  represents the weight of the trust factor, we adopt the information entropy theory to dynamically de-
termine the weight of the trust factor, the calculation formula of the information entropy of the random variable 
is

1

( ) ( ) ( ),
n
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where the p(xi) represents the probability of random event xi, and information entropy can represent the value of 
information. When a kind of information has a higher probability of appearing, it means that it is spread more 
widely and has higher value. Therefore, the information with higher entropy. The trust factor should be given 
greater weight. Assuming that there is an evaluator in the system, the evaluator’s evaluation of a device accord-
ing to a certain trust factor can be divided into trust and distrust. Fi represents the trust value of the trust factor, 
and the probability of evaluation as trust is Fi, then the evaluation The probability of being untrustworthy is 1−Fi, 
we can get

( ) ( ) (1 ) (1 ).i i i i iH F F ln F F ln F= − − − −                                                        (8)

According to this theory, dynamic weights can be expressed as
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In order to calculate the comprehensive trust value of the terminal, it is necessary to consider the influence of 
historical experience on the current, which can be obtained

11 ,
1

t t tT Tr T
tµ

−= + ⋅
+ ∆

                                                               (10)

where the T t is denoted as the comprehensive trust value of the terminal at time t , the T t−1 is denoted as the com-
prehensive trust value of the terminal at time t − 1, the ∆t is denoted as the time difference between time t and 
time t − 1, the μ is denoted as the attenuation coefficient.

This paper adopts the above formula, takes the public key of the user and the device and the credible evidence 
collected by the terminal agent software as input, and runs the smart contract to obtain the trust value of the ter-
minal device, the algorithm of the smart contract is shown as algorithm 1.

Algorithm 1. Terminal trust computing algorithm
Input: The public key PK of the user and the device, the number of user verifications Vertime from time t − 1 to 
time t, the verification information input by the user at time t, the location sitet of user login, the environment 
evaluation Trenvir  of user login, and the system parameter μ.
Output: The trust value Trt of the terminal at time t;
1:     Tt – 1  Query the time of the results of the previous trust assessment through PK;
2:     if Tt – 1! = t − 1 then
3:         Return error time;  
4:     end if
5:     Pt −1 ← Query the last input information through PK;

6:     t
timesTr∆ ← Calculated by Equation 1;

7:     t
simTr ← Calculated by Equation 2;

8:     offsiteTr ← Calculated by Equation 3;
9:     Trt  ←Calculated by Equation 5;
10:   Tt  ← Calculated by Equation 10;
11:   Return the trust value Tr of the terminal at time t.

4.2   Credibility Evaluation of Edge Blockchain Nodes

The PBFT consensus algorithm is often used to solve the consensus problem of distributed systems in the alli-
ance chain environment, but there are many problems in the PBFT algorithm. First, the communication com-
plexity of the algorithm is at the polynomial level, making it difficult to expand the number of consensus nodes. 
Secondly, the master node replacement strategy of the algorithm is selected sequentially according to the node 
number. The lack of consensus node joining and exiting strategies makes the system vulnerable to Sybil attacks 
and DDos attacks. However, edge layer devices magnify these problems due to weak computing power and limit-
ed security protection capabilities. This paper proposes a trust-based practical Byzantine fault-tolerant algorithm 
(Trusted-PBFT) to solve these problems.

As shown in Fig. 2, the system adopts a trust evaluation method for all nodes to quantify the reliability of each 
node, and then establishes a trusted priority queue based on the trust value, and puts the node with the highest 
trust value at the head of the queue as the master node. The system selects n/φ nodes as consensus nodes, and the 
remaining nodes as candidate nodes. 

All nodes need to update blocks synchronously. Among them, the consensus protocol is divided into four 
stages: pre-preparation, master-standby, confirmation and response. The specific process is similar to that of the 
PBFT algorithm. When the master node fails, the system takes the first node of the trusted priority queue as the 
new master node. When the trust value of the consensus node is lower than the system parameter σ , the system 
will delete the consensus node, and then add it to the recovery pool, and become a candidate node again after ini-
tialization.
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Fig. 2. Trusted-PBFT algorithm framework.

The credible priority queue is the core of this algorithm, which is implemented based on trust evaluation. Trust 
is an entity’s subjective belief in another entity, which is determined by the entity’s natural attributes and is dy-
namic. The dynamism of blockchain distributed nodes is a major challenge for its trust assessment. We calculate 
the credibility of nodes by comprehensively considering three trust factors: node feedback, node honesty, and 
node activity.

We use Bayesian theory to calculate the trust factor of node feedback. Ganeriwal et al. use Bayesian theory 
to evaluate trust. Bayesian formula can be used to fit the reputation distribution and beta distribution, and finally 
expressed by the statistical expectation of the reputation distribution, that is
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the δij is denoted as the number of successful interactions between entities, ϵij is denoted as the number of failed 
interactions between entities. This method mainly reflects the credibility of the node through the communication 
status of the node, and the feedback trust factor of a certain node is

1 ,
n

ijj
i

DT
Rep

n
==

∑                                                                     (13)

where the Repi is denoted as the Feedback trust factor of node i . It comprehensively considers the feedback be-
tween node i and all nodes.

The honesty of nodes can be calculated by the consensus completion rate. Honest nodes vote normally during 
each round of consensus, so nodes with a high consensus completion rate are more honest, and this trust factor is 
represented as

,iH
n
ϑ

=                                                                            (14)

where the n is denoted as the number of times node i participated in consensus, the ϑ is denoted as the number of 
times the node successfully completed consensus.
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The activity of a node refers to the frequency at which it participates in consensus over a period of time, and 
this trust factor is expressed as

1

,n
ip eα β

−
= +                                                                        (15)

where the n is denoted as the number of times node i participated in consensus, the α can adjust the growth rate, 
the β is responsible for adjusting the threshold of node activity. Therefore, while observing normal and abnormal 
communication, we calculate the average credibility of the data sent by the node, and combine the data credibil-
ity with the communication behavior credibility to obtain the comprehensive credibility of the node. The trust 
value of the node is represented as

1 2 3 ,i i i iT Rep H Pω ω ω= ⋅ + ⋅ + ⋅                                                           (16)

where the ωi is the weight of the trust factor, which is determined using the method of trust entropy in the previ-
ous section. After the derivation of the above equations, the algorithm of the trusted priority queue we propose is 
shown in Algorithm 2. This paper uses this method to screen all nodes, divide the nodes into n/2 formula nodes, 
and n/2 candidate nodes, and ensure that n/2 is greater than 3f + 1, where the n is the total amount of all nodes, f 
is the maximum number of malicious nodes.

Algorithm 2. Trusted-PBFT
Input: Node array A and node trust value array T.
Output: Node A is converted into a trusted priority queue.
1:         Function PriorityQueue(A)
2:            n ← The length of array 𝐴
3:            for i ← 0.5 ∙ n  do
4:                         Heapify(A, i, n)
5:          end for
6:          for i ← n to 2
7:                        A[1] ← A[i]
8:                        A[i] ← A[1]
9:                        n ← n ←1
10:                      Heapify(A, i, n)// Extract the highest priority element from the heap
11:         end for
12:   End Function
13:   Function Heapify(A, i, n)// Implement a heap data structure
14:         l ← 2i
15:         r ← 2i + 1
16:         largest ← i
17:         If  l ≤ n and A[Tl] > A[Ti]:/   
18:                      largest ← l
19:         end if
20:         If r ≤ n and A[Tr] > A[Ti]:
21:                      largest ← r
22:         end if
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23:         If largest ≠ i:// 
24:                        A[i] ← A[largest]
25:                        A[largest] ← A[i]
26:                        Heapify(A, largest, n)
27:         end if
28:   End Function
29:   Return A

4.3 Trust Value Store

Trust Value Storage Smart Contract.  This section introduces a data storage smart contract, which provides a 
secure trust value storage service for the system, and the smart contract is deployed on the blockchain at the edge 
layer. In this system, the raw data collected by the edge devices and the corresponding index data are stored on 
the data server and the blockchain on the terminal side, respectively. This distributed data storage method can im-
prove data security and reliability. In addition, the system also stores index data information on the blockchain at 
the edge layer, including the storage address, timestamp and terminal node identification information required to 
retrieve the original data. By storing these index data, the system can effectively manage and retrieve data stored 
on different nodes and improve data access efficiency. As a trusted storage medium, the blockchain at the edge 
layer can ensure the integrity and non-tampering of data. At the same time, since the data is stored at the edge 
layer, the transmission delay of data in the network can be reduced and the response speed of the system can be 
improved. By utilizing the edge layer blockchain to store data and index information, the system can achieve 
secure data storage and efficient data management. Such an architecture can meet the system’s demand for high-
speed storage and fast retrieval of large amounts of data while ensuring data privacy and security.

The execution of the trust value storage smart contract is divided into three stages. The first stage is the 
preparation stage of trust value index information. After the edge node collects the data, it calculates the corre-
sponding hash value through the message digest algorithm. Then, the terminal node packs the hash value and 
other necessary information (the hash value of the original data, the storage address, etc.) into the data index 
information RawJson, which contains the hash value, the version number of the original data, and the Multiple 
storage addresses and storage timestamp information. RawJson is serialized and stored in JSON format. Multiple 
storage addresses of multiple original data sources means that multiple data copies can be generated and stored 
in multiple trusted storage nodes to prevent loss of original data due to storage node failure. Then, the terminal 
node signs the RawJson, packs it into a transaction, and uses the transaction as an input parameter to call the data 
storage smart contract on the terminal side blockchain.

The second stage is the execution stage of the data storage smart contract. At this stage, the smart contract will 
check the content of the input transaction and confirm that the signing node is registered on the current local net-
work. The smart contract will then return a signed message to the end node containing the transaction address of 
the executed contract. The current contract execution process will enter the waiting state, waiting for the wake-
up message from the data server.

The third stage is the storage of raw data. The data collected by the terminal node will be stored in the data 
server, which is the data storage source chosen by the terminal node itself, ensuring that the private data is only 
owned by the terminal node and the trusted data server trusted by the terminal node. Data storage for terminal 
nodes can be done in batches to optimize storage efficiency.

Trust Value Storage Structure.  As shown in Fig. 3, We use a Merkle tree to store the set of trust values under 
the blockchain. A Merkle tree is a hash tree that aggregates data layer by layer from leaf nodes to form a unique 
root node. In the blockchain, the Merkle tree is mainly used to organize transaction information, and each trans-
action corresponds to a leaf node of the Merkle tree, while ensuring that each leaf node is unique. Each leaf node 
stores the data label information of the corresponding transaction and the hash pointer pointing to the correspond-
ing transaction in the blockchain on the terminal side. It should be noted that this hash pointer is only meaningful 
in the corresponding local network, because the terminal-side blockchain is a separate instance in each local net-
work, and different local networks are independent of each other.
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Fig. 3. The block structure

When the number of transactions is relatively large, the Merkle tree divides the transactions into two groups 
from left to right, and calculates a hash value in each group as the parent node information of the group, and then 
calculates these parent nodes The same calculation, until the final result is a binary tree with strong hash associ-
ation, that is, Merkle tree. This organization method can not only effectively reduce the storage space, but also 
quickly verify the integrity of transaction information, because in the Merkle tree, the hash value of the root node 
is associated with the hash values of all leaf nodes. If the transaction information changes, the hash value of the 
root node will also change accordingly. Therefore, it is possible to verify whether the transaction information has 
been tampered with by comparing whether the hash values of the root node are consistent.

The advantage of the Merkle tree is not only that it can improve the security and efficiency of transaction 
information, but also that its nodes cannot be tampered with. This is because each node in the Merkle tree is cal-
culated by the hash value of its child nodes, so if you want to modify the value of a node, you need to modify the 
hash values of all child nodes of the node at the same time. Hash value, this operation is very difficult, because 
the number of nodes to be modified at the same time is very large. Therefore, each node in the Merkle tree has an 
immutable characteristic, which is also an important part of blockchain technology.

In the blockchain, each block contains multiple transaction information, which needs to be verified before be-
ing added to the blockchain. In the traditional blockchain structure, each block stores all transaction information. 
Although this method can ensure the integrity of each transaction, it also increases the storage and transmission 
burden of the blockchain.

The Merkle tree provides a more efficient solution. It can organize all transaction information into a binary 
tree structure, and compress all transaction information into a root node hash value by calculating the hash value 
of each node. This method can not only effectively reduce the storage and transmission burden of transaction in-
formation, but also ensure the integrity and security of each transaction.

In addition, Merkle trees can quickly verify whether a certain transaction exists in the blockchain. Since each 
transaction corresponds to a leaf node of the Merkle tree, and the hash value of each node can be quickly calcu-
lated according to the structure of the Merkle tree, it is only necessary to compare the hash value of the target 
transaction with the Merkle The hash value of the root node of the tree can quickly verify whether the transaction 
exists in the blockchain.

Blockchain is essentially both a chain structure and a decentralized database. It contains several blocks gener-
ated by cryptographic methods, and each block contains transaction information of the entire network for a peri-
od of time. The transaction information in the block is packaged by the master node and verified by the consen-
sus algorithm, and stored in the block In the distributed ledger of block chain. The block designed in this paper is 
composed of block header and block body.
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Table 1. The block header structure

Element Describe
perHeader The hash value of the previous block header
Merkle_ROOT The hash value of the Merkle tree
TIMESTAMP The block generation time
INDEX The block number
Dig_sign The digital signature of the block generation node
pub_key The public key of the block generation node

The important elements in the block header are shown in Table 1. The perHeader refers to the hash value of 
the previous block, which plays the same role as a pointer in the block header. The Merkle_ROOT is the root 
hash value of the Merkle tree, which can effectively prevent data from being tampered with. The TIMESTAMP 
refers to the block generation time. The INDEX refers to the block number. The pub_key refers to the public key 
of the block generation node. The Dig_sign refers to the digital signature of the node that generated the block. 
The public key is the identity of the node, and the digital signature ensures that the block is generated by the 
specified node.

Table 2. The block body structure

Element Describe
node public key The hash value of the node public key
size The size of this trust assessment data
node type The type of node
user public key The hash value of the user public key
comprehensive trust The trust value of a node at a certain moment
timestamp The last trust evaluation time for this node
perDataHash The last trust evaluation time for this node
edge public Key The public key of the edge node
trust factor hash The evidence of trust assessment

The block body mainly contains a Merkle tree. Leaf nodes store the hash value of the trust evaluation data, 
and the values of other nodes are hash values obtained by computing the values of the child nodes of the node. 
The trust evaluation data structure is shown in Table 2. We use the public key to represent the unique identity 
of an entity in the system, and the identities of the evaluated nodes, edge nodes and users are all represented by 
their public keys. The node type identifies whether the node is an end node or a blockchain node. The compre-
hensive trust is the result of the node’s trust evaluation. The timestamp records the time of the trust evaluation. 
The perDataHash is a pointer to the data at the last trust evaluation for this node. The trust factor is the input data 
of the trust evaluation, which is easy to implement due to the exact length of the hash value, and the hash value is 
stored here.

The algorithm for generating blocks is shown in Algorithm 3, which includes the key steps for generating 
blocks. The nodes running this algorithm need to be elected through the Trusted-PBFT algorithm proposed by 
Algorithm 3. After the trust evaluation information is packaged, the system calculates the hash value of the 
packaged data, and then forms the hash value into a Merkle tree to obtain a Merkle tree The root hash value, and 
finally get the final block based on information such as the master node public key and digital signature. 

Algorithm 3. Block generation algorithm
Input:  The set of hash values listfactor of trust evaluation factors, the public key Pubknode of the evaluated node, 
the public key Pubkedgeof the edge node.
Output: The final block b 
Pubkmaster ← Trusted-PBFT algorithm selects the master node;
perHeader ← Get the hash value of the lastest block on the current chain;
Data ← Package trust assessment data according to listfactor, Pubknode and Pubkedge ;
perHeader ← Add hash(Data) to the Merkle tree;
Get the time of the current master node and the signature of the master node
b ← Generate block according to perHeader, perHeader and other information.
Return the final block b;
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5   Experiment and Evaluation

The experiment uses docker technology to simulate the nodes and blockchain of the blockchain distributed net-
work. The specific experimental settings and parameters of this experiment are shown in Table 3. Our experimen-
tal equipment uses Intel Core i7-9700 cpu, 16GB memory, 1TB hard disk, and the system runs on Ubuntu 20.04 
LTS system.

Table 3. The specific experimental settings and parameters of this experiment

Parameter Value
Cpu
Memory

Intel Core i7-9700
16GB

Hard Disk 1T SSD
Initial trust value 0.5
System Ubuntu 20.04 LTS
φ 2

5.1   Consensus Algorithm Effectiveness Experiment

Consensus delay refers to the time required from the time the client sends a transaction request to the time the 
client completes the transaction confirmation. This time includes factors such as the broadcast propagation time 
of the transaction in the blockchain network, the time the transaction is received and verified by the node, the 
time the consensus algorithm is executed, and the network delay in the blockchain network. Low latency means 
that the execution time of consensus algorithms is shorter, and transactions in blockchain networks are confirmed 
faster, reducing the possibility of blockchain forking. The consensus delay is calculated as

.consensus C RDelay T T= −                                                                  (17)

where the Delayconsensus is denoted as the Consensus delay, the Tc is denoted as the time when the transaction was 
confirmed, the TR is denoted as the time of transaction generation. We use the consensus delay as an indicator of 
performance. In other words, we measure the time from when a transaction is committed to when it is written to 
the blockchain, which is the consensus latency. In the experiment, the number of blockchain nodes was increased 
from 40 to 100, aptly describing a large electricity trading network.

Fig. 4. Consensus latency under different conditions for the same model



265

Journal of Computers Vol. 34 No. 3, June 2023

As shown in Fig. 4, our method is tested under normal conditions, under the condition of not using a trusted 
priority queue and randomly selecting a considerable number of nodes, and under the condition of using a trust-
ed priority queue without screening Test and get three different sets of data. We have observed that the trusted 
priority queue will have an impact on performance, and this performance loss increases with the increase of the 
number of nodes, but this performance loss is within an acceptable range, which is the same as that obtained af-
ter the nodes are not screened. Compared with the group data, it is found that the system delay is greatly reduced 
through the screening of the trusted priority queue. The experimental results prove the effectiveness of our meth-
od in terms of system performance.

5.2   Consensus Latency Comparison Experiment

The experimental environment of this experiment is the same as that of the previous section. As shown in Fig. 
5, we compare our model (ERBTM) with the Blockchain-based efficiency Trust management (BC-Trust) [33] 
model and the Lightweight Blockchain-based Trust Management system (LBTM) [35]. As the number of nodes 
increases, the advantages of this model become more and more obvious. In the case of 100 nodes participating, 
the consensus delay of the model in this paper is a quarter of that of the BC-Trust model and LBTM model. 
Because the BC-Trust model is mainly based on the PBFT algorithm, which has high communication complex-
ity. Although the LBTM model has improved the PBFT model, the trust evaluation mechanism adopted by the 
model is too complicated, so the additional consumption of this method is higher than that of this method. The 
experimental data shows that the model in this paper has higher Efficiency than the BC-Trust model and LBTM 
model, and can better meet the needs of large-scale trading systems.

Fig. 5. Consensus latency for different models

5.3   The Impact of Parameters on the Fault Tolerance of Consensus Algorithms

Blockchain is a distributed, decentralized system that always maintains a shared state. The role of consensus 
algorithms is to enable networks to reach consensus on this state, which may sometimes not be achievable. 
Therefore, fault tolerance is an important aspect of blockchain technology.

In order to prove that the model in this paper can still maintain high reliability on the basis of reducing the 
consensus delay, this paper uses the following simulation experiment in Python based on the principle of random 
sampling. The experiment adopts a blockchain network with a total of 40 nodes, randomly sets some nodes as 
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malicious nodes. A malicious node has a 70 percent chance of sending an error message. We increase the propor-
tion of malicious nodes from 10% to 50%, repeats the experiment 1000 times, and takes the ratio of the number 
of successes and the total number of experiments.

We take the transaction success rate as an important criterion for evaluating the system’s fault tolerance capa-
bility. Transaction success rate refers to the proportion of transactions issued by clients that have been successful-
ly chained. It is defined as

.success
sr

success failure

Transaction
Transaction

Transaction Transaction
=

+                                          (18)

where the Transactionsr is denoted as the transaction success rate, the Transactionsuccess is denoted as the number 
of transactions successfully stored in the blockchain, the Transactionfailure is denoted as the number of transactions 
that failed to be stored in the blockchain. In order to measure the influence of φ on system reliability, that is, fault 
tolerance, φ = {1, 2, 3, 4} are respectively taken, and the experimental results are shown in Fig. 6.

Fig. 6. The relationship between system fault tolerance and φ 

It can be found through experiments that the value of φ seriously affects the stability of the system, and the 
smaller φ is not the better. When φ takes the minimum value of 1, there are a large number of malicious nodes in 
the system that have not been screened out, so that although the system can maintain a high success rate when 
there are few malicious nodes, when the proportion of malicious nodes increases, the success rate decreases 
significantly. When the value of φ gradually increases, the effect of the model is significantly reduced. This is 
because there are too few nodes participating in the consensus, and there is a certain error in the trust evaluation 
algorithm, which leads to a decrease in the fault tolerance of the system.

5.4   Trust Management Mechanism Fault Tolerance

The experimental environment of this experiment is the same as that of the previous section. In order to compare 
the advantages of this model with similar models, this experiment compares the model ERBTM-φ = 2 in this pa-
per with the BC-Trust model. The experimental results are shown in Fig. 7. Because the BC-Trust model adopts 
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the PBFT consensus, only
3
n 
  

faulty nodes are allowed to exist, and the model in this paper improves the PBFT 

consensus based on the trusted priority queue, using trust evaluation technology to ensure the fault tolerance of 
the system.

Firstly, it can be observed from the experimental results that ERBTM-φ = 2 model performs better in fault 
tolerance compared to the BC Trust model. ERBTM-φ = 2 model can maintain system consistency and stability 
in the face of node failures and network attacks, and has higher fault tolerance ability. This is due to ERBTM-φ= 
The 2 model adopts trust evaluation technology, which can detect and identify malicious nodes in a timely man-
ner, and exclude or limit their impact on the system. In contrast, the fault tolerance of the BC Trust model is lim-
ited by the constraints of the PBFT algorithm, which can only tolerate faults of a few nodes.

Secondly, ERBTM-φ = 2 model introduces a trust priority queue, which can adjust the participation order of 
nodes based on their trust evaluation results, improving the system’s fault tolerance and robustness. This enables 
the system to better adapt to complex edge environments and face various attack behaviors, effectively prevent-
ing nodes from being breached. In contrast, the BC Trust model does not introduce a similar mechanism, and the 
participation order of nodes is fixed, making it susceptible to attacks from malicious nodes.

Finally, the results of this experiment are helpful in guiding system design and optimization. Through compar-
ative experiments, we can gain a deeper understanding of the working principle and performance of the model, 
and discover its advantages in fault tolerance and room for improvement. These findings can provide guidance 
for further improving and optimizing blockchain systems, thereby enhancing their fault tolerance and robustness, 
and enhancing their security and reliability.

Fig. 7. Comparison experiment of different models of system fault tolerance

5.5   Terminal Trust Evaluate

The dynamic trust evaluation model can evaluate risks in real time, dynamically adjust trust levels, adaptively 
respond to security events, and quickly identify internal malicious nodes. In the method proposed in this article, 
the dynamic trust evaluation model is a key technology for screening trusted blockchain nodes and improving 
system fault tolerance.
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In order to verify the ability of the model in this paper to identify malicious terminals, we compared the model 
in this paper with the INTEM [36] and BLTM [37] models. The INTEM model uses a Bayesian-based direct trust 
model, and the BLTM model combines direct trust evaluation and recommended trust evaluation, but neither of 
these two evaluation models combines the multidimensional trust factors of nodes in the electricity trading sce-
nario.

In order to verify that the model in this paper can quickly calculate the trust value of the target node, it can 
also ensure the stability and accuracy of the trust evaluation process. In this section, we discuss the comprehen-
sive trust value of a normal trusted source node to the same normal trusted target node and the same malicious 
untrusted target node in one evaluation cycle. For the same normal and trustworthy target node, we expect the 
comprehensive trust value of the normal and trustworthy source node to remain stable over multiple evaluation 
cycles. This means that even if there are slight fluctuations or changes in the behavior of the target node during 
different evaluation cycles, the trust value of the normal and trustworthy source node should remain relatively 
consistent. This proves the stability of the model in this paper, which can provide reliable trust evaluation results 
when facing normal nodes. On the other hand, for the same malicious and untrustworthy target node, we expect 
that within multiple evaluation cycles, the normal and trustworthy source node can accurately identify its untrust-
worthiness and provide a lower comprehensive trust value. Even if malicious nodes adopt a change strategy and 
attempt to deceive normal and trustworthy source nodes, this model should be able to continuously detect their 
malicious behavior and reduce their trust value in a timely manner. This verifies the accuracy and attack resis-
tance of the model in this paper, which can effectively identify malicious nodes and provide reliable trust evalua-
tion.

In this experiment, in the same network environment, that is, the proportion of malicious nodes inside the 
network is set to 30%, and the comprehensive performance of BLTM, INTEM and the model in this paper in the 
process of trust calculation is discussed. When a normal and trusted source node interacts with a normal node, 
the source node’s comprehensive trust value for the target node will increase with the increase in the number of 
interactions. When interacting with a malicious node, the trust value will increase with the increase in the num-
ber of interactions decrease. 

As shown in Fig. 8, in BLTM, INTEM and ERBTM, as the number of interactions increases, the trust value 
of the source node to the target node will increase. However, the growth rate of INTEM trust value is the fastest 
compared with the other two models. The ERBTM model needs to integrate more factors to make judgments, so 
the growth rate of trust value is slower. The BLTM model needs the recommended trust value of the global node 
as a reference, so the growth rate is the slowest.

Fig. 8. Normal terminal trust evaluate
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As can be seen from Fig. 9, as the experiment runs, the calculated trust values of the three models gradually 
decrease, but the model in this paper converges faster and converges at a lower result. This indicates that the 
method proposed in this article is more sensitive to malicious behavior and can identify malicious nodes faster. 
This is because the method proposed in this article can better describe the uncertainty in application scenarios, 
and comprehensively consider a variety of trust factors. Comprehensive consideration of multiple trust factors 
effectively avoids the impact of noise and improves the accuracy of model trust evaluation.

Fig. 9. Malicious terminal trust evaluate

6   Conclusion	

This paper proposes a blockchain-based electricity trading terminal trust management model, which can effec-
tively solve the problem of single point of failure in the traditional centralized trust management model. We use 
blockchain and smart contract technology to conduct trust evaluation and trust management for electricity trading 
terminals. Aiming at the poor Efficiency of other blockchain-based trust evaluation models, this paper proposes a 
Trusted-PBFT consensus algorithm based on trusted priority queues. Then we prove the premise of the model in 
this paper to ensure system reliability through experiments. In this way, the efficiency of the system is improved.
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