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Abstract. With the new technologies including big data, cloud computing, the Internet of Things (IoT), mo-
bile Internet, and Artificial Intelligence (Al) coming into widespread in the secondary distribution system,
it makes the network boundary more fuzzy, and the network security risk points and exposed surfaces sig-
nificantly increase. Therefore, the traditional boundary-based security protection model has been unable to
meet the protection needs. As one of the most popular security concepts at present, the zero trust mechanism
can achieve the dynamic protection of information intranets. Based on the concept of zero trust security and
software defined perimeter (SDP) technology, this paper designs and implements a security scheme suitable
for the secondary distribution system and proposes a novel identity authentication model which can solve the
problems of port exposure that existed in the traditional authentication scheme. In addition, the model applies
the SM9 identification algorithm to reduce the computational cost of the encryption and decryption in the
proposed scheme. Finally, the performance analysis demonstrates that the proposed scheme is effective and
suitable for the secondary distribution system which can effectively resist multiple types of network attacks.
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1 Introduction

As the secondary distribution system [1] (SDS) becomes more critical for the electric energy supply system, how
to build a structured network and improve its efficiency has become an urgent problem. The main function of the
SDS is to realize human contact with the primary system to monitor, control, and enable the primary system to
operate safely and economically.

At present, the current security protection scheme of the SDS is based on the principle of “security partition,
dedicated network, horizontal isolation and vertical authentication” [2], and the security boundary is established
to resist attacks. However, some potential security problems in the SDS cannot be solved by the traditional
boundary-based security protection model [3], such as malicious control of distribution terminals, eavesdropping
of communication protocols, and tampering of control commands.

As the first line of defense for SDS against external attacks, secure access protocol establishes a secure chan-
nel by completing authentication and session keys agreement for terminals. Conventional public-key-infrastruc-
ture-based protocols are clearly not suitable for SDS, due to the resource-constrained nature of distribution ter-
minals [4]. In addition, most of the current schemes expose intranet ports, which allows DDoS attacks to easily
destroy intranet resources and cause service disruptions [5]. Therefore, a secure authenticated key agreement
protocol is needed to tackle security and privacy issues in the SDS.

In the view of the above problems, a security protection scheme for the SDS based on Software-defined
Perimeter [6] (SDP) is proposed in this paper. Unlike the existing security scheme, we take the zero trust se-
curity mechanism as the guide and combined with the real demands of the SDS, like the security demand of
the massive terminal access. The proposed scheme designs a terminal security access model based on the SDP
framework, and completes authentication and access control based on SM9 algorithm and terminal identity by
setting SDP controller in the security access area of SDS. In addition, the SDP controller first completes the ac-
cess authentication of the terminal, and then the gateway and the terminal complete the session key agreement.
The authentication is based on the SM9 algorithm and the identity information of the terminal. Since SM9 is
certificateless, there is no need to worry about the certificate management problems caused by the significant in-
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crease of terminals. The proposed scheme separates the authentication process of the SDP controller and the data
transmission between the gateway and the terminal, realizes the resource hiding behind the gateway, and ensures
the security of the SDS service system. Meanwhile, the scheme can cope well with the mainstream attacks of the
SDS and has a good performance on dealing with the unknown threats, which solves the security problem in the
field of SDS’s terminal access.

This paper is organized as follows. Section II and III presents the background and related work of the zero
trust mechanism and SDP. Section IV proposes the security protection scheme of the SDS based on SDP. Section
V and section VI analyses the security and performance of the proposed scheme. Finally, Section VII presents the
conclusion and determine the work in the next research.

2 Related Work

With the increasing scale of SDS and the trend of cloud deployment [7, 8], the traditional boundary-based pro-
tection scheme become inefficiency to cope with the gradually diversifying malicious attack. Therefore, it is
necessary to introduce a new security protection mechanism. The zero trust mechanism was introduced in 2010
[9, 10], which is an endogenous security mechanism for dealing with various threats in a borderless network en-
vironment. The zero trust security mechanism can be autonomous, adaptive and self-growing. It addresses threats
arising from traditional boundary-based security schemes [11]. The core principle of the zero trust mechanism is
that the participants in the network should not be trusted and any access to system resources should be consid-
ered to be a potential threat. Therefore, the participant and access should be checked and verified [12]. Currently,
various mainstream zero trust security architectures have been proposed by the security research institutes such
as Google, Qi’anxin, Tencent, and the National Institute of Standards and Technology (NIST) [13-15].

In the field of the power grid, many scholars have already studied how to realize zero trust security mecha-
nisms in smart grid. Xiao, Z. et al. [16] studied the “zero trust” typical business scenario of the power Internet
of Things with “Continuous Identity Authentication and Dynamic Access Control” as the core, and designs the
power IoT security protection architecture based on zero trust. But their continuous identity authentication and
access control will cost lots of computing resources. Mir, A. W. and K. R. Ram Kumar proposed a zero trust
user access and identity security model that can be implemented in a smart grid-based SCADA system in [17].
Alagappan, A. et al. [18] studied the zero trust model in the virtual power plants, which effectively prevent the
single compromised terminals from spreading laterally and infecting the whole network. However, the scheme is
mainly aim at the virtual power plant and the distributed generators, which doesn’t fit the security demands of the
cloud deployment of the SDS.

The cloud-deploying SDS becomes more virtual, so if the SDS can’t hide the service system, it will cause the
illegal visit between different service systems. The attackers will invade the system and finally cause the mali-
cious control [19]. Currently, the zero trust protection scheme can’t secure the cloud-deploying SDS.

Software-defined Perimeter (SDP), as an implementation of zero trust mechanism, is rising attention due to its
ability of hiding resource and secure accessing [20]. Scholars has introduce the SDP structure in power [oT field.
R.-X. Qiu, et al. [21] design a software defined security framework for power IoT. The framework uses SDP
to protect the security of the cloud and the inner layer of system by rejecting all unauthorized edge traffic. Y.-
C. Palmo, et al. [22] investigated and evaluated several federation methods to embed IoT devices into SDP and
found that the identity provider (IdP) is the most effective methods. However, the IdP will costs lots of comput-
ing and storage resources to store the identity of the terminal. It still need to be improved to apply into the SDS.

Aiming at the above problems exist in the existing schemes, this paper proposes a security protection scheme
for the SDS based on SDP, which takes the zero trust security mechanism as the guide and combined with the
real demands of the SDS.

The main contributions of this paper are as follows:

(1) Our scheme apply Single Packet Authorization (SPA) technology to hide the resource of the SDS cloud
main station and improve the security of the system.

(2) Our scheme authorized terminals’ identity and manage the system resource based on the SDP controller.

(3) Our scheme define subject attributes, environment attributes and object attributes in the identity authoriza-
tion, and use SM9 algorithm to signature and verify, reducing the computing and storage costs and guarantee the
integrity and non-repudiation of the data.
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3 Preliminaries

3.1 Zero Trust Security Mechanism

The zero trust security mechanism is different from the traditional network boundary-based security mechanism
[23]. According to the concept of the zero trust, any internal or external device, application and user in the net-
work cannot be trusted by default. The zero trust security mechanism has three layers including control plane,
data plane, and identity management infrastructure, which make it achieve end-to-end security control from sub-
ject to object, and the overall security architecture is shown in Fig. 1.
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Fig. 1. Zero trust architecture

The control plane is responsible for configuring and managing the access rights and access policies of the
subjects. After multidimensional authentications, the control plane and the identity management will generate
dynamic access control policies, which can configure the data plane dynamically. By collecting and analyzing the
network traffic, the continuous trust evaluation module will conduct a trust level, which stand for the reliability
of the corresponding subject. According to the trust level, when a severely untrustworthy trust level is detected,
the dynamic access control module will determine whether the privileges should be changed and further decide
whether re-authentication or access blocking. Besides the control plane, there’s a data plane, including service
systems, proxy servers and network devices, which provides hardware and data support for the control plane.

In a nutshell, the zero trust security mechanism is identity-centric. Without distinguishing between internal
and external networks but hiding the network resource, the zero trust security mechanism ensures that only au-
thenticated and legitimate terminals or users can access. SDP technology is designed to build virtual boundaries
for enterprises through software, so SDP is a proper implementation technique to achieve the zero trust security
mechanism in the field of the SDS.

3.2 SDP & SPA

The SDP concept originated from the U.S. Defense Information Systems Agency and has been formally endorsed
and popularized by the Cloud Security Alliance over the past decades. SDP embodies the principle of zero trust
at the network level by introducing trust mechanisms to control and grant access requests from terminals, which
is the highest-level implementation of zero trust security mechanisms. The Deny-All firewall of SDP can be used
in the SDS to achieve resource hiding of service system. Any request to access resources must first complete a
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single packet authorization at the control plane before it is allowed to establish a trusted connection at the data
plane, and any unauthorized packet will be discarded.

The SDP architecture is shown in Fig. 2. SDP consists of three main components: the SDP connection initiat-
ing host (IH), the SDP controller and the SDP connection accepting host (AH). The SDP controller can determine
which SDP IH can connect with SDP AH, and it can also forward authentication information to external authen-
tication servers, such as authentication servers and geolocation authentication servers. The IH should communi-
cate with the SDP controller firstly to request a list of AH’s port and the SDP controller can request hardware or
software information from the IH to confirm the identify of IH. The AH should reject by default for all communi-
cations from all hosts except the SDP controller, and the AH accepts connections from the IH only after receiving
instructions from the SDP controller. Thus, the SDP architecture achieves separation of the control plane from
the data plane. All components can be multiple instances for ease of expansion and proper usage.
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Fig. 2. SDP Architecture

Based on single packet authorization (SPA) technology, SDP implements the access strategy of first authen-
tication and then connection, which can avoid the port exposure risk caused by the traditional authentication
protocol. SPA is a lightweight security protocol. When the terminal or user wants to access the SDP controller or
gateway or other related system components, the terminal or user must be authenticated through SPA first, so var-
ious applications and web servers can be hidden behind the firewall. The firewall can discard all unauthenticated
packets by default. So the ports cannot be obtained by the attacker using scanning tools. An important principle
of SPA is that packets must be authenticated and encrypted and the server must receive and process packets with-
out replying or sending any acknowledgment message.

3.3 SMD9 Signature Algorithm

The SM9 signature algorithm, as an identification cryptographic algorithm, has been strongly supported by
the Chinese government. Since 2006, the State Cryptography Administration has organized scholars to carry
out the development of the standard specification of China’s identification cryptographic algorithm and issued
the commercial cryptographic algorithm model SM9 in 2008. The improvement and modification of the stan-
dard algorithm was completed in 2014, and the algorithm was officially announced by the State Cryptography
Administration in March 2016 with the standard number GM/T 0044- 2016.

The SM9 algorithm, like other identity-based cryptographic algorithms, is secure and efficient based on the el-
liptic curve bilinear mapping. The SM9-based cipher is identity-based and both communicating participants can
calculate each other’s public keys based on their identities, thus reducing the complexity of key exchange and
key management. Therefore, the security protection scheme using an identity-based cryptographic algorithms
can meet the authentication security requirements of SDS. What’s more, it also reduces the complexity of cer-
tificate management and the bandwidth burden of network communication, which is suitable for the SDS with
massive terminals’ access. In the encryption and decryption algorithm based on the SM9 identification cipher, the
public key of the user comes from its identity information, and the private key is generated by Key Generation
Center(KGC). As long as the identity information of user A is obtained, user B can get the public key of user A
to encrypt a message and make it securely transmitted to user A in the form of cipher text over the network, and
user A can decrypt the message after getting his private key from the SM9 key center. The process is shown in
Fig. 3.
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Fig. 3. SM9 encryption & decryption

SM9 digital signature is implemented based on identity cryptographic algorithm. In the traditional certifi-
cate-based cryptographic algorithm, if user A wants to verify user B’s digital signature, he must first obtain user
B’s certificate, and verify user B’s identity through the existing signature in the certificate. He also has to verify
the validity of the signature through user B’s public key. However, in the SM9 identity-based cryptographic al-
gorithm, user A can verify user B’s signature by directly obtaining user B’s identity information ID, as shown in
Fig. 4.
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Fig. 4. SM9 signature & verification

The SMO identification cryptographic algorithm takes all unique identifiers, such as the device fingerprint at
the terminal layer of the SDS, as public keys. Without the need for digital certificates, SM9 algorithm can secure-
ly distribute exclusive private keys. The authentication process without user name and password transmission
eliminates security problems such as weak passwords, brute force cracking, and collision attacks. Because the
identity is the public key, there is no certificate exchange authentication process under the premise of ensuring
security, and it also takes the ease of usage into account.

4 Proposed Scheme of SDS Based on SDP

As the plentiful distribution terminals accessing and the service system cloud-deploying, the SDS is facing wider
attack surface. Attackers may attack the SDS in a roundabout way, such as misreporting fault information through
distribution terminals, thus causing a wider security threat. Therefore, securing the access of the terminals has
become an urgent problem of the SDS. In this paper, we make full use of the security infrastructure already built
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in the power grid by setting up and deploying SDP controllers and gateways in the security access area to make
the SDS servers hidden behind the firewall. All unverified packets received are discarded by default to ensure
that the SDS servers do not respond to unauthorized connection requests, so attackers cannot know whether the
requested ports are being listened to, thus achieving the hiding of ports and ensuring the network security of the
SDS. The security protection scheme of the SDS based on SDP is shown in Fig. 5 as follows.
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Fig. 5. The security protection scheme of the secondary distribution system based on SDP

The SDS security protection scheme achieves the security protection mechanism of first authentication and
then connection through the SDP controller, which is responsible for SPA of distribution terminals and dynamic
opening of service communication ports. It can also reduce the exposure of the system and ensure that the SDS
does not respond to unauthorized connection requests. In addition, the protection scheme uses the SM9 algorithm
to achieve identity-based encryption and signature, which effectively reduces cost of distribution terminal com-
munication. After the terminals authorized by a single packet, the SDP controller needs to continuously evaluate
the trust level of terminals based on the zero trust security mechanism. And for the distribution terminals with ab-
normal behavior, it will promptly notify the SDP controller to block access to avoid malicious attacks or damage
to the SDS servers. The process of the security protection scheme designed in this paper is shown in Fig. 6.
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A summary of the notations used in this paper is presented in Table 1.

Table 1. Summary of notations

Symbol Description

1Dy The device fingerprint

IDgpp The SDP controller identity

1Dy The session identity

SKgpp The SDP controller’s private key

DK, The session key calculates by the terminal side
DK, The session key calculates by the gateway side
Enc(*) Encrypting the data packets

Sign(*) Signing the data packets

Hash(*) Performing hash operations

Port The service port

Timestamp Current timestamps of the terminals

type Type of key exchange

subtype Subtype of key exchange

length Length of the data packet

@ Bitwise exclusive (XOR) operations

Step 1: When the distribution terminal online, it first sends SPA packets to the SDP controller, which include
the ciphertext of the timestamp and device fingerprint, and uses the SM9 algorithm for signature. The device
fingerprint 1Dy, consists of subject attributes (MAC address, operating system, port, protocol, service, vendor),
environment attributes (online time, IP, access location, service traffic data size) and object attributes (belonging
department, manager, authorization time, authorization level). IH uses SM9 asymmetric encryption on the ran-
dom number R, and timestamp Time Stamp by using the preset SDP controller identity IDgp, to obtain:

C, =Enc (R, || Timestamp, IDgpp) . (1)
and SMO digital signature on C, and the hash value of the message header to obtain:
S,= Sign (Hash (type || subtype || IDyy || C), SKy) - )

where the hash algorithm uses the SM3 algorithm and finally obtains the complete SPA packet (type || subtype ||
IDy; || G, || S;) and sends it to the SDP controller based on the UDP protocol.

Step 2: The SDP controller performs the signature verification process for the received SPA packets and then
uses its own private key SKgp, to decrypt the packets with SM9 to obtain the random number R, and timestamp
and judge the data freshness according to the timestamp information in the SPA packets. Then, it directly discards
the timeout packets. The SDP controller will dynamically open the firewall port according to the management
policy and use ICMP to send a message (type || subtype ||| C, || S,) to the terminal to inform it to establish TCP
connection, where C, and S, are:

C, = Enc (Port || Timestamp, ID) . 3)

S, = Sign (Hash (type || subtype || C,), SKypp) - @)
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Step 3: After receiving the notification message from the SDP, the terminal initiates a TCP connection and
sends an access request message according to the port in the message, indicating that the IH is ready and wants
to join the trust management list of the SDP.

Step 4: After receiving the terminal’s access request, the SDP controller determines whether the terminal has
completed SPA authorization. The terminal that has completed authorization uses the random number R1 in its
SPA packet to generate the session identification IDg to uniquely identify the terminal’s access behavior, and the
SDP controller sends the access permission packet (type || subtype || length ||C; || S;) to the terminal, where the
access response packet is:

C; = Enc (Service List || IDg || Timestamp, IDyy) . Q)

The Service List is a list of available services, usually in the form of an array of services in JSON format, includ-
ing ports, IP addresses, service names, etc., and the terminal calculates:

S, = Sign (Hash (type || subtype || length || C;), SKgpp) - (6)

At the same time, the SDP controller sends the identity information ID,; of the access terminal and the session
identification IDS of these access requests to the gateway side for session key generation and notifies the gate-
way that this terminal has completed the SPA operation.

Step 5: After receiving the access response information from the SDP controller, the terminal establishes a
TCP connection with the port based on the service information Service List in the access response packet, syn-
thesizes the session key DK, =ID,,; & IDg based on its own device ID and session ID, uses the SM3 algorithm to
hash the session key DK, to obtain M, =SM3(DK,) and sends (type || subtype || length || ID, || Timestamp || M)
to the gateway side.

Step 6: After receiving the terminal access pass notification from the SDP controller, the gateway side syn-
thesizes the session key DK, =ID,; & IDg using the identity information ID,; of the accessing terminal and the
session identifier IDg of the access request. The SM3 algorithm is used to hash the session key DK, to obtain M,
=SM3(DK,). If M, =M,, the final session key DK, =DK,; otherwise, the gateway reports to the SDP controller
and closes the TCP connection.

To achieve a continuous evaluation of terminal trust level and session security, the terminal needs to send the
heartbeat of SPA to the SDP controller periodically. If the SDP controller does not receive SPA heartbeat from the
corresponding terminal within a certain period of time, the SDP controller will determine that the terminal’s ses-
sion is invalid and notify the AH gateway to disconnect the TCP connection with the terminal. When the terminal
applies to the SDP controller and the gateway to establish a TCP connection again, SPA is required again. To
ensure the security of the session key, the SDP controller can force the IH to perform SPA again according to the
service instructions and at the same time update the session ID and notify the gateway side to regenerate the ses-
sion key. The gateway side and the terminal side will negotiate the key again to update the session key so that the
session key of encrypted data is always in a dynamic update state, which enhances the security of the two-way
encryption tunnel. Since there is a source network address translation (SNAT) when the distribution terminals
access, this paper binds the SPA packet with the hardware device fingerprint by adding the device fingerprint in
the SPA packet, which can prevent external malicious attackers from tampering with the source IP by SNAT and
thus recognize the disguised identity. In addition, in the actual scenario of distribution, the number of terminals
deployed is extremely large, causing problems such as a large number of certificates and difficulties in manage-
ment. Using a device fingerprint to replace the traditional digital certificate method to realize the authentication
of terminals can effectively reduce the communication and computing pressure of terminals.

The designed security protection scheme in this paper makes use of SPA technology to realize the zero trust
mechanism and achieve resource hiding so that the attacker cannot know the communication port of the SDS sys-
tem without completing single-packet authorization, which greatly reduces the success rate of the attack. In ad-
dition, the scheme in this paper can still use the established basic cryptographic facilities of the SDS to complete
authentication and data encryption communication. After the distribution terminal completes SPA, it can simplify
the authentication process between it and the gateway or the SDS servers, which greatly reduces the computation
and communication pressure of the gateway and terminals.
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5 Security Analysis

The implement of the zero trust security mechanism and SDP framework for information network security pro-
tection in the SDS can effectively reduce the attack surface, hide and protect core resources, and monitor termi-
nals through continuous trust evaluation to block unauthorized or abnormal accesses. The security analysis is as
follows.

(1) Replay attack

Replay attack, which refers to an attacker’s aggression against the host system by sending a packet that has
already been received by the host, can occur in two phases: SPA and service interaction in the SDS. The SPA
belongs to the control plane in the zero trust mechanism structure, and the SDP controller uses the timestamp to
judge the freshness of the message. The data plane interaction takes place only after completing the authentica-
tion at the control plane, so the service system is not affected. If a replay attack occurs during the service interac-
tion, the SDP controller can also use timestamp for security defense due to continuous monitoring at the control
level and in the service interaction messages.

(2) Man-in-the-middle attack

Man-in-the-middle attack (MITM) is an attack method in which an attacker uses various technical means
to virtually arrange a computer between two communicating parties to disrupt communication by intercepting
normal network communication data, data tampering, and sniffing. In the SDS, the attacker uses the man-in-the-
middle attack to obtain SPA packets, and due to the use of the SM9 algorithm for encryption and signature, the
attacker lacks the private key of IH, and the data message cannot be decrypted and tampered with, so it cannot
complete the SPA. If the man-in-the-middle attack means is used in the service interaction stage, the same attack-
er cannot obtain the session key of IH and AH, and the communication message adopts a timestamp to ensure the
freshness of the session, which can effectively resist the man-in-the-middle attack.

(3) DDoS attack

Distributed denial of service attack (DDoS attack) is a network attack that uses certain defects of network
protocols and uses a disguised approach. A DDoS attack makes the server receive a large number of messages
requesting replies in a short period of time, occupying network resources and affecting the normal provision of
network services by the server. In the SDS discussed in this paper, SDP uses UDP to complete single packet au-
thorization, which consumes fewer resources compared with the TCP protocol and improves the availability of
servers to process and discard invalid packets on a large scale. SPA makes SDP controllers and gateways more
resilient against DDoS attacks. Although SPA cannot stop DDOS attacks, it can mitigate the impact of the serv-
er’s computational consumption due to DDOS attacks and improve server availability.

(4) TCP SYN flooding attack

TCP SYN flooding attack sends a large number of TCP first handshake SYN packets to the target port to oc-
cupy system resources, resulting in system denial of service. In the proposed scheme, SPA uses UDP communi-
cation and does not expose the TCP port of the service, so malicious attackers cannot know the TCP port, and the
SDP controller discards all data from malicious clients and only allows legitimate clients to access the service
system safely.

(5) Insider threat

In the security protection principle of the power grid, insiders are reliable, but with the escalation of attack
methods, insiders bring security threats that have a greater impact and damaging effect than external security
threats. The security scheme designed in this paper can configure the access rights of users so that they can only
access the data resources within their defined responsibilities, and other resources are hidden to avoid the securi-
ty risks caused by the lateral internal movement.

(6) System and application vulnerabilities

The security protection scheme proposed in this paper can effectively reduce the attack surface, hide system
and application vulnerabilities, and be invisible to unauthorized users to avoid malicious users by exploiting vul-
nerabilities.

A comparison of the security properties between the proposed scheme and scheme [26] and scheme [27] is
provided in Table 2. We use “V” and “x” to represent whether the scheme satisfies respective security property
or not.
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Table 2. Security comparison

Security properties Scheme [26] Scheme [27] Ours
Replay attack J Xl V
MITM J J V
DDosS attack X x V
TCP SYN flooding attack x x V
Insider threat v x N
System and application vulnerabilities x x \/

Scheme [26] and scheme [27] use SM9 algorithm and SM2 with digital certificate respectively to achieve a
secure and efficient access. However, their system structure will expose the TCP port to potential threats. Attacks
like DDos attack and TCP SYN flooding attack will be hard to cope with by this situation. Scheme [27] also will
suffer the key disclosure problem due to its PKI infrastructure. What’s more, these kinds of scheme can’t reach
anonymity and untracebility.

In our scheme, the control plane and the data plane are separated so the access and data transmission will be
separated, too. By introducing a SDP controller in the system structure, any suspicious access requirement will
be discard by default, so the TCP port won’t be detected. The scheme makes the system be able to cope with the
DDos attack and TCP SYN flooding attack because the TCP port is hided and the attackers won’t know whether
the service system is exist or not. Therefore, this solution realizes the security protection of the secondary system
of power distribution based on SDP and SPA technology, which is more advantageous in terms of communication
consumption and computation consumption, i.e. It realizes the authentication and security access of terminals ef-
ficiently and further improves the information security protection level.

6 Performance Analysis

We evaluate the performance of the security solution designed in this paper in terms of computational costs and
communicational costs. The test environment includes a simulated terminal server and an access gateway server
with a Centos7 X64 operating system and Intel(R) Xeon CPU E3-1230 V3@3.40 GHz, written in C language.
The simulated terminal server runs the SPA and IH Customer End-Program, and the access gateway server runs
the SDP controller and AH. Linux C is used for both client and server. The test structure is shown in the follow-
ing Fig. 7.

Simulated Terminal Access Gateway Management
Server Server Platform
SDP client - > SDP Controller - > . .
Simulation

Business System

Fig. 7. Test structure

In addition, the performance comparison is divided into two parts, comparing the SPA protocol proposed in
this paper with the currently popular FWKNOP [24] and OPENSPA [25] protocols and comparing the security
access protection scheme proposed in this paper with the scheme [26] and the information security access pro-
tocol of the smart grid [27], by simulating the time required to complete the single packet authorization and se-
curity access of the access gateway under the different numbers of terminals. The comparison results are shown
below. The results of the comparison are shown in the following Fig. 8 and Fig. 9.
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SPA protocol comparison
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Fig. 9. Comparison diagram of overall scheme test

Fig. 8 shows the comparison of the three SPA protocols. As seen from the figure, with the increase in the num-
ber of terminal simulations, the performance of the SPA protocol designed in this paper is significantly better
than the other two, and it can be seen from the analysis that the size of single packet authorization of OPENSPA
reaches 1230 bytes and the response packet size is also 1230 bytes at maximum; the size of single packet autho-
rization of FWKNOP is 225 bytes and the response packet size is also 225 bytes, but FWKNOP is more compli-
cated to configure and requires the advance generation of access keys for devices, and OPENSPA and FWKNOP
use standard RSA and SHA algorithms, which consume large computational resources and have shortcomings in
convenience and security. The single packet authorization protocol designed in this paper is based on the SM9
protocol to realize encryption and signature, which effectively reduces the communication packet size under the
premise of ensuring security, with a single packet authorization packet size of 186 bytes and a response packet
size of 172 bytes.

Fig. 9 shows the comparative effect of the schemes for secure terminal access. With the increase in the number
of terminal accesses, the scheme proposed in this paper greatly exceeds the scheme [27] in terms of performance
and has certain advantages compared with the scheme [26]. In the scheme [27], the SM2 algorithm and digital
certificate are used to complete authentication, whose communication consumes approximately 422 bytes of
packets, and the gateway needs to communicate with the CA center to verify the legitimacy of the terminal digi-
tal certificate, which greatly increases the complexity of the system.

In contrast, scheme [26] uses the SM9 algorithm to achieve secure terminal access, which has greatly im-
proved the performance and consumes only approximately 500 bytes of communication, but these two schemes
do not distinguish between the control plane and data plane. The TCP port set used for authentication makes
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the leakage surface of the service system larger. In contrast, the scheme designed in this paper separates access
authentication from the TCP port. It requires approximately 600 bytes for a complete terminal access authenti-
cation, although the overall communication cost is larger than that of the scheme [26], the SPA accounts for 358
bytes, and the terminal and gateway authentication accounts for only 242 bytes, the gateway does not need to
care about the SPA process and only needs to receive the authorization from the SDP controller. Therefore, au-
thentication process is more concise and efficient than that in [26].

7 Conclusion

This paper designs and implements a security protection scheme based on the SDP architecture for the SDS. Our
scheme builds identity for the terminal based on subject attribute, environment attribute and object attribute, and
completes identity authentication based on SM9 algorithm, reducing the cost of certificate management. Our
scheme realizes terminal access management and server maintenance through SDP controller, which ensures that
unauthorized terminals cannot connect to the server or even know the ports of the server. The scheme effectively
solves the security access problem after the deployment of SDS cloud, and provides new ideas and methods for
security protection of the SDS.

The proposed scheme improves the existing infrastructure without changing the existing security protection
framework of the SDS; The proposed scheme can cope well with the mainstream attacks of the SDS, including
replay attacks, MITM attacks, DDOS attacks, and TCP SYN flooding attacks, and has a good performance in
defense against internal threats and system vulnerabilities; Through comparative experiments, it is proved that
our scheme is superior to other schemes in terms of security and computing cost, and can effectively and safely
realize the protection of SDS.

However, SM9 algorithm is based on bilinear pair operation. The computation cost of the bilinear pairing is
high compared to other cryptographic operations. Therefore, in future, we will continue to extend our protocol to
provide more properties and further reduce computational cost and communicational cost.
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