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Abstract. This paper presents an intelligent load balancing model based on CNN-D3QN to address uneven
resource utilization, network congestion, and excessive latency in SDN environments. First, a modular
architecture comprising network state sensing, feature extraction, decision-making, and execution is designed
to enable closed-loop dynamic scheduling. Second, a hybrid model integrating Convolutional Neural
Networks (CNN) with Dueling Double Deep Q-Networks (D3QN) is developed to capture discriminative
features from high-dimensional states and derive optimal routing strategies. Third, an experience
replay mechanism combined with target network updates is introduced to enhance training stability and
generalization capability. Unlike conventional heuristic or reinforcement learning approaches, the proposed
model synergizes deep feature extraction with advanced Q-learning for more adaptive scheduling. Simulation
results on representative SDN topologies demonstrate superior performance in terms of throughput, packet
loss, and latency, validating its effectiveness for efficient and reliable network resource management.
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1 Introduction

In recent years, with the rapid development of 5G communication technology, network architectures have faced
unprecedented pressures in data processing and real-time responsiveness, particularly in critical infrastructures
such as rail transit, where stability, reliability, and security are indispensable for ensuring normal operation.
Traditional network architectures often struggle to adapt flexibly and manage uniformly when confronted with
large-scale device connectivity and dynamic business requirements [1]. Software-Defined Networking (SDN),
as a novel network paradigm, achieves centralized control and flexible configuration by decoupling the control
plane from the data plane. This enables highly programmable, visualizable, and schedulable network control,
making SDN particularly suitable for 5G communication and rail transit systems [2-3]. Especially in the presence
of sudden traffic surges or malicious attacks, SDN can formulate faster and more effective policies based on its
global network view. Fig. 1 illustrates the SDN network architecture.

However, with the rapid expansion of network scales and increasing business complexity, ensuring system
stability and security has become increasingly challenging. Designing and optimizing load balancing (LB)
mechanisms under the SDN architecture is thus a key approach to achieving efficient resource scheduling and
performance improvement [4]. Load balancing refers to the process of distributing data traffic or computational
tasks across the network to maximize resource utilization, prevent local overload, reduce latency, and enhance
overall service quality. Leveraging its global view and centralized control, the SDN controller can monitor
network states in real time, dynamically adjust flow tables and routing policies, and thus realize more intelligent
scheduling [5].

In general, an SDN-based load balancing system can be divided into three functional modules. First, the
network state sensing module continuously collects real-time information such as traffic load, link utilization,
packet loss, and latency, which forms the foundation for decision-making. Second, the decision-making module,
supported by intelligent algorithms, processes this information to evaluate candidate strategies and select the
most suitable load balancing policy. Third, the execution module enforces the chosen policy by updating flow
tables or rerouting traffic, thereby ensuring effective implementation. The clear division of labor and closed-loop
interaction among these modules guarantee adaptive perception, analysis, and action in dynamic and complex
network environments.
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In critical scenarios such as 5G communications and rail transit, networks face massive device access and
high-concurrency data transmission, imposing stricter requirements on stability and real-time performance. A
well-designed load balancing model not only mitigates link congestion and enhances transmission efficiency but
also ensures the continuity of critical services and the reliable operation of communication systems. In rail transit
networks, uneven load distribution may cause delays or even the loss of control information, posing potential
safety risks.

To address these challenges, this study proposes an intelligent load balancing approach based on CNN-
D3QN-LB (Convolutional Neural Network-enhanced Dueling Double Deep Q-Network for Load Balancing).
The main contributions are summarized as follows: (i) a modular system architecture is designed to clarify the
roles of sensing, decision-making, and execution in a closed-loop process; (ii) a CNN-D3QN model is developed
that integrates deep feature extraction with advanced reinforcement learning for optimized scheduling; and (iii)
simulation experiments on representative SDN topologies validate the effectiveness of the proposed model.

The remainder of this paper is organized as follows: Section II reviews related work; Section III introduces the
proposed model; Section IV presents the experimental setup and results; and Section V concludes the paper with

discussions and future directions.
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Fig. 1. SDN network architecture

2 Related Work

In recent years, benefiting from the advantages of intelligent scheduling and flexible control, a variety of load
balancing strategies for SDN have been proposed, ranging from static and dynamic scheduling to centralized
and distributed control, as well as intelligent optimization methods incorporating machine learning and deep
reinforcement learning [6-14].

(1) Traditional load balancing strategies.

J. Ali et al. [6] proposed a controller allocation-based method, introducing a dynamic controller allocation
mechanism combined with a multi-criteria decision-making model. This approach enables intelligent selection
of migration targets based on controller resource states, thereby improving load balancing performance.
However, due to the integration of the ANP model with the 0/1 knapsack problem, computational and decision-
making delays become significant in large-scale scenarios, limiting real-time applicability. Similarly, J. Zhang
et al. [7] developed a hybrid scheme that combines Equal-Cost Multi-Path (ECMP) with SDN, where ECMP
forwards most traffic while SDN selectively reroutes critical flows to balance link utilization. Nevertheless,
identifying critical flows is challenging due to the large solution space and the limited adaptability of heuristic
algorithms to dynamic traffic variations. S. Sharma et al. [8] proposed an SDN load balancing scheme based on
the Blue Monkey update chimpanzee optimization algorithm, addressing migration efficiency and cost, yet its
generalization in multi-controller environments remains insufficient. Overall, traditional methods are lightweight
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and intuitive but lack adaptability and intelligence, making them unsuitable for highly dynamic SDN scenarios.

(2) Machine learning-based approaches.

With the increasing availability of traffic data, machine learning techniques have been leveraged for traffic
prediction and load balancing. X. Zhou et al. [9] introduced an energy optimization method using deep
reinforcement learning (DRL), which balances server loads while reducing energy consumption via a two-
stage DRL algorithm. However, the framework is complex and incurs high training overhead. X. Y. Chen et
al. [10] developed an SDN energy efficiency optimization framework based on GRU-based traffic prediction,
capturing temporal features of traffic patterns; nevertheless, its prediction accuracy under bursty traffic remains
insufficiently validated. Y. Liu et al. [11] proposed an adaptive load balancing scheme for data center networks
(DCNs) using a hybrid model for dynamic congestion prediction, but its robustness under extreme burst traffic
remains uncertain. These approaches enhance intelligence in decision-making but primarily focus on prediction
rather than real-time adaptive scheduling.

(3) Deep reinforcement learning-based approaches.

Reinforcement learning (RL) and DRL methods have recently gained traction in SDN load balancing due to
their ability to model sequential decision-making. O. Adekoya et al. [12] proposed a distributed RL-based switch
migration algorithm to dynamically select controllers according to load states, but flow-level scheduling was
not considered. Y. W. Zhou et al. [13] developed a switch-based RL algorithm for dynamic switch-controller
association via distributed decision-making, enabling collaborative optimization; however, convergence
stability and controller heterogeneity were not adequately addressed. E. H. Bouzidi et al. [14] combined
neural networks with DQN for dynamic rule deployment and traffic rerouting, improving adaptability but
introducing computational complexity in large-scale networks. In summary, while DRL-based methods enhance
adaptability and decision-making, they often suffer from slow convergence, unstable training, and limited feature
representation in high-dimensional states.

Summary. Despite the progress of traditional, machine learning-based, and DRL-based approaches, several
challenges remain: (i) uneven utilization of link and node resources; (ii) congestion-induced packet loss and
delay; (iii) insufficient support for latency-sensitive services; and (iv) limited intelligence and adaptability in
scheduling strategies. These limitations highlight the necessity of an intelligent load balancing model capable
of real-time sensing and adaptive decision-making to enhance throughput, reduce latency and packet loss, and
improve overall SDN performance.

Motivation. To this end, we propose a CNN-D3QN-LB model that integrates CNN-based feature extraction
with advanced reinforcement learning. The model automatically extracts discriminative features from high-
dimensional states via CNN, employs D3QN to decouple state value and action advantage functions for stable
training, and designs a custom reward function to capture both traffic load and link congestion. Simulation results
demonstrate that the proposed method surpasses existing mainstream approaches in throughput, latency, and
packet loss, exhibiting higher adaptability, efficiency, and practicality.

3 Algorithm Principles and Model Architecture

3.1 System Architecture

The principle of the proposed SDN load balancing model is illustrated in Fig. 2. It consists of three main
components: the data plane, the control plane, and the DRL module, which cooperate to achieve real-time
network state perception and intelligent scheduling decisions.

Data plane. The data plane forms a DCN with OpenFlow switches at its core, responsible for forwarding data
flows.

Control plane. The control plane centrally manages the switches through the SDN controller, which is
equipped with three functional modules: Network monitoring module, which collects real-time information on
switch status and link utilization; Link measurement module, which calculates key metrics such as path load,
bandwidth, and latency; Flow table distribution module, which dynamically generates and distributes flow tables
according to upper-layer policies to implement traffic scheduling.

Deep reinforcement learning module. The DRL module is the core of the system. A hybrid structure
integrating CNN for state perception and D3QN for policy learning is employed to model and optimize network
states. The observed network states are first processed by the CNN to extract spatial features, which are then fed
into the Q-value network to generate Q-values for different actions (e.g., path selections). The optimal action a
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is selected according to the highest Q-value. Based on the reward feedback from the environment, the system
continuously adjusts parameters to optimize the learned policy.

Closed-loop control. During operation, the intelligent learning module derives scheduling decisions from the
state information collected by the controller. These decisions are translated into new flow table rules, which are
issued to the data plane, thereby completing the closed-loop scheduling and control process.

Intensive Learning Module

parameter
1 Network State 1 Reword Action a
SDN Controller
Network Monitoring Link Measurement | Flow sheet i
Module Module issuance module |
Control Plane
Network Network Rules for the issuance
Information Information of flow charts

OpenFlow
Switch

®
"eeer
= @g@

DCN
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Fig. 2. Algorithm framework

3.2 CNN Feature Extraction

SDN networks can be represented by graph structures, and their typologies can be described by graph G = (V, E),
where V' =v,, v,, ..., v, represents a set of nodes such as switches and routers, n represents the number of nodes,
and E represents a set of links [15]. The connection status is represented by an adjacency matrix AeR"", where
the elements are 4, {0,1}, 0 indicates no direct connection, and 1 indicates a connection. The network traffic
matrix X is used as the feature of each node, and X'e R"" represents the node feature matrix at time ¢, as shown in
Fig. 3.

Fig. 3. Graph-structured network data
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CNN is a typical feed forward neural network with structural advantages such as local connections, weight
sharing, and dimensional reduction, and is widely used in tasks such as image recognition, speech processing,
and time series data modeling. In load balancing models under SDN environments, faced with challenges such
as high-dimensional network state data, high noise levels, and strong dynamics, CNN can effectively extract key
features from raw state information to construct more compact and generalization state representations, providing
semantic and high-level input support for reinforcement learning strategy modules.

In the load balancing model proposed in this paper, the CNN module primarily handles the task of feature
extraction for multi-dimensional network state indicators such as link utilization, queue length, and number of
flow table entries collected by the controller [16]. This reduces redundancy in the input state space and enhances
the model’s adaptability across different network typologies and load scenarios.

The basic structure of a CNN typically consists of three core components: the convolution layer, the pooling
layer, and the fully connected layer. Among these, the Convolution Layer uses multiple convolution kernels
(filters) to slide across the input feature maps, extracting local spatial feature patterns from the network state,
such as local link congestion or traffic hot spots, the Pooling Layer reduces the size of the feature maps to
enhance the model’s robustness to minor network changes, and the Fully Connected Layer further integrates
the extracted features and outputs a state vector representation for the reinforcement learning module. Its output
expression is shown in Equation (1):

M-1N-1
k k k
= O @) X jun +6E) )
m=0 n=0

Among these, y,.("j.) is the output of the kth convolution kernel at position (i, /), x is the input feature map, »"* is

the weight of the kth convolution kernel, b® is the bias term, fis the nonlinear activation function, which in this
paper is the ReLU (Rectified Linear Unit) function:

f(x) =max(0,x). (2)

After the convolutional layer, a pooling layer is usually added to reduce the dimensionality of the feature map
and reduce the computational complexity, and at the same time, enhance the robustness of the model to changes
in feature location. Common pooling methods include Max Pooling and Average Pooling, this paper uses the
maximum pooling, the mathematical expression as in equation 3: after the convolutional layer, usually add a
pooling layer to reduce the dimensionality of the feature map and reduce the complexity of the computation, and
at the same time, enhance the model’s robustness to the changes in the location of the features. Common pooling
methods include Max Pooling and Average Pooling, in this paper, Max Pooling is used, and its mathematical
expression is shown in equation 3:

yi,j = max x (3)

(mm)eP i+m,j+n .

where P denotes the local region of the pooling window.

After the feature extraction is completed, the high-dimensional feature map output from the CNN is flattened
and fed into the fully-connected layer for constructing the final representation vector of the network state space.
This representation vector is used as an encoded representation of the current SDN network operation state,
which is passed to the subsequent D3QN reinforcement learning module to perform policy learning and action
decision making.

In SDN architecture, the network state is highly dynamic and complex, often involving heterogeneous data
from multiple sources, such as link load, controller pressure, switch flow table state, etc. The deep feature
extraction capability of CNN can effectively mine the representative structural information from these raw state
data, and map the raw network state into a stable, semantically rich, and low-dimensional representation with
generalization capability. This high-quality state representation provides accurate and compact input features for
the D3QN policy network, which not only accelerates the policy convergence speed in the reinforcement learning
process, but also improves the decision-making performance and migration ability of the model under different
traffic patterns and typologies.
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3.3 Principles of DQN And Its Improved Algorithms

DQN is an algorithmic framework combining deep learning and reinforcement learning proposed by Google
Deep Mind to solve the problems of slow convergence and weak generalization ability of traditional Q-learning
in high-dimensional state-action space [17]. The core idea is to utilize deep neural networks to approximate the
action-value function Q(s, a), which enables intelligences to learn optimal strategies in complex environments.

In SDN load balancing applications, facing a huge state space (e.g., link utilization, port queue length,
controller load, etc.) and a diverse action space (e.g., flow table downstream paths, forwarding policies, etc.), the
traditional Q-learning method is difficult to deal with them efficiently. In contrast, DQN is able to approximate
the state-action value function through deep networks, avoiding the problem of constructing large-scale Q-tables,
and significantly improving the policy learning capability in multi-source heterogeneous network states.

In traditional Q-learning, the action-value function is iteratively updated through Bellman Equation (Bellman
Equation), whose standard form is shown in equation (4):

O(s,a) =B _[r+ymaxO(s',a)|s,al. )

where s and a denote the current state and action, respectively, s’ is the next state, » is the immediate reward, and
ye[0,1] is the discount factor.

The DQN approximates the true Q-function with a parameterized deep neural network O(s, a, 6) and is trained
by minimizing the following loss function:

L(0) = E(s,a,r,s')~D [()’DQN -0(s,a; 6))2] . 5

yPN =+ ymax O(s',a";0") . (6)

Where 0’ denotes the parameters of the target network, which periodically synchronizes weights from the main
network to improve training stability, and D is the Experience Replay cache pool, from which samples are
randomly sampled to break correlation between samples.

Despite the good results achieved by DQN in several complex environments, there are still two significant
problems when applied in SDN load balancing tasks: first, there are systematic excessive biases in Q-value
estimation, which lead to policy instability; second, in scenarios where the network states are not well
differentiated or the reward signals are sparse (e.g., there is no significant difference in link loads within a short
period of time), the policy learning is slow to converge, which affects the global performance optimization [18].

To overcome these limitations, researchers have successively proposed the DDQN and Dueling DQN
architectures: DDQN effectively alleviates the Q-value over-estimation problem by introducing two independent
networks for action selection and Q-value estimation, respectively, Dueling DQN decouples the state value
function and the advantage function to model the state value function. Dueling DQN decouples the Value
Function and Advantage Function for modeling, so that the model can more accurately assess the importance of
the current state even when some actions have little effect on the final outcome.

DDQN aims to solve the overestimation problem caused by max operations in Q-learning. Traditional DQN
directly uses the target network to compute the maximum Q-value, which is prone to bias. In SDN load balancing
tasks, this bias amplifies the preference for certain paths or links, which in turn affects the overall traffic
scheduling rationality. For this reason, DDQN decouples the action selection and action evaluation processes and
employs two neural networks to perform these two steps separately, which effectively reduces the risk of Q-value
overestimation. The following improved form is used:

Y =1+ yQ'(s', argmax O(s',a';6);6") ™

Where s'is the next state, » is the immediate reward, ye[0,1] is the discount factor, Q and Q' are the main network
and the target network, respectively, € and 6" are the respective parameters, and the action selection is carried
out by the main network (parameter ), while the action evaluation is done by the target network (parameter 8").
This structure effectively suppresses overestimation and improves the robustness and generalization ability of the
Strategy.
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Dueling DQN is optimized for structural modeling of state value function and action advantage function. In
DQN, the Q function directly outputs the Q value of each action, while Dueling DQN decomposes the Q value
into two parts:

O, 0,0, ) = V(5:0, ) + (A(s,a:0,) —ﬁZAW 10,a)). ®

where V(s) denotes the state value function, which measures the overall superiority of being in state s, A(s, a)
is the action dominance function, which measures the preference of an action relative to that state, 6 is a shared
parameter, a and f are parameters specific to the dominance function and value function, respectively, and | A] is
the number of actions. In SDN load balancing scenarios, the impact of multiple actions (e.g., forwarding paths
or scheduling policies) in some states (e.g., overall load balancing of network traffic, basic uniformity of link
resources, etc.) may not be very different, and the direct estimation of Q-value of each action may easily lead to
ambiguous evaluation. The Dueling architecture can more clearly distinguish the value of the state itself and the
advantages of each action, which in turn improves the efficiency and accuracy of policy evaluation and helps
realize more reasonable traffic scheduling and path selection.

Combining the advantages of DDQN and Dueling DQN, the model in this paper adopts a hybrid deep
reinforcement learning model so as to improve the overall performance of the model while eliminating the effect
of over-estimation.

3.4 CNN-D3QN-LB Load Balancing Policy Logic

Aiming at the problems of insufficient state awareness, weak policy generalization ability and slow convergence
speed in SDN environment, this paper proposes a load balancing decision-making model based on CNN-
D3QN architecture, which aims to dynamically optimize the network traffic allocation policy in real-time and
improve the global load balancing performance and resource utilization through the combination of deep feature
extraction and reinforcement learning decision-making.

First is the state representation. In order to effectively describe the state of the network environment, the
original network feature data is firstly subjected to high-level feature extraction using CNN. The input feature
matrix contains key performance metrics such as link utilization, end-to-end delay, packet loss rate, and queue
length. After CNN processing, the extracted feature vector seR” is used as the state input of the intelligent body.
The CNN feature extraction process can be expressed as equation (9):

s = fo(X). 9)

Where X is the original network feature matrix, f is the convolutional feature extraction mapping function.

Next is the action space. The action space is defined as the set of possible flow table forwarding decisions,
including choosing different paths, adjusting bandwidth resource allocation, etc. Assuming that the set of actions
is4={a,,a,, ..., a,}, each action corresponds to a flow scheduling policy, such as choosing a different link or a
lower-load next-hop switch.

The next step is the setting of the reward function. In order to achieve the global load balancing optimization,
the reward function designed in this paper comprehensively considers the indicators of throughput, end-to-end
delay, packet loss rate and response time, so as to guide the intelligent body to take into account the resource
utilization efficiency and the Quality of Service (QoS) of the network in the decision-making process. The
specific reward function is defined as follows:

r=—A-Tp+A,-AD+ A,PLR+ A,RT) . (10)

Where Tp is the throughput, PLR is the packet loss rate, RT is the response time, and AD is the average delay, 4,,

4y, 43 and 4, are the importance weight coefficients of each metric, which are set according to the actual demand.
Then comes the intelligent decision-making session. In the decision-making process, the D3QN structure is

used to estimate and optimize the value of actions. According to the DDQN idea, action selection is decoupled
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from action evaluation, and the target Q value is updated:
yPN =r+yQ'(s' argmax O(s',a's0):0"). (11)

Where s’ is the next state, r is the immediate reward, ye[0,1] is the discount factor, Q and Q' are the main
network and the target network, respectively, 8 and @' are the respective parameters.

In order to further improve the training efficiency and strategy generalization ability, the Dueling structure
is introduced to decompose the action value function Q(s, @) into the state value function ¥(s) and the action
dominance function A4(s, @), which is of the following form:

O(s,a;0,a, B) = V (50, B) + (A(s,;0,) ‘ﬁzf‘“’“ 10,)). (12)

where V(s) denotes the state value function, which measures the overall superiority of being in state s, A(s, @)
is the action dominance function, which measures the preference of an action relative to that state, 6 is a shared
parameter, o and /5 are parameters specific to the dominance function and the value function, respectively, and |A]
is the number of actions.

Finally, training and updating. The model first uses the empirical playback mechanism to break the sample
correlation by randomly sampling a small batch of data from the playback pool, then the 7D error is calculated to
minimize the loss of mean square error:

LO)=E,, . ol(»" - O(s,0;0))]. (13)

Finally, the main network parameters 6 are updated by back propagation and gradient descent, and the main
network weights are synchronized to the target network with a fixed step size.

After several rounds of iterations, the CNN-D3QN-LB intelligences are able to dynamically decide the
optimal traffic scheduling actions based on the current network state and achieve real-time load balancing
optimization.
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Fig. 4. Model flow chart
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3.5 Program Code

CNN-D3QN-LB algorithm pseudo code.
# CNN-D3QN-LB (Load Balancing) Algorithm Pseudo Code

# Input:

# G = (V, E) # Network topology information (nodes V, links
E)

# D # Initial experience replay buffer

# o # Learning rate

# \ # Discount factor

# € # Exploration rate (epsilon-greedy)

# S] # CNN-D3QN network parameters

# o' # Target network parameters

# N max # Maximum training episodes

# Output

# m* # Optimized load balancing decision policy

# 1. Initialize CNN-D3QN network and target network
Initialize CNN-D3QN network with random weights 6
Set target network weights 6' «~ ©

Initialize experience replay buffer D

# 2. Start training loop

for episode = 1 to N max do:
Reset network environment
Observe initial state s 0

# 2.1 Execute actions for each time step
for each step in episode do:
# Epsilon-greedy action selection
With probability e, select random action a t
Otherwise, select greedy action:
a t = argmax _a Q(s_t, a; 0) # Choose the action with max Q-value us-
ing current network

# Execute the action in the network and observe feedback
Execute action a t in the network
Observe reward r_ t and next state s {t+l}

# Store the transition in experience replay buffer
Store transition (s t, a t, r t, s {t+l}) into D

# Sample mini-batch from experience replay
Sample mini-batch {(s j, a j, r j, s _{j+1})} from D

# Compute target Q-value using D3QN
For each sample in mini-batch:
y j =1 3+ v *Q (s {j+l}, argmax {a’} Q(s_{j+1l}, a’; ©); O")
# Note: current network selects action, target network evaluates
Q-value

# Perform gradient descent to update network parameters
Perform gradient descent on loss:
L(©®) = E[(y_J - Q(s_J, a_j; ©))"2] over mini-batch

# Update target network every C steps
if step % C ==
6' « ©
end for
end for

# 3. Return the optimized load balancing policy
Return n*(s) = argmax a Q(s, a; 6)
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4 Experimental Design and Analysis of Simulation Results

4.1 Experimental Environment

The experiments in this paper were conducted on a physical platform running the Ubuntu 18.04 operating
system. The host hardware configuration included an Intel Core i5 processor, an NVIDIA GTX 1050 discrete
GPU, and 8 GB of RAM. The simulation platform was Mininet 2.3.0, while the controller platform was Ryu
4.34. The experimental programming language was Python 3.6, supplemented by the TensorFlow and PyTorch
frameworks to support the training and testing of deep learning models.

It should be noted that due to the hardware resource limitations of the experimental platform (CPU, memory,
and GPU), certain simulation experiments exhibited slight system processing bottlenecks under high-load
conditions (load ratios of 0.6-0.8). This occasionally resulted in latency and performance fluctuations. However,
such behavior is consistent with the processing bottlenecks observed in real-world large-scale networks
under heavy loads, thereby further validating the stability and adaptability of the proposed model in complex
environments.

4.2 Experimental Topology

In this paper, the SDN simulation network structure based on the Fat-Tree architecture is adopted for
experimental comparison and analysis. To comprehensively evaluate the performance of the proposed load
balancing model, a typical k=4 Fat-Tree topology is constructed in Mininet, as illustrated in Fig. 5 [19].
The topology consists of 20 OpenFlow switches and 16 hosts, offering efficient bandwidth multiplexing and
multipath communication capabilities. This structure effectively simulates traffic scheduling scenarios in large-
scale data center networks. Within the topology, switches at each layer are interconnected according to the Fat-
Tree architecture, and controllers are deployed in a centralized manner. The Ryu controller is utilized to distribute
flow tables and collect network state information, ensuring synchronization between network behaviors and
algorithmic decisions.

Control layer

Core layer

Convergence

Access layer

Host layer

Fig. 5. Fat-Tree topology diagram
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Several limitations of the experimental setup should be acknowledged. First, the experiments are conducted in
a virtual simulation platform rather than a real-world physical network, which may not fully capture hardware-
induced delays, link failures, or congestion behaviors typical of practical SDN deployments. Second, the network
scale is constrained by the computational and memory resources of the simulation host, limiting the direct
extension of experiments to very large-scale data center networks without incurring performance degradation.
Third, the processing capability and latency characteristics of the Ryu controller in Mininet may differ from those
of high-performance physical controllers, potentially influencing the measured response time and throughput.

Despite these limitations, the chosen setup provides a reproducible and controllable environment for
evaluating the proposed CNN-D3QN-LB model. Future work will explore deployment on physical testbeds and
larger-scale simulations to further validate scalability and practical applicability.

4.3 Evaluation Indicators

In order to comprehensively evaluate the performance of the load balancing model, the following four evaluation
metrics are used in this paper:

Throughput, the total amount of data successfully forwarded by the network per unit of time, reflects the
overall forwarding capability. The following is the calculation formula:

T ilDi
P

(14)

where Tp denotes the throughput and D, denotes the amount of data successfully transmitted by the ith stream
during the experimental time period, 7 is the total experimental time, and N is the total number of active data
streams.

Packet Loss Ratio: The proportion of data lost due to congestion or link failure in the network, reflecting
network stability. The following is the formula for calculation:

=Pl o 1

N

Where PLR is the packet loss rate, P, is the number of packets sent by the sender, and P, is the number of packets
successfully received by the receiver.

Response Time: the average value of the time taken by the controller to respond to a request, which measures
the control efficiency. Here is the formula:

M

1 acl re
RT =22 (6" 1), (16)

j=1
where RT is the response time, ¢/ is the time of the jth control request initiation, tj"”k
controller responds to the request, M is the total number of control requests.

Average Delay: refers to the average transmission time experienced by all packets in a data stream from the
source to the destination, measuring the overall transmission efficiency at the network level. Here is the formula:

is the time when the

1 &
AD = _Z (tZ)rlval _ t;znd) ) (17)
K=

send arrival

Where 4D is the average delay, ¢, is the timestamp of the kth packet sent,
arriving at the receiver, and K is the total number of packets transmitted.

is the timestamp of the packet
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4.4 Baseline Model

In order to comprehensively evaluate the effectiveness of the load balancing strategy of the model in this paper,
the following five representative load balancing methods are selected as the baseline model for comparative
analysis, covering classical heuristic algorithms, deep reinforcement learning methods and graph neural network
methods.

(1) LLP (Least-Loaded Path) [20]: a classical heuristic load balancing strategy based on link utilization.

(2) ECMP (Equal-Cost Multi-Path): a multi-path load balancing method currently widely used in DCN.

(3) DQN: Based on deep reinforcement learning to achieve load balancing decision.

(4) GNN (Graph Neural Network) [21]: uses GNN to model the network topology and its state characteristics.

(5) D3QN: Combines the advantages of Dueling DQN and DDQN.

4.5 Experimental Results and Analysis Based on Fat-Tree Topology

To comprehensively evaluate the effectiveness of the proposed model, it is compared against five representative
baseline approaches, including both traditional and state-of-the-art methods. The evaluation metrics include

network throughput, packet loss rate, response time, and average latency. The experimental results are
summarized in Fig. 6.
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Fig. 6. Load balancing effect of each baseline model in Fat-Tree topology
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Fig. 7. Real-time comparison results for each baseline model in Fat-Tree topology
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Fig. 6(a) presents the throughput performance of different algorithms under varying load levels. The DQN
algorithm exhibits reasonable scheduling capability under low-to-medium loads but suffers from bottlenecks
in high-load scenarios, with throughput dropping to 310 Mbps at a load of 0.8. In contrast, CNN-D3QN-LB
consistently achieves higher link utilization and outperforms all baselines, reaching 360 Mbps at a load of 0.8.

Fig. 6(b) compares the packet loss rates across different algorithms. The traditional LLP algorithm shows a
dramatic increase in packet loss under high load, with a loss rate of up to 9.3% at a load of 0.8. By comparison,
CNN-D3QN-LB maintains packet loss at a consistently low level, recording only 1.4% under the same load.

Fig. 6(c) illustrates the response time variations under different load conditions. While the GNN model
exhibits a response time of 48 ms at a load of 0.8, CNN-D3QN-LB achieves a much lower value of 31 ms,
indicating faster and more stable responsiveness.

Fig. 6(d) shows the average latency of the algorithms. Although the ECMP algorithm performs reasonably
well under medium load, its latency sharply increases to 52 ms at a load of 0.8. In contrast, CNN-D3QN-LB
maintains significantly lower latency, reaching only 14 ms under the same conditions. This demonstrates its
strong low-latency scheduling capability, making it particularly suitable for scenarios with stringent real-time
requirements.

To provide further insight into the performance differences among the models, real-time curves of each
evaluation metric under both high-load and low-load conditions are plotted in Fig. 7, offering a clearer
comparison of model behavior across different traffic intensities.

Fig. 7(a) and 7(b) show the real-time variation of throughput under different load scenarios. The CNN-D3QN-
LB curve remains consistently higher and exhibits smaller fluctuations, maintaining high transmission capacity
at both load rates of 0.3 and 0.8, demonstrating excellent link utilization. In contrast, LIP-LB and ECMP-LB
exhibit lower throughput with significant fluctuations, indicating less stable performance.

Fig. 7(c) and 7(d) present the real-time variations of packet loss rate under varying load conditions. The
CNN-D3QN-LB maintains the lowest packet loss with minimal fluctuations over time, indicating effective load
regulation and congestion mitigation. By comparison, DQN-LB and GNN-LB show larger fluctuations in packet
loss during certain periods.

Fig. 7(e) and 7(f) illustrate the real-time response time. The CNN-D3QN-LB curve is smooth and overall
low, indicating fast decision-making and efficient path scheduling. Traditional algorithms, however, experience
noticeably higher response times and drastic fluctuations under high-load conditions.

Fig. 7(g) and 7(h) show the real-time variation of average latency. CNN-D3QN-LB consistently achieves the
lowest latency, and the trend closely follows that of throughput, demonstrating its ability to control end-to-end
latency while ensuring efficient forwarding.

It is worth noting that during the 100-150 s and 200-250 s periods, almost all models exhibit temporary
jump fluctuations, including short drops in throughput, sudden increases in packet loss and response time, and
noticeable spikes in average latency. These jumps are likely caused by the introduction of elephant flows or
simulated traffic surges, leading to short-term congestion. Additionally, centralized operations such as bandwidth
variation, link perturbation, or controller synchronization may trigger nonlinear jumps in performance metrics.
Such fluctuations are natural reflections of the system responding to dynamic network states rather than
abnormalities in the model, and are commonly observed in dynamic load environments. Overall, these behaviors
are consistent across multiple models and demonstrate the adaptive regulation capability of the network
scheduling mechanism under unexpected traffic conditions.

4.6 Experimental Results and Analysis Based on Abilene Dataset

To further validate the performance of the proposed model under real network traffic conditions, the Abilene
dataset provided by Internet2 was selected as the input source. This dataset records traffic conditions of high-
speed backbone networks connecting 11 cities in the United States. It contains detailed traffic matrices, link
load information, and bandwidth utilization metrics. Characterized by high sampling frequency, dynamic traffic
patterns, and a well-defined topology, the Abilene dataset is widely used as a benchmark in SDN research,
including traffic prediction, load balancing, and network anomaly detection [22]. Its moderate size and inclusion
of real dynamic traffic make it an ideal dataset for evaluating network traffic modeling and optimization methods.

To comprehensively assess the performance of the proposed model under real traffic conditions, it was
compared with five traditional and state-of-the-art load balancing approaches. Evaluation metrics include
network throughput, packet loss rate, response time, and average latency, with the experimental results presented
in Fig. 8.
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Fig. 8. Load balancing effect of each baseline model under Abilene dataset

Fig. 8(a) shows the throughput variation under different load rates. Due to the temporal burstiness and heavy-
tailed characteristics of Abilene backbone traffic, throughput gradually increases for all models as the load rate
grows from 0.1 to 0.8. Among them, CNN-D3QN-LB consistently achieves the best performance, reaching 1540
Mbps at a load rate of 0.8, which is 120 Mbps higher than the second-best model, D3QN-LB (1420 Mbps).

Fig. 8(b) presents the packet loss rate under varying loads. At a load rate of 0.8, the packet loss of CNN-
D3QN-LB is approximately 3.5%, compared with 6.9% for DQN-LB and 9.3% for ECMP-LB, representing
reductions of 3.4% and 5.8%, respectively.

Fig. 8(c) illustrates the response time. At a load rate of 0.8, CNN-D3QN-LB achieves a response time of
146 ms, which is 38 ms shorter than D3QN-LB (184 ms), and significantly lower than GNN-LB (191 ms) and
ECMP-LB (221 ms).

Fig. 8(d) compares the average latency of each model. At a load rate of 0.8, the average latency of CNN-
D3QN-LB is 52 ms, which is 4 ms lower than the next best model, D3QN-LB (56 ms). ECMP-LB and LLP-LB
reach 91 ms and 108 ms, respectively, highlighting the limitations of static strategies under high-load conditions.

To further demonstrate the advantages of the proposed model, Fig. 9 plots the real-time variation curves of
each baseline model over the 0-300 s period using the Abilene dataset.

The experimental results indicate that the performance of the proposed model under the Abilene dataset
is consistent with that observed in the Fat-Tree topology. CNN-D3QN-LB demonstrates stable and superior
performance across all evaluation metrics. The model effectively achieves load balancing even in highly dynamic
traffic environments, confirming its strong generalization capability and practical deployability. These results
further suggest that the proposed approach is not only suitable for typical data center scenarios but also has
considerable applicability and potential for real-world backbone network deployments.
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5 Concluding Remarks

To address challenges such as uneven resource utilization, severe network congestion, uncontrollable latency,
and the lack of intelligent scheduling strategies in traditional SDN networks, this paper proposes an intelligent
load balancing model based on CNN-D3QN. First, a system architecture comprising modules for network state
sensing, deep feature extraction and intelligent decision-making, action execution, and strategy optimization
is designed to enable precise modeling and dynamic scheduling of complex network states. Second, a feature
extraction and decision-making model combining CNN and D3QN is developed to capture key features from
high-dimensional network states and generate optimal scheduling strategies. Third, an experience replay and
target network update mechanism is introduced to enhance the stability and generalization capability of the
training process. Finally, simulation experiments are conducted on typical topologies and real-world datasets,
with evaluation metrics including throughput, packet loss rate, response time, and average latency. The results
demonstrate that the proposed method outperforms existing approaches in key performance metrics, validating
its effectiveness and feasibility for efficient load scheduling in SDN environments [23].

Despite these promising results, several limitations remain. Experiments were performed in a virtual
simulation environment, which may not fully reflect delays, link failures, or hardware constraints present
in real physical networks. The network scale is limited by the computational resources of the simulation
platform, leaving performance under large-scale or multi-controller scenarios unverified. Moreover, the model’s
adaptability under extreme burst traffic or highly dynamic network conditions requires further investigation.

Future work will focus on deployment in physical testbeds and larger-scale simulations to evaluate the model’s
scalability and robustness. Additional network performance indicators and more complex traffic patterns will be
considered to enhance the intelligence and adaptability of load balancing. Furthermore, integrating more efficient
deep reinforcement learning algorithms or multi-agent coordination mechanisms could further improve network
performance across diverse SDN environments.
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