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Abstract

Padding problems observably occur in cryptography such as the hash functions and the block
ciphers. There are several ways to solve padding problems of the hash functions. But, the padding
problems concerning block ciphers are seldom discussed. Therefore, via homophonic mechanism, we
propose a novel scheme to solve related padding problems and also to strengthen the security of block
ciphers.
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Algorithm 3.1
Input:  Plaintext: P

Size of plaintext: N bytes

Block size of block cipher X: ¢
bytes

Padding bytes: p

Padding bytes in each block: bpad

Usage of HBs: Normal, Rear HBs,
Front HBs or Fair HBs.

Output: The Cpyp= Header || ciphertext
(Where || means concatenate)
Begin
//Set header
Case

: Normal: header :="00xxxxxx"
: Rear HBs: header :="01xxxxxx"’
: Front HBs: header :="10xxxxxx”
: Fair HBs: header :="1 1xxxxxx”’
Set the last 6 bits of header := p / bpag
//process
According to Usage of HBs, break a
plaintext into block size b or b- bpag
fori=1to[p/bpas|do
Insert random bytes into relative
HBs according to Usage of HBs
End
Encrypt those block include normal
blocks and HBs to get ciphertext
Chus := Header || ciphertext
End
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