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Abstract

Jan and Tseng, in 1998, proposed two integrated schemes of user authentication and access control

that provide a data protection system for distributed environments.

However, He-Wu and Lee

showed that both schemes are insecure, respectively. He-Wu and Lee also presented some im-

provements to withstand the proposed security flaws.
provement of Jan-Tseng's first scheme and solve the open problem in Lee's paper.

The aim of the paper is to propose an im-
The proposed

scheme is also more efficient than He-Wu's first scheme.

Keyword : Cryptography ~ Cryptanalysis ~ Access control -

1. Introduction

In order to prevent the electronic data from be-
ing unauthorized access, some data protection
mechanisms are required in the modern computer
systems.  Traditionally, access control schemes
[1]-[3] and user authentication schemes [4]-[6] are
proposed separately for data protection in a com-
puter system. In 1992, Harn and Lin [7] first
proposed a scheme for the integration of access
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control and user authentication. Then, Yen and
Laih [8][9] improved the efficiency of the
Harn-Lin scheme [7].

In 1998, Jan and Tseng [10] further extended
the data protection systems for distributed com-
puter systems. Two new integrated access con-
trol schemes with user authentication were pro-
posed in [10]. The first scheme has dynamic
property in that it provides an efficient updating
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process for modification of access rights. The
second scheme provides an efficient verification
process on the servers for multiple access requests
by a user at the same time. Unfortunately,
He-Wu [11] and Lee [12] showed that both
Jan-Tseng's schemes are insecure, respectively.
In [11], He-Wu presented two simple corrections
to withstand the proposed attacks. In [12], Lee
also offered an efficient improvement of
Jan-Tseng's second scheme to repair the security
flaws. Meanwhile, Lee also announced an open
problem in designing a scheme which can satisfy
six considerations for user authentication and ac-
cess control. The aim of the paper is to propose
an improvement of Jan-Tseng's first scheme (JTF
scheme in short). The proposed scheme is also
more efficient that He-Wu's first scheme.

This paper will present an improved scheme
which can achieve both user authentication and
access control simultaneously. The security of
the improved scheme is based on the difficulty of
solving the discrete logarithm problem. The or-
ganization of this paper is as follows. We give a
brief review of Jan-Tseng's first scheme in Section
2. Then, the improved scheme and the security
analysis are given in Section 3 and Section 4, re-
spectively. Finally, Section 5 concludes this pa-
per.

2. Review of the JTF Scheme

This section reviews the JTF scheme [10]. The
JTF scheme involves three parties of JTF
scheme : a Central Authority (CA), Servers, and
Users. The CA is responsible for setting up the
system parameters and assigning the access rights
and the corresponding passwords for each user.
The access rights and passwords are stored in a
smart card. The smart card will send to the user
secretly. Each server is responsible for user au-
thentication and provides access services for the
authorized users. But, it is noted that no secret
information about the system or authorization data
about the user is stored in the servers. Each user
holds a smart card and may request different ser-
vices from different servers.

2.1 The JTF Scheme

Initialization phase: The CA chooses a large prime
number p and an integer g, where p-1 has a large
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prime factor, g is a primitive element of GF(P).
Assume there are n access rights in the system.
For each access rights, the CA chooses a secret x;
randomly, where 1< xi< p-1, and X={Xo,X1,...,Xn.1}-
The CA computed public values y, =g mod p,

wherei =0, 1,2 ..., n-1.
Registration phase: Assume that a user u is to be
grated m access rights Yuj»

Yy €{Yuor Yurr Yuzroos Yunat » 0 j<m-1,
m<n. Forauseru, the CA randomly chooses a
pw,, for 1< pw,<p-1, gcd(pw,, p-1 )=1, and com-
putes ID,=g™ modp .  Then, the CA
chooses an integer k,, and computes
r, =g mod pfor 1< k, <p-1. The CA finds m
integers S, to satisfy the following equation,
ID, - X, +k,-y,; =pw,-S;modp-1,
1<j<m-1. Finally, the CA stores pw, IDy, ry, Yy
and Sy;to a smart card and delivers the smart card
to the user u secretly.
Login phase: If a user u requests a service to some
server for access right y,;, then he/she attaches
his/her smart card to a terminal. The smart card
first randomly chooses an integer R, for 1 < R <
p-1, then computes M=g® mod p, H=h(M, T, ID,),
and N =R+ pw,-Hmod(p-1). Here h is
an one way hash function [13] and T is a time
stamp. Finally, the smart card sends the message
L={IDy, ry, Yyj, Sujy M, N, T} to the server.
Verification phase: The server verified the access
request L for two steps.
Step 1 : The server checks if T'-T is less than the
legal time interval for transmission delay, then the
server receives the request.  If it is else, the server
rejects the request. Here, T' is the time that the
server receives the access request.
Step 2 : The server computes H=h(M,T,ID,) and
verifies whether the following equation holds or
not,

g " 2=M™(y,"™ r,”")" modp.

If it is true, the server accepts the access request of
the user u.

for

3. The Proposed Scheme

This section will present a cryptographic
scheme to improve the security and efficiency of
the JTF scheme.
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The proposed scheme also involves three parties:

a Central Authority, Servers, and Users. These
three parties play the same roles as in the Section
2.

Initialization phase : System parameters p and g

are selected by the CA as in the Section 2.1. Then,
the CA chooses a secret x;, 1< x; <p-1, and com-

putess y,=g“modp , 0<i<n-1. Let
Y:{y01ylr'"1yn-1}, and X:{XO,Xl,...,Xn_l}.

Registration phase : Suppose that a user u is to be
granted m access rights vy, 0<j<m-1,
m<n and Y, €{Yuy Yoz Yuma)- The CA
chooses an integer pw,, for 1< pw, <p-1,
ged(pwy,p-1)=1, and computes
ID, = g™ mod p for the user u. Then, the CA
chooses a random k,, and computes
r,=g“ modp, 1< k, <p-1. The CA finds m
integers S,;to satisfy the following equation

ID, - X,; +1, -k, -y,; =(pw, +S,)mod p-1,
for 1< j<m-1. Finally, the CA stores {pw,,

IDy, ru, Yy} to @ smart card and delivers it to
the user secretly.

Login phase : If a user u requests a service to
some server for access right y,, the smart card
executes the following operations.

First, the smart card chooses an integer R ran-
domly, for 1< R <p-1, then computes M=g® mod p,
H=h(M, T, IDy), and
N =R+(pw, +S,)-Hmod(p-1). Here, h
is an one way hash function and T is used as a time
stamp. The smart card finally sends the message
L={IDy, ry, Y4 M, N, T} to the server.

Verification phase : The access request L is veri-
fied by the server as follows.
Step 1 : The server checks (T'-T) is less than the

legal time interval and 'y, €Y . If not, the server

rejects the request.

Step 2 :  The server computes H=h(M,T, ID,) and
verifies whether the following equation holds or
not.

g"?=M(y,; " -r,"")" modp

If it is true, the server accepts the request of the
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user u. The correctness of the above equation can
be verified as follows.

M(y,"™ -r,"”")" mod p

=M (g™"™ -g"“"")" mod p

— M (g Xuj'IDu+ku'ru'yuj )H mod p

R (pw, +Sy;)-H
=gt-g™™

R+(pw, +Sy;)-H

mod p
mod p
=g" modp

4 Discussions and Analysis

4.1 Security analysis

In this section, we will show that the improved
scheme is secure and can withstand the attacks in
[11] and [12].

(1) The secret key x; of the CA can not be de-
rived.
To derive x  from the corresponding

y; = 9" mod p, the intruder must solve the dis-

crete logarithm problem. If a user u wants to de-
rive CA's secret key x,, he/she may use the equa-
tion

ID, - %, +1,-K, -y, =(pw, +S,;)mod p-1,

to reveal x,;. But, pw, is protected by the smart
card, the user u can not retrieve it. Besides, k, is
a number chosen by the CA. To get k, from

r, = g* mod p, it is equivalent to solve discrete

logarithm problem. Thus, to reveal x, is very
difficult.

(2) An intruder can not retrieve pw, from the in-
tercepted message L={IDy, ry,yyj, M, N, T}.

An intruder wants to retrieve pw, from
N =R+ (pw, +S,)-Hmod(p-1), he/she has

to find R first. But, to find R from M=g®mod p
is equivalent to solve the discrete logarithm prob-
lem.

(3) The replay attack will fail.

If an intruder replays a previously intercepted
message L={IDy, ry, Y, M, N, T} to a server at the
time T' and the server received the message L at
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the time T". T"-T will be larger than the legal
time interval, so the server will reject the request.
If the intruder replaces the time T with T, the
equation H=h(M,T",r,) will not hold.

(4) He-Wu's attacks can not work on the proposed
scheme.
According to the attack 1 in [11], the intruder has

to find an s from the equation
[ -1 1
s';j =S, - (h(ID,,M,T))™-h(ID,,M,T")
mod(p —1).

But the parameter s,; is not used in the proposed
scheme. So, the He-Wu's attack 1 will not work
in the proposed scheme. According to the attack
2 in [11], the intruder has to find a r', to satisfy the
equation

r'urlu‘yuj — (gN . M %L)H’1 . y -1D, mod p
However, the intruder is hard to do it without

knowing the discrete logarithm of y,. So, the
He-Wu's attack 2 fails in the proposed scheme.

uj

(5) Lee's attacks can not work on the proposed
scheme.

According to the attack 1 in [11], an intruder first
chooses a random number N' and computes M'=g"’
mod p, H'=h(M",T",ID,). Then, the intruder has to
find a r', to satisfy the equation

! _IDu'ruil'yu'?1
ry =Y, ' mod p.

Without the knowledge of x, the intruder is very
difficult fo find the r',.  According to the attack 2
in [11], the intruder first choose two numbers r',
and N' and compute

M'=g" [y, -r," 1" modp , H=hM

u
T', IDy), and let s;=H'. But, the parameter s is
not used in the verification equation of the newly
proposed scheme. Thus, Lee's attack 2 can not
work.

4.2 Discussions

In order to design a practical access control
scheme with user authentication in a distributed
computer system, the criteria which Jan-Tseng
proposed in [10] are crucial.

The JTF scheme, He-Wu's first scheme and our

scheme comply with the criteria C1-C5, but not C6.

Note that our scheme is securer than the JTF
scheme. Moreover, our scheme is more efficient
than He-Wu's first scheme in signature verification
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process. The performance analysis of the JTF
scheme, He-Wu's first scheme and our scheme in
the number of modular exponentiations is listed in
the Table 1.

Table 1. The number of modular exponentiations
required in the schemes.

JTF He-Wu’s Our
scheme scheme scheme
Login
phase 1 1 1
Verifi-
cation 4 4 3
phase

5 Conclusions

We have presented an improvement of the
Jan-Tseng's first scheme. It provides an efficient
updating process for the modification of the access
rights. The security of the proposed scheme is
based on the discrete logarithms problem. The
proposed scheme is secure from the Lee and
He-Wu's attacks and more efficient than the origi-
nal Jan-Tseng and He-Wu's first scheme.
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