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Abstract

In this paper, we propose a system that fulfills the user log-in authentication on the basis of
visual cryptography. In our systems, not only can the identity of user authenticate via the server,
but also the connected server comes to the flexible management in system operations. The smart
card considered in our systems is a key-medium to operate our authentication scheme. Whenever
the user requests to log-in the systems, the smart card is then inserted to the card reader prior to
the recognition of user identity. Meanwhile, the random key and password generated by the vis-
ual cryptography are shown in the systems to seek the double check via user’s eyes vision system.
Once the correct messages which match up the previous random codes are given, the smart card
is then launched the hash computation for the output of digest. With right digest comparison be-
tween the generated one by smart card and the pre-stored digest in the systems, the legal user is
then authenticated. But reject those who are illegal users with the wrong digest comparisons. In
addition to the visual-based authentication, the replay attacks usually existed in network systems
are also deterred via the incorporation of key-timestamp in the system operations.
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