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ABSTRACT

As the daily business operation of enterprises gradually rely on information systems, the
applications of common enterprise storage proliferate rapidly, which caused the demands of a
secure management solution for backing up useful files. One of the surveys in IDC regarding
“Asia/Pacific Semiannual Storage Software Tracker, H1 2004” has pointed out that on the
first half of the year in 2004, the growing of the market in Taiwan for storage management
solution has been lifted up to 52%, when comparing to the same period of last year. The
growth mainly comes from the market of storage management software. However, the
commonly used backup mechanism for most of the enterprises still needs to be accomplished
by shutting down systems with image mirroring management. They rarely adopt on-line and
real-time approaches to backup files directly. In this paper, we propose a solid system design
on top of the popular NTFS file system, to practically implement a backup environment for
critical files. Besides, we have implemented a practical and secure file backing up system,
which backs up monitored files or directories with encryption to a dedicated destination.
According to our experiment, the result shows that the system can safely back up files without
loss by using only ordinary personal computers, when the monitored files are less than 500.
That makes our system a very practical and feasible solution for most of the small and middle

enterprises in Taiwan.

Keywords : Storage resource management, File back up, Encryption algorithm,

File verification.
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void CmnDirChangeHandler ListBox:
/) B AE TR R

CWinThread *pThread =

{ int x thi = 0;

AfxBeginThread (ThreadRoute,

:OnAdd_Action|()

(LPVOID) this ,

THREAD PRIORITY NORMAL,10000000,0);
// R PR » UK E e T (R RO )

17 By 2RI A

PRI RIS 3 K RO
- «*imf*iﬁEVl&Tﬁ%i“i;iéﬁﬁaﬂ

F °
o

UINT ThreadRoute (LPVOID lparamobij)

{ // This Thread Will Cover When ERROR SHARING VIOLATION

CDirectoryChangeHandler ListBox* pWnd =

(CDirectoryChangeHandler ListBox*)lparamobj;

CString lpszFile

= pWnd->m AddCopyFileStr;

CFileFind sth FindActFile;

sth FindActFile.FindFile (1lpszFile);

pWnd->OnWatch Action (lpszFile);

AfxEndThread (0, true) ;

#define MAXRETRIES 68

#define RETRYDELAY 2800 // Fig%HjMH](/

HANDLE hFile =

/) PR
PR )

INVALID HANDLE VALUE;

/7 B i!ﬂ?#mlfﬁl 75 ¥l 5]

TR

19



%ﬁ%’?’ﬂ 314 + % 37~ #] (Journal of Computers, Vol.17, No.1, April 2006 )

DWORD dwRetries = 0;
BOOL bSuccess = FALSE;
DWORD dwErr = 0;
do { hFile = CreateFile( lpszFile,
GENERIC READ,
FILE SHARE READ | FILE SHARE WRITE,
NULL,
OPEN_ EXISTING,
FILE ATTRIBUTE NORMAL ,
NULL) 7 // SRR It 5 O A gy
if ( INVALID HANDLE VALUE == hFile )
{ dwErr = GetlastError();
if ( ERROR_SHARING VIOLATION == dwErr ) {
dwRetries += 1;
Sleep (RETRYDELAY) ;
continue; }
else { // Another error occurred.
pWnd->0On OutputErrStr ( T ("ZEH P Eﬁfféf‘ﬂ¥?%§f$ﬂ5 ........ ")) ;
dwRetries += 1;
Sleep (RETRYDELAY) ;
continue; }
}
bSuccess = TRUE;
break;
} while ( dwRetries < MAXRETRIES );
if ( bSuccess ) { // You Succeeded in Opening the File.
CloseHandle (hFile); // Close The File
pWnd->OnWatch Action (lpszFile); }
else { // Failure Occurs. Do Graceful Error Handling.
MessageBox ( T ("Tried to update data file but it was already in use"),
MB_OK | MB ICONSTOP ); // B+ HiEF
AfxEndThread (0, true); // BHr# ¥

return; }

RNy AR PO Dy Frrae 2 o2 ] r”T%ELffJFlL (I O LR )
G %gﬁmﬂf TR W g O R e
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ERROR FHE R

i
FAEET

lﬁ L HIEE ) %fjiinm?ﬁmﬁigﬁl

3.3 Mg pik

1 AR DR AR R o IR R I R R A R
E{Ip 3 g T BlowFish i FTER g R 1 AR (SIURE R - Fi TS Mg
?‘%Efﬁlﬁmiigﬂﬂ[?%ﬁl_l ST

1. Rijndael mwpt{ﬁiﬁﬁﬁﬂfﬂm FUSCERZE 0 2050 PRl IS S-Box i &
SR IR, > ) PR gy fE&:fF;E SR JREE rfirFJ,}{foﬁa ﬂEé‘ fi neJ;‘;FII (Initialize ) °
%?%Wﬁ’[ (5 i BUBETE O B R IR I T T [
<AddR0uﬂdKGY> 7 529V U (SubBytes) ~ P59 ( ShiftRows ) F"%' RS2
(e (MixColumns ) ™[ EAYE T o ﬂl[ﬂ#l;rﬁr%ﬁy[[[ﬁ[ oy

i g5 L2 B o 4 # S-Box "t 7] &
A7 e 10 % T - > n
14 ¥ v ¢ » %{?‘: ﬂhpg >
g EE R T B
iR <
f e 2
AddRoundKey
SubBytes
ShiftRows
MixColumns

i Rijndael “3 i i SR 404
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2. BlowFish JE{fTEE @ BT S-Box (S & SRS IELT | 2 P 9P e o
T SREFERETE S - F{, 3 AU AR | ﬁ‘flﬁliﬁi)?w’ll = {5 R
[;E"F&F[J[ﬂ [EI;‘DJD EJ%L-%E&,&F;,# ;‘IFI; = JD Eﬁi%ﬁl]‘“{‘ﬁ gi_f_—? (- WFﬁEﬁi
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gy TR o g F*’E’ﬁ R e Bl LRSS TSR > 25103 5 DRI RIS
AR PRI 71‘ i) J%’;ﬁ frwﬁl EUPIF R SRR T B Wﬁ'iﬁqﬁﬁ
P BEIRIATCE TS s (= 2 e o = e o R 2 50 Mp [&iﬂﬁh
P LG TR [ AP IR a2 i (= Sl = e AP s oo [l - [Py [ga
P RIFSTRT T SRR VRS 7~ B[ -
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TR O S B Y e | SRR SRR PR A )
y[lq\gﬂ A S VN

$-Heaf B

N

EXER

A

e A . FITH P
i ﬁl;ﬁ & FY% ) L%
] No ]

i S Y R

FH IR |07 VO ELF@‘%IHJ [l Microsoft Foundation Class, MFC) i ﬁ[%
G ﬂ“ﬁ'ﬁi(’ b 2 U A ﬁF[|g4 FIFE Y~ (W2 B ﬁﬁjjfi’[% =0
A KR S B I (R - B
k== L[fl = Z%[Hrﬁ:&#ﬂ ; I]Ir‘gﬂ EFJEJ, ;‘%HJFH i 'J ﬂf:» (T “I’"lﬁHli[r%})ﬁ e
= I ] CmnDirWatch - CF1leNot1fyInformat1on "] CMnDirChangeHandler 3£ /= %} YRy
FIR OB > 20 5 R R R o S e o 2l

1. Class CmnDirWatch : 1 S BB T 07 + % [T F o B
LSV 0 2 ot
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2. Class CfileNotifyInformation * £ Fy R G RIS wel Sl ST p e pu g B Bl =
B 2 R RE SRS T

3. Class CmnDirChangeHandler * |1 1 5 B FUR LTIV RIS 2 5 IR = (7]
v s B PR SR R | aig

7t Class CmnDirWatch @HHEI}’HI g (A A ﬁﬁ[lﬁrﬁj ZIpY APL B =N
ReadDirectoryChangesW » 1 = S s JRI | 1AM R PUERE ff (7] FUQF[?E,W[W :

if( ReadDirectoryChangesW( pdi->m_hDir, // [Et * f B LAl S8 2]
pdi->m_Buffer, // iR B Ry a5 B O fef
READ_DIR_CHANGE_BUFFER_SIZE, // ?F' ! ER AR B
pdi->m_bWatchSubDir, /i L’ﬂd"‘l fol B VR | I
pdi->m_dwChangeFilter, // #f¢RL FQIIH?’FLI#FF
&pdi->m_dwBufLength, // it ﬁfl [HABL B R ﬁ%l FNIRE i =
&pdi->m_Overlapped, / fﬁ?&f HpHAR B P AR
NULL) )

WA o Sl IRCa T et

pdi->m_RunningState = CDirWatchInfo::RUNNING_STATE_NORMAL;
pdi->m_dwReadDirError = ERROR_SUCCESS; // %@_E—T{[ LIS
if( pdi->GetChangeHandler() )
pdi->GetChangeHandler()->On_WatchStarted(ERROR_SUCCESS,
pdi->m_strDirName ); // rﬁ iﬂl“‘ﬁﬁjﬁélt%mﬁ?lmﬁﬁ?‘ KA )
else // F\BE I A S D
(1 VISR S R R R
pdi->m_dwReadDirError = GetLastError();
pdi->GetChangeHandler()->On_WatchStarted(pdi->m_dwReadDirError,
pdi->m_strDirName); }

T B3 B g

file.open((char*)szFilename, 10s::1n | 10s::nocreate | 10s::binary, filebuf::sh_read);
if(Mfile.1s_open()) dwErrorCode = file.fail();

else

{ while(nCount)

{ CalcCre32(buffer[nLoop], dwCrc32); // 7 I CRC ffi }
file.close();

P) SRR AR R ORR] IR SRR ORIER 2R BT CRC32 ) P e it
R TR SRR < 1 PSS SRR Y b I E L 00T A I A R
WD
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BB R |
BifER R -
. R~
v OEEED v BEEl v EE v OEEEH v FE% - alliztl
Du‘ecb:ur}r Watch Started; CHALL [ |
File Added: CALL 0BT |
e R e R R S N CARDC WatchiWnicodeReleass 3 BEIZE Eror Code - 2 T
File Added: C\A LA BRI 22286200-00 TIF
File Modified: C:m&ﬂ%?ﬂm“ﬂ??EESQQ-DD.TIF 1
File Modified: CAMAAHIZ 122286809 00. TIF v
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TREE T EREORGE ERAVIVE o B R T [S};;Eﬁljﬁﬂjfﬁﬁfrjﬂgj?srﬁ\l‘%ﬂgﬂ%{ﬁj FE[&[:
2. MR HrE w#'ﬁilﬁimawfw%ﬂTﬁi B 7 > PRI ARl BT
Al SEEE TR e
3. :FIIFLIE[{J %,F@@%Z;FIF g ’E{"%‘ﬂﬂjpl’ quA: TR RRIES [&E”I%T??V?
TR mw%p’ﬁlﬁ’i} » I ki 2 yﬁli%«%zﬁi@ﬁiﬁ‘ﬂﬁ&ﬂ’ e FEIARRU
4 BTISHE TR A A UL R o LR S
bl RS M e S a2
5. RV ¢ RLIpASHE ARV B ~ R~ RS P o WL RS TR
FUEEE R WORI V15T £
%% %ﬁl%ﬁ%w T E“ﬁﬁm*mmrﬁﬁ RS 2 e
IR RIS T 2G Byte 1 RE T AR BRI o 1) KRR SRR B )
T TR 2 R A

= Eﬁfgi AR T | HErE | s
1 5500 R 300 MB 380 Sec 100%
2 600 [ 600 MB 700 Sec 99.90%
3 700 g 800 MB 1010 Sec 98.95%
4 59800 [t 12GB 1583 Sec 94.88%
5 |5 900 f g 1.5GB 2422 Sec 92.45%
6 |%41000 % |1.8GB 3122 Sec 90.66%

E[‘] l: I?Jl:l *?ﬁﬁi %_ﬂ)
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FP: I TR D 2 AR A

B R BrE! MHEA T T IR Ry
1 s 500 % 300 MB 206 Sec 100%
2 74 600 [l 600 MB 421 Sec 99.94%
3 #¥700 fithEi% 800 MB 625 Sec 98.96%
4 800 {EHR ]1.2GB 1283 Sec 95.11%
5 =900 {4 |1.5GB 1985 Sec 92.69%
6 %1000 % 1.8 GB 2628 Sec 91.33%

CRNLICES

(@ PRI @ i)

B ﬁ’@ﬂ[+v$ﬁmﬂﬁ%w:L%}
RO R SRR SRR 5 1000 (W) ) HIORE - 20 2 R EI 1 2G Byte

==

1§gil\%ff—J ]

Pl R puny PORIES - T R SR g sy 5?7&’%& o
E 70 [ T WD S AR A
i e & MAEAT | BE RS S

1[5+ 1000 fEH% 2.1 GB 3562 Sec  [85.47%

2 [+ 1100 % 2.5 GB 3988 Sec  [78.78%

3 5% 1200 fiH#% 2.8 GB 4685 Sec  |76.66%

4 591300 e 3.0 GB 5298 Sec  [75.28%

5 |59 1400 {EHEE 3.5 GB 5764 Sec  [72.69%

6 |59 1500 {EHiiE 4.0 GB 6247 Sec  [70.28%

(o0 71 R )

IS HE T e o Eliﬁtﬁiﬁ’ﬁ' IR et il v S ﬁhﬂﬂ g R (e PR R R
£l C‘F;'*’FE’E*'J‘  ISHE RSSO A o FURC[ ARSI > v IS &IRT

Eiff DI | BEFSFEMRS > it
Fht A BT O 2 RS A

g | s | BT | s 25
1 [ 1000 % 2.1 GB 3144 Sec  [86.26%
2 |59 1100 R 2.5 GB 3645Sec  [78.99%
3 %4 1200 % 2.8 GB 4077 Sec  [77.59%
4 591300 % 3.0 GB 4822 Sec  |76.83%
5 541400 % 3.5 GB 5184 Sec  [73.80%
6 #4150 fiEi% 4.0 GB 5552 Sec  [72.79%

26

(i AR b )



EEA T R T B 2 SR e

P | S8 (AT R 25 P 51 FRRUFsRy T %:;Hﬁﬁiﬁiiﬁuﬁ PR RIE
ki[O e R NI SRS 8 Ue kit

43 SR ISTARE]

AT BTERE RS TRV o 2 PSR SRS LR PR I - 5T
?LF; Pl [p &

L. ?%*%#Ff“f %Eﬁ DA PR R o T AERVRIECR S T PO > S
= R SMB U] > Z5 P £t oS A s I 180 7 o g BRIl #h
AT DR R R R B RS SR o NS A RS
IR Y rf“f B BRI =

2. PRERERSEE ‘*'r‘pifw’ B 1 SR ] ORI R R R R
Eﬁﬁwﬁwﬁﬁ»’ww%‘w@w“ﬂ$%§%%ﬁﬁﬁiﬁ:ﬁm|¢¢u+ﬁ#ﬁﬁﬁﬁ
AR —

A ST PR ] AT PRS- i RS r] SRR RS RS
STOFSE o R 1 g R T T I PSRRI ) € T I - SRR R
Celeron 2.4G pHf[ HEZEIES > 768 MB g JﬁEﬁ&*TQ“VFHIH?E' » IR~ Sﬁ 120G - 7200rpm ==—
Sﬁﬂ 40G - 7200rpm [IFIREAS > HLH (ST -

S B3R R
WA AT

No
paar ey AR
t No
(AR B)j%&
520 e - it 4 AT
gAY @' £q ' AUB
y NG A
HERAR No

27



-
U

Fﬂ} 2T 5 =% 57— # (Journal of Computers, Vol.17, No.1, April 2006 )

\%Fﬁ-

B A PH@%W}%FTT@JI”J&%'[ B = J?&ﬁﬁfi G5 TS (EAIS]

F‘EF”E&,%\[ , \_\,.. 6*];[}1.—(*! E}Q_L%Hﬁt FIJE J-EM ]}%‘S}“gﬂ |&£ 5 {ETU 1 [ ﬁ\i&&'\g’!—_ﬁhTu y I ]ﬁ:t aﬁj\
AT AL P )

1.

Bl i BRI R = e i ! i G ﬁ'ﬁj%&?}’?* TR REE VR AR Y
BP0 i“ ST B ,&§f4r$;(|:?[ﬁjﬂj[’jﬁj[’}j o
AR AIR] CreateFile gl APT 7 W Fs [ i pi i > b2 e o SV I
J > R 2 G AR R S 95 L U [ A R
i;t °
FUFASE [ FOTRU Tl PP BRBIRY 0 = R AR AR R T T
R [ OPI PR IRIR -~ 1) il s P B N B 1 Y P PSP pl o e
[H A
THRY R AR ﬁﬂ‘ﬁ&i RRRTIIELEE > TERARR PO U AR ([LRLE S5
Té‘[r{ﬁ%[\ftga?}’ﬂo[ » BT EARAR Jj?S‘F.. sy @[gﬂ éiﬁ%@g(ﬁ[’fﬁ (57 o

ﬁﬁﬂwﬂﬂIfm¢ﬁﬁﬁﬁ%1b¢wﬁﬁwwm*ﬁ%ﬂ,wpqm%@
I TRt i PF' @ ) ) 5 BB K Al R e E‘IJ A AR L T )
ﬁ’gl FRSEDH ] P ‘H—[}F rEe ka2 25k e T HRE R o Flﬁpxjj&ﬁ =3B
& E@@ﬂﬁ%ﬁﬁ”&nﬁrh e el SO P JEM ESY RN

HETR > AL A J’ﬁm‘@}%rﬁ i SRR R R R D e

?P‘@%‘ (ELRL (S E 7 % fift B AP 3 S S P 2 ] o 1) RS (PRl + i) ==
Wi = —ﬁqﬁpjr[ ’ F’?}E“‘guﬁ;«[ﬁ@rﬁ AR 2 c'Sf—F fEIR

1.
2.
3.

I fpl 7 riﬁ BRI EEJ\FLI BVRIEIRYS = [ D Ay S 5] 100% -
P e sl ™ n&EI*ﬁEI ’ ".\\ﬁi'{ﬁiﬁ‘uEJ—L s ﬁJiE_"l"E°
Jpep R PR L =R 2 i DR AR EIRURERTER - R = R
E }k&ﬁfjg FET o
e T‘BZ ePRIEE A R o B R 2T [ TR YR (Bmbedded System
Hardware) IENGIRLHE S S —"F' 1 (U Linux fi82a8) pugiREr] > s
({1 AR EEH I i o

ﬁ'[ﬁl’&‘w}%ﬁf SRS [ (RS gs 0 BR DT T RIS Tl 7S

%¢4+ﬁwﬁ“f@v%’%Eﬁmwﬁﬁwﬂﬁéﬁ’%ﬁwJ~ﬁmwﬁw°

e B

PG | St (aﬂy’j': NSC 94-2416-H-327-009) i ﬁf?[m e ﬁﬁﬁ%?ﬁo

28



B [T R TR R 3 S e
LYY F

B PSS “FIMY B Y 2RAFTAR . BFMET TS
http://www.archives.gov.tw/internet/c_institute_classroom_detail_internet.aspx?tmp=10,1 » {F[F %[ A 58
?¥§*ETE'—F » 2001 -

[2] PEREANSET > “AESPUR @ f1E N 2 5 lFA AESHY U é@?ﬁﬁ » http://www.ccisa.org.tw
November, 2000 -

Bl @@ T » % N e WA 2 R K S RN o Chapter 3 o
http://dsns.csie.nctu.edu.tw/course/intro-security/2005/ » 2005 °

[4] A. L. Roginsky et al., “Efficient computation of packet CRC from partial CRCs with application to the
Cells-In-Frames protocol,” Computer Communications, Vol. 21, 1998, pp.654-661.

[5] C.M. Kozierok, “New Technology File System: NTFS Files and Data Storage,” The PC Guide,
http://www.pcguide.com/ref/hdd/file/ntfs/files.htm, Apr. 2001.

[6] D.A. Solomon and M.E. Russinovich, Inside Microsoft Windows 2000,” Third Edition (Microsoft
Programming Series), Microsoft Press; 3rd, Sept. 16, 2000.

[71 D.B. Lomet, “High Speed On-line Backup When Using Logical Log Operations,” Proc. ACM SIGMOD:
International Conference on Management of Data, 2000, pp. 34-45.

[8] D. Mikhailov, “NTFS File System,” 2000, http://www.digit-life.com/articles/ntfs/

[9] M. Russinovich, “Inside Win2K NTFS, Part 1, Windows & .NET Magazine,
http://www.windowsitpro.com/Article/ArticleID/15719/15719.html, 2000.

[10] Microsoft Platform SDK: Storage, “File Management Functions,”
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/fileio/base/file_ management functions.asp,
Jan. 2005.

[11]Microsoft Platform SDK: Storage, “Synchronous and Asynchronous 1/0,”
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/fileio/base/synchronous_and asynchronous
1 o.asp, Jan. 2005.

[12]W.H. Kohler, “A Survey of Techniques for Synchronization and Recovery in Decentralized Computer
Systems,” ACM Computing Surveys, Vol. 13, June 1981, pp. 149-182.

[13]W. Stallings, Cryptography and Network Security: Principles and Practice, 3rd Ed., Prentice-Hall, Inc. 2002.

29



30

%ﬁ%%’IU 314 + % 37~ #] (Journal of Computers, Vol.17, No.1, April 2006 )



