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Abstract. The Global System for Mobile Communication (GSM) is widely regarded as the most 
convenient digital mobile communications system. However, there are many problems relating to data 

confidentiality, user privacy, and computational load. This paper provides solutions to these problems 

without changing the architecture of the GSM. Our secure level is analyzed by a formal method of the 

BAN-logic regulations. Besides, our scheme provides an anonymous channel for user location privacy. 
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1  Introduction 

Today the Global System for Mobile Communications (GSM) [2] is the most popular standard for mobile 
phones in the world. The GSM system has undergone some very important changes. First, all the 
transmission signals are digital. Second, The GSM protects the transmitting messages by encryption. Third, 
the GSM system authenticates the subscriber, thereby ensuring that only legal subscribers can log into the 
network.   
Today’s GSM is the second generation mobile communications system [3], [4]. The main difference with 

the first generation, AMPS (Advanced Mobile Phone System), is that GMS transmits digitalized messages, 
while the AMPS is an analog system like the general telephone. The AMPS transmits via air-waves, so if 
anyone had the same equipment and frequency, they could intercept the signal and eavesdrop, even send a 
fake message to others or embezzle subscribers’ accounts. The AMPS sends and receives messages by 
analog signal and plaintext, so crooks can easily get the contents of the communication without being 
detected [5], [6], [7]. 
In [8], the author proposed an anonymous channel on the GSM system based on a public key system [9], 

[10]. In it he utilizes a ticket issuing phase and ticket utilization phase to achieve an anonymous channel. In 
the ticket issuing phase, the author uses an asymmetric encryption/decryption systems and timestamps [11], 
[12] to protect against replay attack. By using an asymmetric key system the security level is raised, but it 
will also quickly deplete the available energy in mobile stations which is supplied by batteries. In addition, 
the author used timestamps T and Texpire to define ticket valid time intervals, which depends on time 
synchronization between network ends and mobile ends. 
Modifying data, abusing the service and stealing information from a subscriber’s account are the most 

serious problems that may happen in electronic communication. Consequently, security is very important to 
Mobile Communications. The GSM system has it own secret code and system of authentication to encrypt 
the messages, and only those who have been authenticated can decrypt and get the message. The GSM 
addresses several points of security, and they are as follows.    
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1.  It protects networks from being used by unauthenticated subscribers. 
2.  It protects the subscribers’ private information.  
3.  Base stations provide authentication if a mobile station has qualifications to log into the network.   
4.  The information has confidentiality during transmitting.  
5.  The confidential location of a mobile station is considered.  
 

This paper presents a method to improve the GSM authentication in networks to make the system 
work efficiently. Our security is based on a symmetric key [13] and the A3, A5 and A8 algorithm in the 
original GSM architecture. We propose four important items to improve the original authentication 
protocols. First, the new architecture will be unable to reveal a subscriber’s International Mobile Subscriber 
Identity (IMSI for short) and it protects the IMSI from being eavesdropped upon through the air medium. 
This new architecture is called anonymous communication [14], [15]. Let’s assume that an intruder does not 
know the real location of the subscriber, and impersonates a legal subscriber to access the network by 
obtaining the IMSI, meaning the confidential location of the mobile station and the subscriber. Although our 
proposed method increases the message size which sent to the Visitor Location Register (VLR for short) 
from the MS, it increases the security level of the system, too. The second item is that we break the concept 
of inter-domain and intra-domain [16], [17]. The third item is that we can save overhead space on the VLR 
in this paper [18]. The last item is the most important one. We can provide mutual authentication between 
the MS and the VLR and protect the legal subscribers from the deceptions by the VLR/BS (Base Station). 

The main purpose of the research in mutual authentications [19] and anonymous communications in 
the GSM system is to solve the subscriber’s problem of unwillingly leaking his/her identity in a wireless 
environment and providing the MS authentication to the VLR and the Home Location Register (HLR for 
short) in the network. Some papers use a public key system to provide anonymity. Using a public key in 
wireless communication will increase the computational time and causes high battery power consumption 
in a mobile device. It has been proposed to access an anonymous channel by purchasing a ticket. This poses 
a large problem with time synchronization in the mobile network. If the mobile and the network time are 
not synchronized, then the ticket expires and results in the mobile subscriber failing to register. Another 
problem is that extending the valid date of the ticket can solve the time mismatch, but that may give 
intruders enough time to use a valid ticket to impersonate the ticket owner.  

In the current GSM system, the MS sends the IMSI using plaintext to the VLR by radio channel when 
the MS first registers. This makes it easy for the subscriber’s identity to be eavesdropped upon by some 
intruders via radio access methods. For example, the VLRs of region A can directly access the information 
from the HLR of region B when it is different from region A. 

The rest of the paper is organized as follows. Sec. 2 describes the original GSM architecture and the 
related research. In Sec. 3, we propose an efficient authentication protocol for the GSM system. Sec. 4 
analyzes the security of the proposed protocol. Finally, we draw our conclusions in Sec. 5.  
 

2  Preliminaries  

2.1 The GSM architecture  

 
2.1.1 Original GSM authentication 
 
In consideration of the background understanding to get more familiar with our scheme, the procedure of 
GSM authentication is reviewed as follows and the architecture is then shown in Fig. 1. 
Step 1:  When the mobile phone is turned on for the first time or turned on after being turned off for 48 

hours, the MS will send the IMSI to the VLR as identification or send the TMSI (Temporal Mobile 
Subscriber Identity) to be saved in the mobile phone.  

Step 2:  When the VLR gets the IMSI from the MS, it will forward this message to the upper HLR to 
produce the authentication vector. If it gets the TMSI, the VLR will find out the corresponding 
IMSI, and then send it to the correct HLR.  

Step 3:  After the HLR receives the IMSI, it will find out all of the data corresponding to the IMSI, like Ki. 
Next the HLR generates a set of {(RANDl, SERS, Kc)| l=1,2,…,5}, i.e. 5 triples are generated, and 
then sends the 5 triples to the VLR, where RANDl is the random number (there are 5 distinct 
RANDs) and SERS=A3(RANDl, Ki) and Kc =A8(RANDl, Ki). 

Step 4/Step 5: After the VLR receives 5 triplets, it will pick a triplet to authenticate the subscriber. At first, 
the VLR sends a RAND to the subscriber, and the subscriber receives it. The subscriber withdraws 
Ki and calculates SRES (Signature Response) and Kc with the A3 and A8 algorithms and sends the 
SRES to the VLR for comparison. If the result is the same, the VLR will take the Kc as the session 



Wang et al: Mutually Identity Authentications in GSM-based Anonymous Communications 

35 

key to encrypt the TMSI to the subscriber. As soon as the subscriber receives the TMSI, it means 
that the authentication is successful and that the network ends can communicate with the 
subscriber. Otherwise, the VLR will suspend the procedure. 

 

A5A5  

Fig. 1. The original GSM authentication protocol 
 

 
 

2.1.2 Drawbacks of the GSM Security 

 
There are crucial security flaws in the original GSM [17]: 
1. When the mobile phone is turned on for the first time or turned on after having been turned off for 48 

hours the subscriber will explore the IMSI in the wireless environment and it allows unscrupulous 
subscribers to eavesdrop IMSI via the radio route. 

2. The procedure is only mentioned in Sec. 2.1 because the GSM system wants to authenticate the 
subscribers who want to access the network. This also makes it easy for unscrupulous subscribers to 
pretend to be the legal system without authentication. 

3. In the information part, there are no procedures and mechanisms in the GSM to ensure the integrity of 
the information or to verify that the information is not modified.     

4. An A5 algorithm is a lower security level, and the length of Kc is 64 bits. This will create a security 
problem which the length of Kc if it is not long enough.  

5. The VLR needs to store 5 sets of triplets for each subscriber in its location, and cause a problem of 
space overhead. 

6. Subscribers might use all of the 5 sets of triplets in the VLR if they communicate many times. So the 
VLR has to request new 5 sets of triplets from the HLR, and this may cause a system overload.  

 

2.2 The Lee-Hwang-Yang Authentication Protocols for Mobile Communications 

 
In [19], [20], the authors wanted to reduce the amount of information and decreased the stored sensitive 
information of the MS in the database of the VLR for the GSM. One of our concerns in the GSM 
authentication protocol is the fact that the traffic depends on internet security that is transferred by the VLR 
and the HLR. Therefore, the author proposes a method to increase security and solve some problem in 
existing system. The improved method is described in Fig. 2.  

During the authentication process, the MS requests authentication, the HLR sends a provisional Ki 
(PKi for short) and the RAND instead of sending a set of triplets (RAND, SRES, Kc) to the VLR. The PKi is 
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generated by the RAND and a PKi as input with A3 algorithm. When the VLR receives a message from the 
HLR, it decrypts the message with the associated secret key and then gets the RAND and PKi. At that 
moment, the VLR generates another random number RAND1 and computes the SRES1, using the A5 
algorithm, using the RAND1 and PKi. It is finished by the VLR, and the VLR sends two random number 
RAND and RAND1 to the MS in plaintext form to verify the identity of the MS. RAND1 is generated by the 
VLR for the first call set-up of the MS. As the MS gets the message from the VLR, the MS computes two 
values, one is the provisional key PKi, the other one is SRES1 which is generated, with an A8 algorithm, by 
PKi and RAND1 as input. The MS signs the resulting SRES1 and sends it back to the VLR to check if the 
VLR is able to certify the subscriber as a legal one. The authentication is then shown in Fig. 2 below. 

 

MS VLR HLR

A 3

A 5

A 5

Ki RAND

RAND1

RAND, RAND1
PKi RAND1

A 3
( RAND, PKi )sk

PKi

Ki

RAND

Check if they 

are the same.

SRES1

SRES1

 

Fig. 2. Authentication of MS in Lee-Hwang-Yang’s scheme 

 

2.3 Peinado Authentication Protocol for the GSM 

 

In [8], Peinado proposed an authentication and anonymous channel in the GSM. The main objective of the 
new protocol is to permit the legal subscribers anonymous access to the network resources, preventing 
illegal subscribers from accessing the system and to use the private key and public key for some unspecified 
asymmetric cryptosystem. The protocol has two phases: the ticket issuing phase and the ticket utilization 
phase. A detailed description is given below.  

 

2.3.1 Ticket Issuing Phase 

 

In this phase, the MS must prepay a ticket from the HLR. Therefore, the MS can use this ticket to 
authenticate the HLR. After the ticket generation, the HLR can authenticate the MS. The stated protocol is 
given as follows, and is shown in Fig. 3. 

Step 1. 1 exp:  , ,{ ,  ,  ,  }
hi ire i eMS VLR N HD ID T T Cert→ , 

where N1 is a random number, T and Texpire are the timestamps, and Certi = A3(Ki,(IDi,T,Texpire)) 
is the authentication certification. In this step, the MS sends request authentication information 
to the HLR which is passed on by the VLR. The MS encrypts the authentication data using the 
HLR’s public key eh.  

Step 2. 1 exp:  ,{ , , , }
hi ire i eVLR HLR N ID T T Cert→ . 

The VLR forwards the message to the HLR and checks if the N1 is repeating or not. 
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Step 3. 1 exp:  , _ , , ,h i ireHLR VLR N Auth VLR T IK T→ , 

where exp
( _ , , )

h i ire
Auth VLR IK T  is the ticket generated by HLR, and 

Auth_VLRh=A3(Ki,T), IKi =A3(Ki,Texpire). It is very important that the message be transmitted by 

a secure channel.  

Step 4. 1 expire:  , _ , ,hVLR MS N Auth VLR T T→ . 

In this step, the VLR broadcasts the messages to every subscriber that only has the correct Ki and 
can confirm the messages.  

Step 5.  The MS checks the N1 and the ticket validity by Auth_VLRh=A3(Ki,T) and IKi =A3(Ki,Texpire) upon 
A3 algorithm. 

 
 

 

Fig. 3. Ticket issuing phase 

 

 

2.3.2 The Ticket Utilization Phase 

 

When a mobile finishes the ticket issuing phase, it gets a valid ticket which is generated by the HLR, it then 
proceed to access an anonymous channel. The method is briefly outlined below, and shown in Fig. 4. 

Step 1. exp:  _ , ,h ireMS VLR Auth VLR T A→ , where A=A5(IKi,RANDm), RANDm is a random number 

chosen by the MS.  

Step 2. :  ,
i m

VLR MS RAND RAND→ . After VLR receiving a request from the MS, the VLR 

decrypts A to get a RANDm and selects the IKi corresponding to the pair of (Auth_VLRh, Texpire). 

Then, the VLR computes SRES=A5(TKi,RANDi) and sends RANDi to the MS. 
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Step 3. :  mMS VLR SRES→ . The MS computes SRESm by IKi and RANDi and then sends SRESm to the 

VLR. 

Step 4. The VLR checks the correctness of SRESm. In this method, the HLR does not participate in the 

authentication phase. The communication session key Kc is generated by A8(IKi, RANDi) and 

shared with MS and the VLR.  

 

MS VLR

SRES i = A5( IKi , RAND i )

Auth_VLRh , Texpire , A

RANDi , RANDm

SRESm

SRES i       SRES m

?

=

MS VLR

SRES i = A5( IKi , RAND i )

Auth_VLRh , Texpire , A

RANDi , RANDm

SRESm

SRES i       SRES m

?

=

 

     Fig. 4. Ticket authentication phase 

 

3  Our Scheme 

3.1 Notations 

 

First of all, we will interpret some parameters and functions before discussing the main proposition. 
1. V={VLR1,VLR2,····,VLRi, ····}: A set V containing all of the VLRs in the wireless systems. 

H={HLRa,HLRb,····,HLRj, ····}: A set H containing all of the HLRs in the wireless systems. 
2. f: A function to generate a necessary key used in our protocol. 
3. Kj: A master key of the HLRj, where HLRj∈H.  
4. Kc: A session key which is used in each communication.  
5. h(•): A one-way hash function. 
6. Kms=A8(Nms, Ki): A subscriber’s secret key. It is devoted to encrypt nonce. 
7. TKi =A8(Nms, Ki): A key which is kept by both the MS and HLR. 
8. Kc =h(RAND, TKi): A session key which is computed by the RAND and the TKi. 
9. SRES=A3(Nms, Ki): A response which is calculated from MS. 

 

3.2 The Environment Setting 

 

The effects are as follows. In the beginning, the HLR will save a random number R in the subscriber’s SIM 
card as well as in the database. The existence of R is just like a secret key. It is as important as Ki for 
supporting the anonymity of the subscribers, and the subscriber pre-stores the identity of the HLR in the 
mobile device. While completing the initial authentication phase, the HLR will produce a new R′ to replace 
the old R inside the mobile station. Therefore, MS will update the new pseudonym h(IMSI||R′) which 
pre-store inside the subscriber device. 

This scheme does not divide the subscriber’s area into inter-domains and intra-domains. The 
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definition of inter-domain is the subscriber roams in the certain area of VLR, which was not subscriber 
registered at first. For example, if there is a subscriber who used the mobile phone to register abroad had 
already registered in Taiwan, the HLR would be different between the overseas one and the local one, and is 
referred to as inter-domain. Intra-domain means that the HLR must be the original one when a subscriber 
sends an application of request. For example, if a subscriber has registered in Taiwan and then s/he asks for 
the other permissions in the other areas of Taiwan. That is what we refer to as intra-domain.   

The main idea of this proposition states that the GSM system must have the Key Distribution Center 
(KDC for short). The function of the KDC puts the secret keys Kv_h’s, in all VLR HLRs. All the VLRs must 
keep all the secret keys of the HLR secret, but the HLR does not store any secret key. The HLR can 
compute the secret key Kv_h that only has the VLR’s identity and master key. The ratio of HLR over VLR in 
the general wireless systems is approximately 20 to 1. This is the reason that more overhead can be saved in 
the HLR.  
 Fig. 5 shows the three areas which are controlled by HLRa, HLRb and HLRc, where VLR1 and VLR2 
are covered in the service area of HLRb, VLR6 and VLR7 are in HLRa, and VLR3 VLR4 and VLR5 are all in 
HLRc. VLR1 stores Kv1_ha, Kv1_hb and Kv1_hc corresponding to HLRa, HLRb and HLRc respectively. Other 
VLRs are similar to this. HLRa only has a master key Ka in its database and keeps it secret. HLRa can 
compute a secret key, Kvi_ha=f(VLR1.ID, Ka), where VLR1.ID is the identity of VLR1 and Ka is the mater key 
in HLRa. 

 

 

VLR1 VLR2

VLR6
VLR7

VLR3

VLR4

VLR5

HLRb

HLRa

HLRc

Topology 

for GSM

Kv1_hb
Kv2_hb

Kv7_ha

Kv5_hc

 

 

Fig. 5. Topology for the improved GSM 

 

3.3 Enhancement Authentication Protocol for the GSM System 

 

3.3.1 The Initial Authentication Phase 

At first, the MS generates nonce Nms and calculates h(Nms) and h(IMSI||R)), where R is pre-stored in the 
SIM card. Then the messages of h(Nms)||{Nms}Kms, h(IMSI||R), and HLRr.ID are sent to the local VLR. The 
identity of the HLR is considered in the set of messages, since we want to ensure that the message set is 
sent to the correct HLR. The functionality of h(IMSI||R) is to provide anonymity. The entire procedure is 
shown in Fig. 6.  
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Fig. 6. The initial authentication phase 

 

3.3.2 The Subsequence Authentication Phase 

After the initial authentication phase has been completed, the user can be permitted to talk to the VLRi 
through the TMSI. At the beginning, the MS sends the TMSI and the Na to the local VLR. The VLR then 
obtains all the information from the TMSI and generates RAND for the MS. The user calculates Nc＝
(Na

⊕RAND) after receiving RAND and generates session key Kc via Nc and TKi. The MS encrypts the 
RAND+1 with Kc and forwards it to the VLR. The VLR decrypts the message by Kc. If the random number 
is the same as the past one, the authentication will fail. Otherwise, the VLR believes the MS is the legal user. 
See Fig. 7 for the message transmissions in this phase.    

 

MS VLRi

MS requests a call.

Randomly selects 

RAND and creates 
NEW_ TMSI for MS.

(1) TMSI, N a

( 2 ) RAND , 

{ NEW_TMSI, Na+ 1 }Kc

(3 ) { NEW_TMSI +1 }Kc

Decrypts and checks if 

NEW_TMSI+1 is 

equal to that of VLRi or not .

Nc =N a RAND

Kc =h(N c, TK i ) 

Sends an ack to VLRi

⊕

MS VLRi

MS requests a call.

Randomly selects 

RAND and creates 
NEW_ TMSI for MS.

(1) TMSI, N a

( 2 ) RAND , 

{ NEW_TMSI, Na+ 1 }Kc

(3 ) { NEW_TMSI +1 }Kc

Decrypts and checks if 

NEW_TMSI+1 is 

equal to that of VLRi or not .

Nc =N a RAND

Kc =h(N c, TK i ) 

Sends an ack to VLRi

⊕

 

Fig. 7. The subsequence authentication phase 
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4  Discussions 

4.1 Security Analysis 

4.1.1 Analysis of the Proposed Protocol with BAN-logic 

The BAN-logic [1] is utilized as the basis to analyze our protocols. The BAN-logic is devoted to offer a 
more formal proof with a high-level security. We would translate our proposed protocols to an idealized 
form and give some reasonable assumptions before analyzing the protocols. The BAN-logic adopted in our 
scheme is given in 5 steps shown as follows before its analysis [1].  

. 
1. Address the initial security assumptions in the statements of BAN-logic.  
2. Idealize the protocol in the statements of the formal logic.  
3. Use the productions and rules of the logic to reduce the unnecessary predicates in the original protocol 

and deduce the efficient predicates.  
4. Illustrate the statements that have proved by this process.  
5. Check the analysis to reach the security level.  
 
According to real conditions, we consider 9 assumptions shown in Fig. 8 shown as follows. 

 

_

_

.    .

.    .

.    .

.    .

.    (   ).

.    ( 

c

Kms

r

Kvi hr

i i r

Kms

r r

Kvi hr

r r

K

i r i

a MS believes MS HLR

b VLR believes VLR HLR

c HLR believes MS HLR

d HLR believes VLR HLR

e VLR believes HLR controls MS VLR

f MS believes

←→

←→

←→

←→

←→

  ).

.    ( ).

.    ( ).

.    ( ).

cK

r i

ms

i v

i

HLR controls MS VLR

g MS believes fresh N

h VLR believes fresh R

i VLR believes fresh RAND

←→
 

Fig. 8. Assumptions with BAN-logic presented in our protocol 

 

Following up the assumptions, the idealized forms are then translated and shown in Fig. 9 as follows. 

 

_

_

step 1:        :  ( ) ,  .

step 2:    :  (( ) ,  ,  ) .

step 3:    :  (( ', ) , ,  1) .

step 4:      :  ,  ( ,  

i ms Kms R

i r ms Kms R v Kvi hr

Kc

r i Kms i v Kvi hr

Kc

i i m

MS VLR N IMSI

VLR HLR N IMSI R

HLR VLR R SRES MS VLR R

VLR MS RAND MS VLR N

→ < >

→ < >

→ ←→ +

→ ←→ < ) .

step 5:       :  ( 1) .

s Ki Kms

i KcMS VLR RAND

>

→ +

 

 

Fig. 9. The ideal form  
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As the postulates defined in the BAN-logic analysis, a derivation can be deduced by the step 3 in Fig. 
9 and assumption (a) upon the message-meaning rule: 

    

( , ) , ,  

i r

Kc Kc

i ms Ki Kms i v

VLR believes HLR said

MS VLR N MS VLR R←→ < > ←→  (1) 

Statement (1) can be then transformed to the following statement.  

    ,  Kc

i r i vVLR believes HLR said MS VLR R←→  (2) 

By the statement (2) and assumption (h), a new statement can be derived as follows upon the 
nonce-verification rule: 

    Kc

i r i
VLR believes HLR believes MS VLR←→  

(3) 

By the statement (3), assumption (e), the next statement is obtained upon the jurisdiction rule:  

  Kc

i i
VLR believes MS VLR←→  (4) 

According to the step 4 in Fig. 9, the form of 

sees ,  { ,  }
i ms

Kc

i ms K K
MS RAND MS VLR N←→ < >  

 

is explained. By the explained form and the assumption (a), we can obtain the statement shown as follows 
upon the message-meaning rule:  

    

,  .

r

Kc

i ms Ki

MS believes HLR said

MS VLR N←→ < >
 (5) 

By the statement (5) and assumption (g), the following statement can be derived upon the 
nonce-verification rule:  

    Kc

r iMS believes HLR believes MS VLR←→  (6) 

By the statement (6) and assumption (f), we can then derive the statement shown as follows using the 
jurisdiction rule: 

  Kc

iMS believes MS VLR←→  (7) 

Observe (4) and (7). It turns out that MS and VLRi shares a session key with each other. In the following 
derivations, we further deduce a fact that the same session key is shared between MS and VLRi. According 
to the step 5 in Fig. 9, the VLRi receives message from the MS. It means that  

  { , }
c

Kc

i i KVLR sees MS VLR RAND←→  (8) 

By the statement (8) and the statement (4), a statement can be derived upon message-meaning rule:  

    

, 1.

i

Kc

i

VLR believes MS said

MS VLR RAND←→ +
 (9) 
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By the statement (9) and the assumption (i)  

    Kc

i iVLR believes MS believes MS VLR←→  (10) 

Due to MS successfully obtains the message from the VLRi, MS, therefore, believes that VLRi holds the 
session key the same as that of oneself. In other words, the statement is derived as follows.  

    Kc

i iMS believes VLR believes MS VLR←→  (11) 

By the way, the session key is totally agreed in our authentication protocols using the BAN-logic 
derivations.  

 

4.2 The Subscriber Identity Privacy 

 

In our proposed protocol, the real identity of the MS is never transmitted over the whole network for 
authentication purposes. Therefore, the intruders can not get any information about the MS who he/she 
wants to impersonate or steal from the personal account. We use a pseudonym h(IMSI||R) to represent a 
mobile user in the registration, someone who has the correct R and the personal secret key Ki can justify the 
MS that s/he is legitimate. Once the MS has been successfully authenticated, the HLR creates a new R’ to 
replace the old R in the mobile user device for each registration. So the pseudonym will be changed by the 
new R’, and so it will protect someone that utilizes the former pseudonym to access the network. 

 

4.3 The Mutual Authentication between the Network End and the Mobile Subscriber  

 

In our proposed method, we first pre-store a new nonce R and keep it secret in the HLR and the MS. A 
nonce R can derive many kinds of parameter to be used in authentication procedures. The MS also 
generates a secret key Kms that is equal to A8(R, Ki) and is pre-stored in the HLR’s database. So far, in the 
HLR’s database for each user there are the IMSI, Ki, h(IMSI||R), Kms, and R. When the MS wants to make a 
registration, the MS generates the {h(Nms)||(Nms)}Kms, the h(IMSI||R) and transmits it to the home domain. 
The HLR receives the message and searches the real identity of the user. Finally, when the HLR obtains the 
true identity and Kms of this user, it decrypts the {Nms}Kms get the packed one Nms’. At that moment, the HLR 
can check if the previous one h(Nms) is equal to h(Nms’), where Nms’  is just decrypted one. If it is equal, the 
HLR regards this MS as a legitimate one, produces a new nonce R’ to replace R stored in MS and forwards 
{R’,SRES’}Kms to the MS. The SRES’ is generated from the A3(Ki, Nms).  

After the MS receives the message, it decrypts the message by Kms to get the SRES’’ and R’’. MS 
checks the SRES’’ which is obtained from the message, and the SRES which is generated by the MS itself, 
to determine if they are equal or not. After comparing, the MS can authenticate if the network end is 
legitimate. Through this method, MS and the network end can authenticate each other via R, and both are 
pre-stored in the user and the home domain. So, if the MS wants to make another registration, it has to 
derive some kind of parameter by using a new R’ to pass authentication.  

Each successful registration causes three situations. One is that the HLR generates a new R’ to replace 
the old one, second, the pseudonym will be changed with R’, and third, the secret key of the MS will also be 
altered. The updating R can increase the degree of security of our proposed method and achieves mutual 
authentication between the network ends and the mobile users. 

 

4.4 Comparisons 

 
In this subsection we provide a comparison table, Table 1, including the protocols of Shieh et al. [16], Lee 
et al. [19] and Peinado [8], where the minimum number of messages for authentication, the number of 
rounds in subsequence phase, and the cryptographic technology are compared. Among these protocols, only 
the Peinado’s protocol uses the public key system as a secure skill. Although, the public key can provide a 
more secure level, in his protocol it result in much energy consumption of the mobile device and having a 
long latency between the mobile and the VLR.  

In the protocol of Shieh et al. [16], they defined the two environments, one is the intra-domain where 
the mobile moves within his service area, the other is the inter-domain where the mobile leaves his service 
area and moves to a visited area. So it has two different numbers in the chart. The extra three rounds are to 
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communicate and exchange information of the mobile between the service area agent and the visited area 
agent. The other protocol, including ours does not have a definition like this. The numbers of sequence 
phase in this chart are all the same, because it only exchanges messages between the VLR and the MS. In 
terms of cryptographic technology, only Shieh et al. and Peinado used the timestamp property that might 
have perfect time synchronization and extend the valid period in the entire network.  

Lee et al. [19] emphasized that not only did they provide confidentiality of the subscriber’s data from 
the mobile stations to the mobile stations and from the mobile stations to the fixed stations, but they also 
reduced the storages of the subscriber’s sensitive data in the database of the VLR. Consequently the original 
GSM architecture improved the authentication protocol between the mobile stations and the HLRs. 
Therefore the number of the message rounds in the inter domain and the intra domain are the same as in the 
original one.  

 

Table 1. Comparisons of functionality and performance 

 

Our 

contributed 

scheme 

Shieh et al. 

[16] 

Lee et al. 

[19] 
Peinado [8] 

CT 
Symmetric 

key, nonce 

Symmetric 

key, nonce, 

timestamp 

Symmetric 

key, nonce 

Public key, 

nonce, 

timestamp 

IP 5 (*5) 8 (*5) 5 (*5) 4 (*4) 

SP 3 3 3 3 

RSVD Yes No Yes Yes 

MA Yes Yes No Yes 

AP Yes No No Yes 

 

CT: Cryptographic technology 
IP: Number of the message rounds in initial phase (*inter domain/intra domain) 
SP: Number of the message rounds in subsequence phase 
RSVD: Reduction of the storage of VLR database 
MA: Mutual authentication 
AP: Anonymous property 

5  Conclusions 

This paper presented a method to improve the GSM authentication in the network to make the system work 
more efficiently. We proposed four important items to improve the original authentication protocol. In the 
new architecture, the subscriber’s IMSI can not be revealed and it protects the IMSI from being 
eavesdropped upon through the air medium, when an intruder does not know the real location of the 
subscriber, and impersonates a legitimate subscriber to access the network by getting the IMSI. In other 
words, it is anonymous in the location of subscriber during the mobile call. Although our proposed method 
increases the message size which is send to the VLR by the MS, it does increase system security level. We 
also make a break with the concept of the inter-domain and the intra-domain, and decrease the complexity 
of the transmitting signal and the transmission latency. In addition, our proposed method saves more space 
overhead on the VLR. As a whole, the superior efforts achieved in this scheme are the mutual authentication 
provided between the entities of MS and VRL, and the intrusions to illegal VLR/BS efficiently deterred 
upon the discussions over the existing GSM authentication studies.  
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