
 

 

Zero-Watermarking Algorithm for Content Authentication of Chinese 
Text Documents 

Xin-Min Zhou1,2,＊, Wei-Dong Zhao1, Zhi-Cheng Wang1, and Gang Wei1 

1 Research Center of CAD 

Tongji University  

Siping Road 1239, Shanghai, China  

{529_xavman, wd, zhichengwang, weigang}@tongji.edu.cn 

2 Information School 

Hunan University of Commerce 

Changsha, Hunan, China 

zhouxinmin@yahoo.cn 

 
Received 15 February 2009; Revised 1 April 2009; Accepted 3 April 2009  

Abstract. Most watermarking schemes for text documents are usually implemented by embedding a mark in 
a host document itself for intended purposes. The existing techniques for text watermarking are confronted 
with the problems of perceptible quality degradation and the inherent conflict between imperceptibility and 
robustness, which introduced by the watermark embedding. In this paper, we propose a novel text zero-
watermarking scheme for content authentication. This method can solve the problems mentioned above 
through embedding the authentication information in the constructed binary pattern of Chinese Word docu-
ment, not in host document itself. In this scheme, the hashing value of the text document’s content calculated 
by MD5 algorithm and the structure knowledge of Chinese characters are exploited for constructing the bi-
nary pattern, and the chaotic encrypting algorithm is used to enhance the security of the watermarking 
scheme. When any modification of the text document’s content is made, the extracted result will be com-
pletely different to the original authentication information. The experimental results indicate that the pro-
posed zero-watermarking scheme is efficient and secure.  
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