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Abstract. A novel method for embedding perceptually based fragile watermarks in digital images is pro-
posed. The method is designed for the purpose of image verification and tamper proofing for digital rights
management applications. A human visual model is employed to guarantee that modifications in images are
imperceptible. A set of quantized contrast functions based on a human visual model is constructed first. Then
a given image is partitioned into 3 X3 subimages. In each subimage, a range of gray levels with the same
contrast as that of the central pixel of the subimage is obtained from the quantized contrast functions. One of
the values in the range is chosen as a watermark value to replace the gray value of the central pixel of each
subimage. This ensures that the change is imperceptible. To achieve higher security, a pseudo random
mechanism is employed to generate random keys for use in generating watermark values. The verification
process is proceeded with no reference to the original image. The proposed technique provides a visual in-
spection tool for detecting and localizing any image alteration. Experimental results have been conducted to
show the feasibility of the proposed approach.
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