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Chih-Yung Chen*

Department of Information Management,
St. John’s University,
New Taipei 251, Taiwan, ROC

yung@mail.sju.edu.tw

Received 12 March 2011; Revised 25 May 2011; Accepted 20 August 2011

Abstract. The application of RFID after years of development, there are already many cases of the industries
applied, and it is considered to be Tag as the next generation of Barcode. Therefore, if Tag use as a commod-
ity recognition in the future, but as consumers purchase goods in shopping malls, if suffered from hackers by
the analysis frequency signal to access information, the purchase of commodities are exposed completely.
Therefore, RFID in the Data Security and Privacy is hidden in a crisis. RFID Data Security and Privacy pro-
tection using hardware ways to achieve the target is the best way; however, it is subject to the problem of Tag
costs and capacity and is currently still unresolved issues. This study focus on the Data Security and Privacy
protection and put forth a EPC specifications to use the model of XOR logic operation with the method of
CRC examining the computing, and simulating the shopping mall system which provides a Data Security and
Privacy protection system. We got the data after simulations to show that XOR computing to 8 bytes actual
test, the required time is 17.29 Ticks in average, the spend time is rather short. Follow-up our simulations to
the test data of DES encryption methods, an average time of 8,039.41 Ticks is required, the two time required
considerable differences. It was informed that this study through practical shows that we could provide a
match hardware encryption methods of the specific solutions to achieve their personal privacy protection,
confidentiality, confirmed, and the fulfillment of the Data Security and Privacy protection.
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