Estimating Security Risk for Web Applications using Security Vectors
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Abstract. Risk assessment has been getting increased attention as the new vulnerabilities and threats are
emerging on daily basis. The popularity and complexity of web application present challenges to the security
implementation for web engineering. It is well known that the earlier to perform risk assessment for software,
the less cost needed to mitigate the security risks. However, quantitative estimation of security in the earlier
stage of software development life cycle is largely missing. In this paper, we propose a quantitative approach
to perform risk assessment at design stage for web application which is based on multiple security vectors of
asset, threat and vulnerability. An environment-driven method is proposed to elicit threats to the system. In
the end, the risk assessment methodology is applied on a customer goods case study.
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