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Abstract. With the globalization of the software industry, requirements traceability has become increasingly
critical in the software development process. However, the development of large-scale, complex software sys-
tems by cross-organizational research teams often faces challenges due to diverse organizational backgrounds,
multi-site environments, conflicting objectives, and organizational boundaries. These factors can lead to trust
issues, complicating the implementation of requirements traceability. To address these challenges, this study
proposes a Smart Contract-Based Requirements Traceability (SCRT) framework. Smart contracts, which are
executable code deployed on a blockchain, exhibit properties such as enforceability, tamper resistance, and
verifiability. These characteristics empower the SCRT framework to enhance collaboration, communication,
and trust among stakeholders while potentially improving the efficiency and quality of software development.
Within the SCRT framework, a novel Requirements Traceability Information Model (RTIM) is introduced,
which categorizes the links between new and existing artifacts. This model serves as a guide for the smart
contract module, delineating which software artifacts to trace and the relationships to establish.
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1 Introduction

In the current field of software engineering, the rise of globally distributed development has made software prod-
uct development increasingly complex, involving close collaboration among multiple development stages and
partners. In this environment, effective management of requirement changes and the traceability of software arti-
facts throughout the entire software lifecycle becomes critically important.

Despite numerous studies on traceability [1], achieving complete traceability remains a complex and chal-
lenging task when faced with cross-organizational collaboration, distributed teams, and multi-site environments.
Requirement traceability refers to the ability to trace forward and backward in the requirements lifecycle [2]. To
meet quality objectives and improve traceability, software process improvement models demand the maintenance
of bidirectional traceability for requirements.

Requirements traceability plays a crucial role in achieving high-quality software development, as it supports
several key activities throughout the software development lifecycle, including software maintenance, project
management [3], change management, and impact analysis [4]. However, in practical applications, many prac-
titioners often view traceability as an additional task, believing that it can interfere with normal workflows and
create extra burdens. This perceived overhead can be explained by the “provider-user gap,” whereby the devel-
opers who create traceability links are often not the end-users of those links [5]. This phenomenon leads to inef-
ficient implementation of traceability practices, as their true value is not fully realized in actual work. Therefore,
enhancing the effectiveness and usability of traceability is particularly important for facilitating more efficient
collaboration and quality assurance within the software development process.

For example, developers may create links between tasks and submitted source code, while project managers
use these links to track project progress. Therefore, developers may lose motivation for this task, setting its prior-
ity lower, potentially leading to incorrect or missing links.

With the emergence of distributed teams, the complexity of traceability has further intensified, especially in
contexts requiring shared artifacts [6]. In this regard, centralized data storage has been proposed, but it faces
challenges of artifact trustworthiness [7] and access restrictions [8]. To address this series of challenges, there
is an urgent need for a reliable and shared traceability knowledge repository to track all artifacts and traceabil-
ity links created by distributed stakeholders throughout the Software Development Life Cycle (SDLC). Such a
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repository can effectively integrate information from different sources, ensuring that all participants can access
and update the latest traceability data, thereby enhancing collaboration efficiency and transparency. This goal can
be achieved by introducing blockchain technology based on smart contracts. The decentralized nature of block-
chain not only ensures the security and immutability of data but also simplifies the creation and maintenance of
traceability links through automatically executed smart contracts. The application of this technology will greatly
enhance the management capabilities of artifacts and traceability links during the software development process,
thereby promoting overall improvements in development quality.

The main contributions of this paper are:

(1) A novel Smart Contract Framework (SCRT) has been proposed for the reliable management and trace-
ability of requirements in inter-organizational software projects. This model enables participants in the
software development lifecycle to have a comprehensive and reliable view of software artifacts, require-
ment changes, and traceability links.

(2) Introducing a novel Requirements Traceability Information Model (RTIM) capable of categorizing links
between any new or existing artifacts. This model guides the smart contract module on what software ar-
tifacts to trace and what relationships to establish.

(3) The introduction of blockchain technology based on smart contracts has established a reliable and shared
traceability knowledge repository. This not only enhances collaboration, communication, and trust among
stakeholders but also has the potential to improve the efficiency and quality of software development.

2 Related Work

2.1 Smart Contract

Smart contracts are computer programs located at specific addresses on the Ethereum network, comprising code
(functionality) and data (state) [9-11]. These programs achieve decentralized applications (DAPPs) by executing
transactions according to internal rules and accessing contract state data in the process.

The introduction of smart contracts not only expands the functionality of blockchain but also provides rich
features for upper-layer applications [12-15]. Initially written in Turing-complete scripting languages specific to
Ethereum, such as Solidity and Serpent, smart contracts exist on the blockchain in Ethereum’s proprietary binary
format (Ethereum Virtual Machine bytecode) after deployment. Each time called, the Ethereum Virtual Machine
(EVM) loads and executes the contract’s functionality. Smart contracts internally include a data type representing
“account addresses,” where external account addresses are typically used for cryptocurrency transactions, and
contract account addresses are often used for contract invocation. The gas consumption of smart contracts is cal-
culated based on the CPU and memory resources they occupy during execution. Once gas is depleted, the con-
tract automatically stops execution, effectively preventing contract loops and invalid transactions [16]. Both ex-
ternal accounts and contract accounts can deploy smart contracts, and once successfully deployed, any Ethereum
user can invoke the contract for transactions. From a data trust perspective, the call history of smart contracts is
recorded in the blockchain’s transaction information, providing auditability and traceability characteristics for the
calling process and results.

2.2 Blockchain in Software Engineering

Recently, the academic community has called for a deeper exploration of the mutual influences between block-
chain technology and software engineering (SE) [17-18]. Demi et al. [19] examined the alignment of block-
chain’s inherent properties with the contemporary global software engineering landscape, highlighting both
the advantages and challenges associated with this technology while proposing several practical use cases.
Lenarduzzi et al. [20] introduced a blockchain model that employs smart contracts (SCs) to facilitate the re-
sponsibilities of product owners in agile methodologies such as Lean Kanban and Scrum. In this framework,
SCs automatically verify whether developers have accurately implemented the functionalities outlined by users
by comparing the outputs of acceptance tests with the expected results. Correct implementation of user stories
triggers automated payment to developers in the form of cryptocurrency or tokens. Blockchain technology of-
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fers a promising solution for supply chain traceability by providing an immutable, decentralized ledger to record
transactions and track the movement of goods, enhancing transparency, accountability, and operational efficiency
[21].

Fahmideh et al. [22] systematically reviewed the state-of-the-art in Blockchain-Based Software (BBS) engi-
neering, analyzing its unique challenges across the development lifecycle and emphasizing the need for signif-
icant improvements in conventional software engineering practices. Yilmaz et al. [23] proposed a blockchain
model wherein project managers introduce a new work structure into the blockchain network, allowing develop-
ers to select tasks of interest and create code that is validated by testing personnel. These testing personnel share
candidate blocks and collaborate to generate subsequent blocks, thereby addressing trust and integrity issues in
large-scale agile development. Bose et al. [24] explored the application of blockchain for trustworthy software
provenance. They introduced a framework called Blinker, which is supported by blockchain technology. This
framework captures and queries source data through the PROV series specifications, verifies data authenticity via
a voting mechanism, and achieves layered, interactive visualization of source-related data.

It is important to highlight that, despite the aforementioned research, there is currently a lack of studies fo-
cusing specifically on the application of blockchain technology for requirements management and traceability
throughout the entire software development lifecycle in inter-organizational software projects.

2.3 Requirements Traceability

Requirements engineering plays a pivotal role in software development projects and is widely regarded as one
of the key factors for project success. Although early studies have provided empirical evidence of the positive
contributions of effective requirements engineering in enhancing productivity, improving product quality, and
strengthening risk management, the inherent complexity of the requirements engineering process makes it chal-
lenging to standardize through a single solution. As the complexity of software systems continues to rise, along
with the increasing number of stakeholders and their heterogeneity, it becomes especially important to reinforce
large-scale requirements engineering processes.

In recent years, software traceability recovery models have primarily relied on machine learning methods.
Relevant studies, through experiments on open-source projects or publicly available datasets in the traceability
domain, have achieved promising results. Mills et al. [25] proposed the traceability classification model TRAIL,
which integrates six feature selection algorithms, four data resampling methods, and six classification algorithms
to determine the optimal configuration for predicting trace links between artifacts.

Rath et al. [26] developed a model for defect-commit trace link recovery and recommendation that employs
a random forest approach. This model utilizes various process information, including personnel relationships,
temporal relationships, and pre-and post-trace linkages. They identified a total of 16 process features and 2 text
similarity features to enhance the model’s effectiveness.

Guo et al. [27] proposed a deep learning-based traceability model using a recurrent neural network (RNN),
validated on a small dataset collected from a traffic control system, aimed at recovering trace links between sub-
system requirements and design definitions.

Moran et al. [28] developed a Bayesian hierarchical probabilistic traceability model called Comet by com-
bining multi-dimensional measures of textual similarity, developer feedback, and propagation link mechanisms.
They validated the model in a small project at Cisco and also developed a Jenkins-based traceability link recom-
mendation plugin.

3 SCRT Framework

The SCRT framework consists of modules such as feasibility analysis, data collection, Requirements Traceability
Information Model (RTIM), smart contracts, off-chain user control, incentive mechanisms, and blockchain.

Fig. 1 illustrates the introduction of smart contracts and blockchain-supported requirements traceability frame-
work SCRT. This framework is built on the following assumptions: user members are distributed in an environ-
ment where mutual trust is lacking but collaboration is required in large-scale software development projects. In
such a scenario, blockchain technology based on smart contracts is considered a secure repository, meeting col-
laboration requirements by ensuring the reliability, transparency, trust, traceability, and auditability of software
artifacts and their changes.
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Fig. 1. Smart Contract-based Requirements Traceability Framework (SCRT)

3.1 Feasibility Analysis

Feasibility analysis aims to investigate whether blockchain is needed and can be applied to achieve requirements
traceability in a particular environment. The analysis should consider a combination of blockchain features, re-
quirements traceability strategies, alternative tools, and techniques for representing and storing traceability links.
These techniques may include traceability matrices, cross-reference tables, relational databases, and graphical
traceability repositories [4]. In the analysis, the possible benefits of introducing blockchain to achieve require-
ments traceability, such as enhanced security, decentralized transparency, tamper resistance, and verifiability,
need to be evaluated. At the same time, we need to carefully consider implementation costs, technical require-
ments, regulatory compliance, and governance challenges. Further, we need to ensure seamless integration of
blockchain technology with existing requirements traceability methods and a comprehensive assessment of all
aspects, including technical teams, organizational culture, and business impact.

3.2 Data Collection

Throughout the software development lifecycle, a variety of tools, such as Rational DOORS and Git, are used to
generate artifacts that conform to the traceability information model. To achieve automatic capture, data inges-
tion tools or plug-ins can be used [24], and parsing artifacts generated from different tools is necessary before
recording data to the blockchain.

To improve the credibility of the system, the data to be recorded is collected and processed in a standardized
and centralized manner. Flexible, efficient, fast, and consistent processing of data helps build traceability links
for subsequent requirements. In addition, stakeholders can manually create traceable links and invoke the ap-
propriate smart contracts to register those links on the distributed ledger. This hybrid approach to data collection
ensures that critical information obtained from various tools and manual inputs can be integrated into traceability
systems, enhancing data integrity and reliability.

3.3 Requirements Traceability Information Model

The Requirements Traceability Information Model (RTIM) facilitates the systematic classification of traceability
links between new or existing pairs of artifacts, offering clear guidance on which software artifacts can be traced
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and the relationships governed by the smart contract module. This approach helps mitigate inconsistencies in
large-scale projects involving numerous stakeholders [29]. As a best practice, it is recommended to predefine the
traceable artifacts and their relationships when setting up a traceability environment [30]. A more in-depth explo-
ration of RTIM will be provided in the following section. In addition to ensuring consistency, RTIM supports the
structured management of complex dependencies, improving visibility and accountability across various project
stages. Predefining relationships and traceability targets not only enhances clarity but also streamlines project co-
ordination, especially when multiple teams and systems are involved.

b Actor
assign/notify/undertake/ create/modify/delete/
finish/submit/cancel/... submit/test/verify/...

@ need/referTo/generatedIn
i s / i verifiedBy
inStatus inStatus isA

startAt/endAt ;"‘ (TraceUnit>

creatAt/modify At/deleteAt/...

| / T
! traceFrom/traceTo
generatedAt
7

AN

- e

tracingBy

Fig. 2. Part of the high-level core pattern of requirements traceability information (Part)

Requirements Traceability Information Model (RTIM), which consists of the following three main elements:

Artifacts: Define which artifacts should be traceable and their properties.

Traceability link: Defines a link that is based on the relationship between the source artifact ID and the target
artifact ID.

Traceability Type rules: Naming rules are used to define traceability links; for example, the name of the rela-
tionship can be “valid” if the source code is related to a requirement, or “invalid” if not.

These elements can be encoded into smart contracts to enforce only the artifacts and traceability links needed
in the registered project and automatically identify the semantics of the traceability links. Fig. 2 illustrates sever-
al high-level core patterns relevant to requirements traceability information. These patterns encompass key ele-
ments essential to traceability activities, such as traceability artifacts, involved personnel, associated tasks, trace-
ability links, and the methods employed for establishing traceability. Each of these components play a critical
role in ensuring a comprehensive and structured approach to managing traceability, enabling better coordination
and accountability throughout the development process.

3.4 Smart Contract

Smart contracts are developed to facilitate the following functions: 1) The registration of artifacts, encompassing
requirements such as ID, type, name, description, priority, and parent ID, among others. 2) The establishment of
traceability links, which include the source artifact ID, target artifact ID, traceability type, and additional details.
3) The verification of the quality of traceable links, along with the appropriate reward of their creators based on
the assessed quality.

Fig. 3 shows the internal implementation framework of smart contracts. According to the operation mech-
anism, the implementation framework of smart contracts can be summarized into six stages: requirement col-
lection and planning, contract creation, formal verification, contract triggering, contract operation, and contract
cancellation. In the requirements collection and planning stage, data elements to be collected for this project need
to be collected and analyzed from multiple sources to ensure the traceability of requirements.
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Fig. 3. Smart contract internal implementation framework

After the smart contract is jointly agreed upon and signed by multiple parties, it is submitted together with the
Transaction (TXN) initiated by the user. After being disseminated by a P2P network and verified by miners, the
smart contract is stored in a specific block of the blockchain. After obtaining the returned contract address and
contract interface information, the user can invoke the contract by initiating a transaction. After receiving a con-
tract creation or calling transaction, a miner creates a contract or executes contract code in a local sandbox exe-
cution environment, such as an Ethereum virtual machine. Based on trusted external data sources and checking
information about the state of the world, the contract code automatically determines whether the current scenario
meets the contract trigger conditions to strictly enforce the response rules and update the state of the world. Once
the transaction is validated, it is packaged into a new block of data, which is authenticated by the consensus algo-
rithm and linked to the blockchain backbone, making all updates effective.

3.5 User Off-chain Control

The quality of traceable links is verified by an approver or verifier whose decision process is influenced by a
specific voting strategy. The approver provides their agreement or rejection and records this decision on the dis-
tributed ledger. The smart contract is responsible for calculating and summarizing the votes of all approvers and
deciding whether to accept or reject the traceability link based on the result of the accumulated voting score.

It should be noted that assessing traceability link quality is a challenging task as this involves a process of
manual inspection. Factors such as the subjective opinions of the approvers, differences in criteria between differ-
ent teams, and the complexity of changes to requirements may affect the accuracy of the assessment. Therefore,
when implementing smart contracts, it is necessary to consider establishing clear criteria and voting strategies to
ensure consistency and reliability of the evaluation process.

3.6 Incentive Mechanism

Incentives are an important part of the SCRT framework and are designed to encourage stakeholders to active-
ly participate in the creation and maintenance of traceability to ensure that high-quality traceability links are
generated. The module supports the presentation of artifacts and traceability links in a holistic and trusted view,
presented in a layered and graphical manner, facilitating the widespread application of traceability in software
development life cycle (SDLC) activities.

Incentive design covers key aspects such as identifying who is qualified to create traceable links, defining cri-
teria to verify the quality of traceable links (such as correctness, timeliness, accuracy, completeness, consistency,
and usefulness), and setting the level of incentive to create traceable links based on priority.

Incentives are designed to motivate stakeholders to create traceable links in a high-quality manner, ensuring
that their contributions to the system have real value. The framework considers the possibility of creating incen-
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tives to encourage the creation of high-priority traceability links, ensuring that resources and attention are fo-
cused on areas of greater value to the system.

Ultimately, incentive policies are embedded in smart contracts to distribute digital tokens to stakeholders who
create high-quality traceability links, further motivating them to actively participate in traceability activities.

3.7 Blockchain-based Distributed Storage

To address network synchronization issues caused by high storage costs, as well as alleviate storage limitations,
the SCRT framework allows the content of artifacts to be stored in platforms such as Ethereum or immutable
storage such as IPFS. The SCRT framework treats requirements as digital assets and represents them using
the concept of tokens. Each token can generate its blockchain ledger to audit the lifetime of any demand token
throughout the software development lifecycle.

Fig. 4 shows the data structure of blocks, and each block consists of two parts: block head and block body.
The block header contains metadata about the block, which is used to authenticate the block and establish an
association with its parent and child blocks. Typically, block headers contain the Parent Block Hash, Timestamp,
Nonce, Difficulty, Merkle Root, and other information. The block body is a sequence of transactions that have
occurred since the previous block.

Block N-1 <—_| Block N +—_| Block N+1
Block head Block head Block head
« Parent Block Hash » Parent Block Hash * Parent Block Hash
» Timestamp *  Timestamp *  Timestamp
+  Nonce *  Nonce « Nonce
* Difficulty + Difficulty « Difficulty
*  Merkle Root *  Merkle Root ¢ Merkle Root
Block body Block body Block body
«  Transaction 1 * Transaction 1 * Transaction 1
« Transaction 2 * Transaction 2 *  Transaction 2
« Transaction 3 * Transaction 3 * Transaction 3
Fig. 4. Block data structure

4 RTIM Study Design

In complex enterprise projects, the challenges related to the quality of traceability between software artifacts
become significantly pronounced, underscoring the pressing need for automated traceability recovery practices.
These projects often experience dynamic shifts in software methodologies, programming languages, and team
structures, which in turn lead to rapid alterations in software artifacts. The potential trace links among various
artifacts—such as requirements documents, defect reports, test cases, and source code—are extensive, making it
exceedingly difficult to maintain high-quality trace links through manual efforts.

Moreover, the exceedingly low proportion of linked artifacts in historical data results in a scarcity of labeled
samples, complicating the development of effective trace link prediction models aimed at enhancing software
traceability quality. Another significant challenge is that software traceability requires the alignment of different
artifacts to ascertain the existence of links between them. When the ratio of “true” links to “false” links is heavily
skewed, it further aggravates the imbalance within the sample data. For example, a requirement or defect (the
source artifact) may correspond to one or more code commits (the target artifacts). Consequently, all potential
code commits generated during the lifecycle of the source artifact are selected as candidate target artifacts. In in-
dustrial settings, the frequent code commits necessitated by tight delivery schedules lead to a considerable num-
ber of unrelated commits being included as candidate target artifacts, thereby significantly contributing to the
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data imbalance issue. Previous research has seldom proposed targeted solutions to address this problem within
the context of software traceability.

In summary, the globalization of software development paradigms enhances the complexity of implementing
requirements traceability, as communication, coordination, and trust among stakeholders become increasingly
challenging in distributed environments. This paper highlights the critical necessity of ensuring the availability
and reliability of traceability in inter-organizational software projects. To tackle these challenges, our research
introduces a smart contract-based requirements traceability model (RTIM), specifically designed to fulfill these
needs. Importantly, this paper does not focus on particular algorithms, features, or configurations; instead, it
conceptualizes RTIM as a flexible framework in which individual components can be substituted with others per-
forming analogous functions.

4.1 Features Representing Links

This section further introduces the Requirements Traceability Information Model (RTIM), which considers all
possible links between two given sets of software artifacts and predicts the validity of each link (i.e., the rele-
vance between the artifacts). Specifically, for two artifact sets, D1 and D2, where D1 is the source artifact set and
D2 is the target artifact set, the method predicts the validity of each element in the Cartesian product D1 x D2. In
other words, for each artifact dl € D1 from the source artifact set, RTIM predicts the validity of potential links
between d1 and any artifact d2 € D2 from the target artifact set.

In the implementation of RTIM, a set of internal vector representations for the classifier is required to perform
this classification. We utilize IR (information retrieval)-based features, which can capture the semantic similarity
between software artifacts. Given the possible links between artifacts dI € D1 from the source artifact set and
d2 € D2 from the target artifact set, RTIM uses two IR-based metrics to capture the features of the link.

This method employs IR techniques twice to obtain two sets of features. First, using d1 as the query and the
artifacts in the target set D2 as the corpus, an IR engine is run, and the rank of d2 in the result list is captured as
the first type of feature. Then, using d2 as the query and the artifacts in the source set D1 as the corpus, the same
process is repeated, and the rank of d1 in the result list is captured as the second type of feature. Thus, RTIM rep-
resents each potential link by considering trace recovery in either direction (i.e., using either artifact in the link as
the query). This is a key distinction from traditional IR methods, which typically consider only a single direction.
Previous research has shown that the choice of retrieval direction can impact retrieval performance, particularly
in the context of traceability.

4.2 IR-based Feature Extraction

In this study, we use 4 different IR methods to calculate the above two clock metrics, and in this next section, we
briefly describe each method.

Vector Space Model (VSM). The Vector Space Model (VSM) is a widely used model in the fields of text pro-
cessing and information retrieval. Feature extraction based on the VSM model transforms the problem of artifact
association into a vector operation. Specifically, VSM treats the source artifact set D1 as a query g, and by calcu-
lating the similarity score with each document in the target artifact set D2, it quantifies the degree of association
between the source and target artifacts. In VSM, each text is represented as a vector composed of terms T={t,,
t,,..., t,}, where each term t; is assigned a weight w;.

In this model, the weights W={w,, w,,..., w,} of the terms are considered the values of the corresponding
dimensions in an n-dimensional space, and the term set T is regarded as a vector in this n-dimensional space.
The weights w; of the terms are typically computed based on the TF-IDF (Term Frequency-Inverse Document
Frequency) algorithm, which assigns higher weights to terms that appear frequently in a few documents but are
relatively rare in the overall corpus. This better reflects the importance of the terms within the documents. This
approach allows VSM to effectively capture semantic similarities between documents, making it widely used in
information retrieval and text analysis. The similarity between documents is calculated by the following formula:
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In the above equation, #/,(¢,) represents term frequency, idf; represents inverse document frequency, ¢ denotes
the total number of documents in the corpus, and df; represents the number of documents containing the specific

term #,. The weight of the i-th term in vectors d, and d, is represented by w d., and w 0, respectively.

Latent Semantic Indexing (LSI). LSI is an enhanced information retrieval (IR) model based on the Vector
Space Model (VSM), which delves deeper into the latent semantic structure within a corpus. By effectively cap-
turing the “semantic relevance” between queries and documents, LSI excels at addressing issues related to syn-
onyms and polysemy, thereby significantly improving the computational accuracy of the traditional VSM model.

LSI employs Singular Value Decomposition (SVD) to process the term-document matrix. Through SVD, LSI
maps the original term-document matrix into a lower-dimensional latent semantic space, uncovering deeper se-
mantic relationships between documents. In practical applications, LSI first computes document vectors, which
are typically generated using the Term Frequency-Inverse Document Frequency (TF-IDF) algorithm. This algo-
rithm calculates the weight of each term within a document to construct the document vector. However, when
dealing with large document collections, processing such a massive matrix becomes challenging. To tackle this,
LSI leverages SVD to reduce the dimensionality of the term-document matrix X. The SVD algorithm is as fol-
lows:

X=90,,D]. “

Here, Q, is an m X r matrix, where each column is called a left singular vector. D, is an r X n matrix, where
each column is called a right singular vector. S, is an r X r diagonal matrix, with each value representing a singu-
lar value of matrix X. After performing SVD on the term-document matrix X, only the largest k singular values
are retained in S, along with the corresponding k singular vectors in Q, and D,. These k singular values form a

new diagonal matrix S,, and the k left and right singular vectors form the new matrices Q, and DE , respectively.
Thus, the reduced matrix X, can be expressed as the product of Q,, S,, and DE :
Xy = QkSkaT' Q)

Where X, is the low-dimensional approximation of the original term-document matrix X. The similarity between
requirement documents and target documents can be calculated as follows:

simy g (‘I’Di) = Z:Fﬂjdi,k (Zi) (6)

In the formula, d;, represents the weight of term #, in the requirement term document D,, and ¢, represents the
weight of term ¢ in the target term document g.

Latent Dirichlet Allocation (LDA). LDA is a generative probabilistic model that represents each document as
a mixture of latent topics, with each topic characterized by a distribution over words in the corpus. By leveraging
the probabilistic distribution of “word-topic” relationships, LDA transforms word similarity into corresponding

149



SCRT: A Smart Contract-Based Requirements Traceability Method

topic probabilities, making it particularly effective at handling polysemy (the presence of multiple meanings for
a single word). Additionally, in the classification process, LDA tends to classify noisy data in a document under
secondary or less relevant topics, which helps mitigate the impact of noise in the document.

When using LDA, each document is converted into a probability vector, where each element describes the
likelihood of a particular topic appearing in the document. This probabilistic representation allows for a struc-
tured comparison between documents. In our approach, we utilize this LDA-based representation in conjunction
with the Hellinger distance to compute the similarity between documents. Specifically, the similarity between
two LDA document representations, d, and d,, is defined as follows:

simypy (dy.dy ) = 1—%”(\/2 —Jdy )” %)

Jensen-Shannon (JS). The Jensen-Shannon similarity model is primarily used for recovering traceability links.
It is driven by probabilistic methods and hypothesis-testing techniques. Like other probabilistic models, the JS
model assumes that each document has an underlying probability distribution, where each document is represent-
ed by a normalized term-document matrix txd. The probability distribution of the source and target artifacts is
defined as:

@®)

Here, n(w, d) refers to the frequency of a term w in document d, which could be a source or target document,
and 7, represents the total number of terms in document d. Then, based on each term’s inverse document fre-
quency, the empirical distribution is adjusted to account for the global ranking of words. After applying these
global weights, the distribution of each document is normalized. Once all the source and target documents are
represented by probability distributions, the JS divergence is used to compute the distance between these distri-
butions, producing a ranked list of potential traceability links.

JS ranks target documents based on their “distance” from the source documents’ probability distribution. For
two given documents, d, and d,, their similarity, as represented by the JS model, is calculated as follows:

sim g (dy,dy) = 1-[H (L4 ;sz )_H(pdl);’H(pdl)]. o
1(p)= 3 ~P(w)-log P(w). (10)

weW

In the above formula, H(p) represents the entropy of distribution p, while ]301l and ﬁdl are the empirical distri-

butions of the query and the document, respectively. w refers to a word in document d, and W is the set of unique
words in document d. P(w) represents the probability of the word w appearing in document d.

4.3 Classification Algorithm

The Requirements Traceability Information Model (RTIM) reframes the challenge of traceability maintenance as
a binary classification problem, where the task is to classify links between artifacts as either valid or invalid. By
leveraging machine learning algorithms, RTIM utilizes the features of existing traceability links to infer statisti-
cal patterns that can distinguish between effective and ineffective links between artifacts. Through this approach,
RTIM aims to predict the validity of potential links, enabling more efficient traceability management in complex
software systems. We have not fixed the algorithms, features, or configurations; instead, RTIM is designed as a
framework that allows for the replacement of individual components to perform similar tasks, thus adapting and
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configuring to specific requirements of other domains or applications. When selecting a machine learning classi-
fication algorithm, RTIM considers various algorithms previously used in software engineering applications [31-
32], empirically determining the most suitable one for predicting potential link validity in the best possible way.

Table 1. Design space used for the implementations of RTIM

Categories Notes
KNN K-nearest neighbors classifier using K=5
NB Naive Bayes classifier using estimator classes
RF An ensemble learning method
LR Multinomial LR model with a ridge estimator
SVM A supervised learning algorithm

To determine the optimal configuration of RTIM, given the design space defined in Table 1, we achieve the
best performance of RTIM through classification algorithms.

K-Nearest Neighbors (KNN). The KNN is a simple and intuitive supervised learning algorithm. Its basic idea
is that for a sample to be classified, it predicts or classifies the sample based on the labels of the k nearest neigh-
bors in the feature space from the training set.

Naive Bayes (NB). The NB algorithm is a simple and efficient classification algorithm based on Bayes’ theorem.
It assumes that the features are conditionally independent, meaning each feature contributes independently to the
classification outcome. The NB algorithm calculates the posterior probability for each class (i.e., the probability
of a class given the features) and selects the class with the highest probability as the prediction result.

Random Forest (RF). The RF algorithm is an ensemble learning method that constructs multiple decision trees
and combines their results for classification or regression tasks. The core idea is to generate several training sets
by randomly sampling with replacements from the dataset (known as “bagging”), and then build multiple rela-
tively independent decision trees on these training sets. Finally, RF makes its final prediction by majority voting
for classification tasks or by averaging the predicted values for regression tasks.

Logistic Regression (LR). The LR algorithm is a supervised learning algorithm commonly used for binary clas-
sification tasks. It models the probability that input data belongs to a certain class by fitting a logistic function
(i.e., an S-shaped function). The output is a probability score between 0 and 1, and data can be classified into one
of two categories by setting a threshold. Logistic regression assumes a linear relationship between the input fea-
tures and the log-odds of the class probability.

Support Vector Machine(SVM). The SVM is a supervised learning algorithm. Its fundamental idea is to find
an optimal hyperplane in the feature space that separates samples of different classes. The goal of SVM is to
maximize the margin between this hyperplane and the nearest sample points (known as support vectors), thereby
enhancing the model’s generalization capability.

5 Experiment and Analysis

5.1 Experimental Data

To identify the optimal configuration for the Requirements Traceability Information Model (RTIM), this study
employed a variety of datasets sourced from the Center of Excellence for Software and Systems Traceability
(CoEST). The datasets chosen for experimental evaluation comprise Easyclinic, eTour, MODIS, and SMOS. A
comprehensive description of these datasets, including the count of valid and invalid traceability links and the
types of artifacts associated with each dataset, is presented in Table 2. Through the analysis of these datasets, we
are able to thoroughly evaluate the performance and feasibility of RTIM.
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Table 2. Data sets used in the evaluation

System Invalid links Valid links Artifact types
EasyClinic 1218 63 UG, cC
EasyClinic 674 46 UC, ID
EasyClinic 1825 69 UC, TC
EasyClinic 1277 85 ID, TC
EasyClinic 875 72 ID, CC
EasyClinic 2857 274 TC, CC

SMOS 5856 1244 UC, CC

MODIS 892 43 High-R, Low-R

eTour 6728 308 UC, CC

(Note: “HighR” indicates “High-level Requirements”, “LowR” indicates “Low-level Requirements”, “UC” indicates “Use
Cases”, “CC” indicates “Code Classes”, “ID” indicates “Interaction Diagrams”, “TC” indicates “Test Cases”.)

The EasyClinic dataset is a publicly available dataset commonly used in software traceability research, aimed
at evaluating the traceability between requirements and other software artifacts, such as design documents and
source code. This dataset originates from a system project managing hospital clinics and includes artifacts related
to healthcare services, such as requirement documents, design descriptions, test cases, and source code.

The SMOS dataset is a widely used dataset in software traceability research, originating from the Soil
Moisture and Ocean Salinity (SMOS) satellite mission by the European Space Agency (ESA). This mission aims
to monitor Earth’s soil moisture and ocean salinity levels. The dataset includes a variety of software artifacts,
such as system requirements, design documents, and source code, which are used to evaluate traceability tech-
niques.

The MODIS dataset originates from NASA’s Moderate Resolution Imaging Spectroradiometer (MODIS) proj-
ect, which is primarily used in Earth observation. The MODIS dataset includes various software artifacts related
to the system’s development, such as requirements documents, design descriptions, test cases, and source code,
and is typically used for evaluating traceability between software artifacts. This dataset provides a real-world
case for software traceability research, particularly suited for verifying traceability techniques in requirements
tracking, design, and implementation processes. Known for its complexity and diversity.

The eTour dataset is an electronic tour guide application developed by a team of undergraduate students from
the University of Salerno in Italy. This dataset contains several important components related to software devel-
opment, specifically including 58 Use Cases (UC), 116 source Code Classes (CC), and 308 valid links.

5.2 Experimental Result

Table 3 shows the scores of three evaluation metrics obtained by our design space on different data sets, namely
precision rate, recall rate, and F-score.

Hayes proposed a comprehensive metric that considers both precision and recall based on industrial practices,
aimed at systematically and comprehensively assessing the quality of requirements traceability link recovery
technologies. The specific evaluation criteria are detailed in Table 3, providing a strong reference for measuring
the quality of related technologies.

Table 3. Quality standards for requirements traceability technologies

Measure Acceptable Good Excellent
Precision 20~30% 30~50% 50~100%
Recall 60~70% 70~80% 80~100%

In Table 4, the highest precision rate is highlighted in bold and the highest F-score is highlighted in bold with
an underline. The results indicate that Random Forest (RF) outperforms other classification algorithms in all oth-
er dimensions. This finding also suggests that if we consider RF as the optimal configuration for RTIM, it will
provide better guidance for the intelligent contract module in tracing which software artifacts and establishing
what relationships.
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Table 4. The three evaluation metrics were obtained by implementing RTIM on all datasets

. Classifier

Metrics Dataset

KNN NB RF LR SVM

ucC _cc 0.1759 0.1954 0.2152 0.2500 0.2222

ucC _ID 0.1579 0.1579 0.1765 0.2069 0.1538

UC TC 0.1867 0.2121 0.2917 0.2456 0.2642

ID TC 0.4921 0.4375 0.4394 0.4462 0.4531

Precision ID CC 0.2258 0.3684 0.3784 0.3889 0.3784

TC CC 0.3380 0.3902 0.6916 0.3602 0.4375

SMOS 0.3047 0.3419 0.4182 0.2927 0.3186

MODIS 0.1395 0.2143 0.1892 0.1500 0.1842

eTour 0.0957 0.1055 0.1345 0.1172 0.1494

ucC _CccC 1.0000 0.8947 0.8947 0.9474 0.9474

UC_ID 1.0000 1.0000 1.0000 1.0000 1.0000

UC TC 1.0000 1.0000 1.0000 1.0000 1.0000

ID_TC 1.0000 0.9032 0.9355 0.9355 0.9355

Recall ID CC 0.8750 0.8750 0.8750 0.8750 0.8750

TC CC 0.9730 0.6486 1.0000 0.9054 0.9459

SMOS 0.7492 0.4862 0.8135 0.6544 0.6850

MODIS 0.6667 0.6667 0.7778 0.6667 0.7778

eTour 0.7000 0.5500 0.7500 0.5875 0.5750

uUC CC 0.2992 0.3208 0.3469 0.3956 0.3600

UC ID 0.2727 0.2727 0.3000 0.3429 0.2667

UC TC 0.3146 0.3500 0.4516 0.3944 0.4179

ID_TC 0.6596 0.5895 0.5979 0.6042 0.6105

F-score ID_CC 0.3590 0.5185 0.5283 0.5385 0.5283

TC CC 0.5017 0.4873 0.8177 0.5154 0.5983

SMOS 0.4332 0.4015 0.5524 0.4045 0.4350

MODIS 0.2308 0.3243 0.3043 0.2449 0.2979

eTour 0.1684 0.1771 0.2281 0.1954 0.2371

6 Conclusion

This study presents a Smart Contract-Based Requirements Traceability Framework (SCRT) designed to facilitate
the traceability of software artifacts produced by distributed stakeholders throughout the entire software develop-
ment lifecycle. For each requirement recorded on the distributed ledger, the SCRT framework offers a scalable,
efficient, and trustworthy mechanism to monitor various aspects, including origin, update history, timestamps of
creation or modification, implementation or testing status, and associated software artifacts such as source code
and test cases. The strength of SCRT lies in its ability to provide comprehensive visibility not only for require-
ments managers, developers, and testers but also for other stakeholders, including project managers and quality
assurance teams. By leveraging blockchain technology, SCRT guarantees complete transparency across the soft-
ware development lifecycle, enabling the tracking of real-time progress and project evolution.

This enhanced visibility allows practitioners to more effectively analyze the impact of changes on system
costs, timelines, and quality. In a distributed collaborative environment, such analysis can become cumbersome;
however, SCRT reliably tracks all changes transparently, thereby offering robust support for project management
and informed decision-making. This capability is crucial for addressing the intricate challenges of traceability
in software engineering, establishing a solid foundation for achieving high-quality and efficient software devel-
opment. Ultimately, SCRT not only streamlines processes but also enhances collaboration and accountability
among stakeholders, fostering an environment conducive to successful project outcomes.
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